











B Security Device Support

Enables or Disables BIOS support for security device.
B SHA256 PCR Bank

Enable or Disable SHA256 PCR Bank.
B Pending operation

Schedule an Operation for the security device.

3.2.2.8 S5 RTC Wake Settings
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Aptio Setup - AMI

Wake system from SS [Disabled]

B Wake System from S5

Enable or disable System wake on alarm event. When enabled, System will
wake on the hr::min::sec specified.

3.2.2.9 Serial Port Console Redirection

Aptio Setup - AMI

» Serial Port Console Redirection
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Aptio Setup

Console Redirection [Disabled]

B Console Redirection
Console Redirection Enable or Disable.

3.2.2.10 Intel TXT Information

Aptio Setup - AMI

» Intel TXT Information
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Aptio Setup - AMI

Provide Intel TXT information.

3.2.2.11 USB Configuration

» USB Configuration
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Aptio Setup - AMI

Legacy USB Support [Enabled]

Legacy USB Support

Enables Legacy USB support.

XHCI Hand-Off

This is a workaround for OSes without XHCI hand-off support.
USB Mass Storage Driver Support

Enable/Disable USB Mass Storage Driver Support.

USB transfer time-out

The time-out value for Control, Bulk, and Interrupt transfers.
Device Reset time-out

USB mass storage device Start Unit command time-out.
Device power-up delay

Maximum time the device will take before it properly reports itself to the Host
Controller.
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3.2.2.12 Network Stack Configuration

» Network Stack Configuration

Aptio Setup - AMI

Metwork Stack [Disabled]

B Network Stack
Enable/Disable UEFI| network stack.
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3.2.2.13 CSM Configuration

» CSM Configuration

CSM Support [Disabled]

B CSM Support
Enable/Disable CSM support.
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3.2.2.14 NVMe Configuration

> NvMe Configuration

» NvMe Configuration

Provide NVMe device information.
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3.2.3 Chipset

3.2.3.1 System Agent (SA) Configuration

Aptio Setup - AMI

» System Agent (SA) Configuration

Aptio Setup

» Memory Configuration
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Memory Configuration
Display memory information.
H VTd
Enable/Disable VT-d capability.
B Above 4GB MMIO BIOS assignment

Enable/Disable above 4GB MemoryMappedlO BIOS assignment. This is
enabled automatically when Aperture Size is set to 2048MB.
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3.2.3.2 PCH-IO Configuration

Aptio Setup - AMI

» PCH-I0 Configuration

Aptio Setup - AMI

» PCI Express Configuration
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Aptio Setup - AMI

» PCI Express Root Port 6 (M.2 E Key)

PCI Express Root Port 6 [Enabled]
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Aptio Setup - AMI

» PCI Express Root Port 11 (Mini PCIe)

Aptio Setup - AMI

PCI Express Root Port 11 [Enabled]

PCI Express Configuration
PCI Express Root Port 6 (M.2 E Key)
B PCI Express Root Port 6

Control the PCI Express Root Port.
m ASPM

Set the ASPM Level.
B L1 Substates

PCI Express L1 Substates settings.
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H PCle Speed

Configure PCle Speed.
PCI Express Root Port 11 (Mini PCle)
B PCI Express Root Port 11

Control the PCI Express Root Port.
m ASPM

Set the ASPM Level.
B L1 Substates

PCI Express L1 Substates settings.
B PCle Speed

Configure PCle Speed.

» SATA And RST Configuration
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SATA Controller(s) [Enahled]

» Software Feature Mask Configuration
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Aptio Setup - AMI

HDD Unlock [Enabled]

SATA And RST Configuration
H  SATA Controller(s)
Enable/Disable SATA Device.
B SATA Controller Speed Limit
Indicates the maximum speed the SATA controller can support.
Software Feature Mask Configuration

— HDD Unlock
If enabled, indicates that the HDD password unlock in the OS is enabled.

— LED Locate
If enabled, indicates that the LED/SGPIO hardware is attached and ping to
locate feature is enabled on the OS.

B Aggressive LPM Support
Enable PCH to aggressively enter link power state.
mSATA
HE mSATA:
Enable or Disable mSATA.
B SATA Device Type
Identify the mSATA port is connected to Solid State Drive or Hard Disk Drive.
B SATA Device Type
Identify the SATA port is connected to Solid State Drive or Hard Disk Drive.
Serial ATA Port 1
B Port1
Enable or disable SATA port.
B SATA Device Type
Identify the SATA port is connected to Solid State Drive or Hard Disk Drive.
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» USB Configuration

Aptio Setup - AMI

%*DCI Support [Disabled]

USB Configuration
B xDCI Support
Enable/Disable xDCI (USB OTG Device).
B USB2 PHY Sus Well Power Gating
Select 'Enabled' to enable SUS Well PG for USB2 PHY.
B USB3 Link Speed Selection
This option is to select USB3 Link Speed GEN1 or GEN2.
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B USB PDO Programming
Select 'Enabled' if Port Disable Override functionality is used.
B XHCILTR Mode
Enable/Disable XHCI LTR Mode.
B USB Overcurrent
Select 'Disabled' for pin-based debug.
B USB Overcurrent Lock

Select 'Enabled’ if Overcurrent functionality is used. Enabling this will make
xHCI controller consume the Overcurrent mapping data.

B USB Port Disable Override

Selectively Enable/Disable the corresponding USB port from reporting a Device
Connection to the controller.

Aptio Setup - AMI

» Security Configuration
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Aptio Setup - AMI

RTC Memory Lock [Enabled]

Security Configuration
B RTC Memory Lock

Enable will lock bytes 38h-3Fh in the lower/upper 128-byte bank of RTC RAM.
B BIOS Lock

Enable/Disable the PCH BIOS Lock Enable feature. Required to be enabled to
ensure SMM protection of flash.

Aptio Setup - AMI

» HD Audio Configuration
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HD Audio [Enabled]

HD Audio Configuration
B HD Audio

Control Detection of the HD-Audio device.
B Mic-in Support in Linux

Support Mic-in function in Linux OS only.

Aptio Setup - AMI

» HD Audio Configuration
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B Onboard LAN1 Controller

Select to Enable or Disable Onboard LAN1 Controller.
B LAN1 PXE OpROM

Enable or disable boot option for LAN1 Controller.
H  Onboard LAN2 Controller

Select to Enable or Disable Onboard LAN2 Controller.
B LAN2 PXE OpROM

Enable or disable boot option for LAN2 Controller.
B Wake on LAN Enable

Enable/Disable integrated LAN to wake the system.
B Onboard LAN3 Controller

Select to Enable or Disable Onboard LAN3 Controller.
B LAN3 PXE OpROM

Enable or disable boot option for LAN3 Controller.
B PCIE Wake

Enable or disable PCIE to wake the system from S5.
B Restore AC Power Loss

Specify what state to go to when power is re-applied after a power failure (G3
state).

3.2.4 Security

Administrator Password
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Aptio Setup - AMI

Secure Boot [Disabled]

Security
B  Administrator Password

Set Administrator Password.
B User Password

Set User Password.
Secure Boot

— Secure Boot

Secure Boot feature is Active if Secure Boot is Enabled, Platform Key (PK) is

enrolled and the System is in User mode. The mode change requires plat-
form reset.

— Secure Boot Mode

Secure Boot mode options: Standard or Custom. In Custom mode, Secure

Boot Policy variables can be configured by a physically present user without
full authentication.
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3.2.5 Boot

Aptio Setup - AMI

Setup Prompt Timeout

Boot
B Setup Prompt Timeout
Number of seconds to wait for setup activation key.
H  Bootup NumLock State
Select the keyboard NumLock state.
B Quiet Boot

Enables or disables Quiet Boot option.
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3.2.6 Save & Exit

Aptio Setup - AMI

Save Changes and Exit

B Changes and Exit

Exit system setup after saving the changes.
B Discard Changes and Exit

Exit system setup without saving any changes.
B Save Changes and Reset

Reset the system after saving the changes.
B Discard Changes and Reset

Reset system setup without saving any changes.
B Save Changes

Save Changes done so far to any of the setup options.
B Discard Changes

Discard Changes done so far to any of the setup options.
B Restore Defaults

Restore/Load Default values for all the setup options.
B Save as User Defaults

Save the changes done so far as User Defaults.
B Restore User Defaults

Restore the User Defaults to all the setup options.
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Appendix A

Watchdog Timer
Sample Code



A.1 EC Watchdog Timer sample code

EC_Command_Port = 0x29Ah
EC_Data Port = 0x299h

Write EC HW ram = 0x89

Watch dog event flag = 0x57
Watchdog reset delay time = Ox5E
Reset event = 0x04

Start WDT function = 0x28

.model small
.486p

.stack 256
.data

.code

org 100h
.STARTup

mov dx, EC_Command_Port
mov al,89h ; Write EC HW ram.
out dx,al

mov dx, EC_Command_Port
mov al, 5Fh ; Watchdog reset delay time low byte (5Eh is high byte) index.
out dx,al

mov dx, EC_Data_Port
mov al, 30h ;Set 3 seconds delay time.
out dx,al

mov dx, EC_Command_Port
mov al,89h ; Write EC HW ram.
out dx,al

mov dx, EC_Command_Port
mov al, 57h ; Watch dog event flag.
out dx,al

mov dx, EC_Data_Port
mov al, 04h ; Reset event.
out dx,al

mov dx, EC_Command_Port
mov al,28h ; start WDT function.

out dx,al

.exit
END
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