M.2 M-Key 2280

4 &:ﬁ: M.2 M-Key 2242

2.3.2 Wall Mount Installation

To install the system using the wall mount kit, secure it with four M3-4L (7 mm)
screws, following the indicated arrow directions.

/IRUV GH O LQVWDOODWLRQ GX V\VWgPH DYHF OH NLW GH
WUH YLV O / VHORQ OHV LQGLFDWLRQV GHV IOgFKHV
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ARM-Base Device
Firmware



3.1 DS-015 Firmware Introduction

The DS-015 firmware is designed to deliver a stable, high-performance software
foundation optimized for edge Al, industrial automation, and multimedia applications.
Built on the NVIDIA Jetson Orin platform, the firmware integrates essential system
services, enhanced camera support, and customizable middleware to help users
quickly deploy their Al workloads.

3.2 Device Part Numbers and Firmware

This table lists the corresponding part numbers with their supported operating sys-
tems. For detailed hardware configurations, please refer to the DS-015 datasheet.

Table 3.1: Device Part Numbers and Firmware

Part Number (03] Version
DS-015VB-UOA1E Linux Ubuntu 22.04
DS-015VB-U1A1E Linux Ubuntu 22.04
DS-015VB-UOA1U Linux Ubuntu 22.04
DS-015VB-U1A1U Linux Ubuntu 22.04
DS-015VB-U2A1U Linux Ubuntu 22.04
DS-015VB-U3A1U Linux Ubuntu 22.04
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3.3 Software Functionality

3.3.1 Startup

3.3.1.1 Account & Password
Account number

ubuntu

In device used "sudo" or "sudo su" to root. Password required.

ubuntu

3.3.1.2 CAN
Hardware Config Parts: Please refer to the chapter 2.2.2 and chapter 2.2.3.

<Receive> In terminal, run below command

sudo su

modprobe can

modprobe can-dev

modprobe mttcan

ip link set canO type can bitrate 500000
ip link set canO up

candump can0

HH= = H = FH = W0

<Transmit> In other device terminal, run below command

sudo su

modprobe can

modprobe can-dev

modprobe mttcan

ip link set canO type can bitrate 500000
ip link set canO up

cansend can0O 123#abcdabcd

HH= = H= H FH = 0

3.3.1.3 WatchDog

$ sudo su
# sync; sleep 2; sync; echo ¢ > /proc/sysrg-trigger

3.3.1.4 Audio
Line-Out : Codec Mixer Controls

amixer -c APE cset name="I2S1 Mux" 0

amixer -c APE cset name="I2S2 Mux" "ADMAIF1"

amixer -c APE cset name="CVB-RT DAC MIXL INF1l Switch" "on"

amixer -c APE cset name="CVB-RT DAC MIXR INF1l Switch" "on"

amixer —-c APE cset name="CVB-RT Stereo DAC MIXL DAC L1 Switch" "on"
amixer —-c APE cset name="CVB-RT Stereo DAC MIXR DAC R1 Switch" "on"
amixer -c APE cset name="CVB-RT DAC1l Playback Volume" "175,175"
amixer -c APE cset name="CVB-RT LOUT MIX DAC L1 Switch" "on"
amixer -c APE cset name="CVB-RT LOUT MIX DAC Rl Switch" "on"
amixer -c APE cset name="CVB-RT OUT Playback Switch" "on,on"
amixer -c APE cset name="CVB-RT OUT Playback Volume" "31"

vr U r r Ur Ur Ur U U U
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Line-Out

$ aplay -D hw:APE,0 <in wav>

Mic-In: Codec Mixer Controls

S amixer -c APE cset name="ADMAIF1 Mux" "I2S2"
S amixer -c APE cset name="CVB-RT RECMIXL BST1 Switch" "on"
S amixer -c APE cset name="CVB-RT RECMIXR BST2 Switch" "on"
S amixer -c APE cset name="CVB-RT IN1l Boost" 8
S amixer -c APE cset name="CVB-RT IN2 Boost" 8
S amixer -c APE cset name="CVB-RT Stereo ADC1l Mux" "ADC"
$ amixer -c APE cset name="CVB-RT Stereo ADC MIXL ADC1l Switch" "on"
$ amixer -c APE cset name="CVB-RT Stereo ADC MIXR ADC1l Switch" "on"
Mic-In
$ arecord -D hw:APE,0 -r 44100 -c 2 -f S16 LE output.wav
3.31.5 TPM

Pre-install TPM-tools

$ sudo apt install --yes tpm2-tools

(1) Generate random code

S sudo su

root@linux:/home/ubuntu# tpm2 getrandom --hex 20

(2) Encrypt the specified file msg.dat

root@linux:/home/ubuntu# tpm2 createprimary -C p -c platform prima-

ry.ctx
root@linux:

/home /ubuntu#

tpm2 create -C

rsa2048 -u key.pub -r key.priv
tpm2 load -C platform primary.ctx -u key.pub

root@linux:
-r key.priv
root@linux:
root@linux:
msg.dat

root@linux
root@linux:
msg.enc

root@linux
root@linux:

/home/ubuntu#
-c key.ctx
/home/ubuntu#
/home/ubuntu#

: /home /ubuntu#

/home /ubuntu#

: /home /ubuntu#

/home /ubuntu#

echo "my test" >msg.dat
tpm2 rsaencrypt -c

cat msg.enc

tpm2 rsadecrypt -c key.ctx

cat msg.ptext

key.ctx

platform primary.ctx -G

msg.enc

msg.ptext

cat msg.dat
(3) Save data in the tpm memory

root@linux:/home/ubuntu# tpm2 nvdefine
"ownerread|policywrite|ownerwrite"
root@linux:/home/ubuntu# echo "write tpm adv" > adv.data
root@linux:/home/ubuntu# tpm2 nvwrite -Q 0x1500031 -C o -1
root@linux:/home/ubuntu# tpm2 nvread -0 0x1500031
read.data

root@linux:/home/ubuntu# cat read.data

-0 0x1500031 -C o -s 32 -a

adv.data
-C o -s 32 -o

(4) Confirm that the data has been written to the storage area.

root@linux:/home/ubuntu# tpm2 nvreadpublic > nv.out
root@linux:/home/ubuntu# cat nv.out
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3.3.1.6

3.3.1.7

RTC

1. Please remove all internet.

$ sudo su

# date 010610452023 && hwclock -w && date
# date 010100002000 && hwclock -r && date
# hwclock -s && date

# reboot

$ sudo su

# hwclock -s && date

UART

Orin-Nano COM1: ttyTHS1

Switch to 232, 422, 485
Select the mode and refer to the table

RS-232

sudo su

stty -F /dev/ttyTHS1 speed 115200 raw —-echo
cat /dev/ttyTHS1 &

echo "1234" > /dev/ttyTHS1

RS-422

<Receive> In terminal, run below command

HH= FH= H= 0

$ sudo su

# stty -F /dev/ttyTHS1 speed 115200
# cat /dev/ttyTHS1 &

# echo "1234" > /dev/ttyTHS1

<Transmit> In other device terminal, run below command

$ sudo su

# stty -F /dev/ttyTHS1 speed 115200
# cat /dev/ttyTHS1 &

# echo "1234" > /dev/ttyTHS1

RS-485

<Receive> In terminal, run below command

sudo su

stty -F /dev/ttyTHS1 speed 115200 raw -echo
cat /dev/ttyTHS1 &

echo "1234" > /dev/ttyTHS1

H FH= H= 0

<Transmit> In other device terminal, run below command

$ sudo su

# stty -F /dev/ttyTHS1 speed 115200 raw -echo
# cat /dev/ttyTHS1 &

# echo "1234" > /dev/ttyTHS1

<Flow control>

gpiochip0O 112
command: gpioset —--mode=wait gpiochipO 112=1
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3.3.1.8 GMSL
APPROPHO Camera
Camera type: AR0822
HW setting: Camera link to GMSL port

Please install camera driver first
Note: This command can only be executed once to set up the camera.
Then system will reboot

$ cd /usr/local/bin/approcam
$ sudo ./set approcam.sh

Check Video channel "video0" "video1"
S 1ls /dev/video*
Preview command

$ cd /home/ubuntu
$ sudo ./enable-approcamera-4k.sh

3.4 Software Functionality

Image refresh SOP

Before flashing the image, ensure the device is powered off. Set the switch to the ON
position to enter flash mode, as shown in the figure.

If DLM-clip is in the OFF position, change it to ON, and then connect the Type-C
cable (must support data transmission) to the flashing workstation.
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Type C (Flash)

USB 3 USB 2 USB 1 1GLAN 2.5G LAN USB-C DLM-dip RESET micro-SD 5
= -

Flash Switch: switch right
on/left off

Connect USB to the burning

Connect to the DS-015 host

Type C burning port

C::> e

Prepare a host PC with Ubuntu 22.04 installed.
Please ensure that the following packages are installed beforehand.

$sudo apt install libssl-dev

$sudo apt-get install sshpass

$sudo apt-get install abootimg

$Ssudo apt-get install nfs-kernel-server
$sudo apt-get install libxml2-utils
Ssudo apt install make

Ssudo apt-get install flex

$Ssudo apt-get install bison

$sudo apt-get install gemu-user-static

The following commands are executed on the flashing host to extract the
image.tar.gz file (modify the file name according to the actual image).

$ sudo tar -zxvf image.tar.gz (Fill-in password:ubuntu)
$ cd Linux for Tegra

Flashing
— NVMe drive must be mounted.
$ sudo ./tools/kernel flash/l4t initrd flash.sh --external-device
nvmeOnlpl -c tools/kernel flash/flash 14t external.xml -p "-c boot-
loader/generic/cfg/flash t234 gspi.xml" --showlogs
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