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The following figure displays the STP Bridge Status settings.

Figure 4.83 L2 Switching > Spanning Tree > STP Bridge Status

4.5.10.9 MSTI Port Advanced settings
To access this page, click L2 Switching > Spanning Tree > MSTI Port Advanced.
The following figure displays the MSTI Port Advanced settings.

Figure 4.84 L2 Switching > Spanning Tree > MSTI Port Advanced settings

4.5.10.10STP Statistics
To access this page, click L2 Switching > Spanning Tree > STP Statistics.
The following figure displays the STP Statistics settings.

Figure 4.85 L2 Switching > Spanning Tree > STP Statistics

4.5.11 X-Ring Elite
The X-Ring Elite function provides an improvement over Spanning Tree and Rapid 
Spanning Tree and a rapid auto recovery in the event that the network suffers a cor-
rupt or broken link and prevents network loops. 

4.5.11.1 X-Ring Elite Settings
The X-Ring Elite Settings allows you to enable or disable the state of the X-Ring set-
tings.



EKI-7720 Series User Manual 71

To access this page, click L2 Switching > X-Ring Elite > X-Ring Elite Settings.

Figure 4.86 L2 Switching > X-Ring Elite > X-Ring Elite Settings
The following table describes the items in the previous figure.

The ensuing table for Information settings are informational only: X-Ring Elite State.

4.5.11.2 X-Ring Elite Groups
The X-Ring Elite Groups page allows you to select the function and role for each 
device and the connected ports.
To access this page, click L2 Switching > X-Ring Elite > X-Ring Elite Groups.

Figure 4.87 L2 Switching > X-Ring Elite > X-Ring Elite Groups
The following table describes the items in the previous figure.

The ensuing table for Information settings are informational only: Ring ID, Role, Port 
1, Port 2 and Delete (click to delete the desired Ring ID).

4.5.12 X-Ring Pro
The X-Ring Pro function provides an improvement over Spanning Tree and Rapid 
Spanning Tree and a rapid auto recovery in the event that the network suffers a cor-
rupt or broken link and prevents network loops. 

4.5.12.1 X-Ring Pro Settings
The X-Ring Pro Settings page allows you to configure the status (enabled or dis-
abled) of the function.

Item Description
State Select Enabled or Disabled to setup the X-Ring Elite mode.
Apply Click Apply to save the values and update the screen.

Item Description
Ring ID Enter a number to specifies a ranging from 1 to 255 to identify a given 

X-Ring Elite group.
Role Click the drop-down menu to select the ring role.
Port 1 Click the drop-down menu to define the port designation.
Port 2 Click the drop-down menu to define the port designation.
Add Click Add to save the values and update the screen.
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To access this page, click L2 Switching > X-Ring Pro > X-Ring Pro Settings.

Figure 4.88 L2 Switching > X-Ring Pro > X-Ring Pro Settings
The following table describes the items in the previous figure.

The ensuing table for Information settings are informational only: X-Ring Pro State.

4.5.12.2 X-Ring Pro Groups
The X-Ring Pro Groups page allows you to select the function and role for each ring 
ID and its connected ports.
To access this page, click L2 Switching > X-Ring Pro > X-Ring Pro Groups.

Figure 4.89 L2 Switching > X-Ring Pro > X-Ring Pro Groups > X-Ring Pro 
Groups Settings

The following table describes the items in the previous figure.

Figure 4.90 L2 Switching > X-Ring Pro > X-Ring Pro Groups > Chain Settings
The following table describes the items in the previous figure.

Item Description
State Select Enabled or Disabled to setup the X-Ring Pro mode.
Apply Click Apply to save the values and update the screen.

Item Description
Ring ID Enter a number to specifies a ranging from 1 to 255 to identify a given 

X-Ring Pro group.
Port 1 Click the drop-down menu to define the port designation.
Port 2 Click the drop-down menu to define the port designation.
Add Click Add to save the values and update the screen.

Item Description
Chain Ring ID Enter a number to specifies a ranging from 1 to 255 to identify a chain 

ring ID.
Role Click the drop-down menu to select the ring role.
Head Port Click the drop-down menu to define the port designation.
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Figure 4.91 L2 Switching > X-Ring Pro > X-Ring Pro Groups > Couple Setting
The following table describes the items in the previous figure.

Figure 4.92 L2 Switching > X-Ring Pro > X-Ring Pro Groups > Pair Settings
The following table describes the items in the previous figure.

Figure 4.93 L2 Switching > X-Ring Pro > X-Ring Pro Groups > RPair Settings
The following table describes the items in the previous figure.

Member Port Click the drop-down menu to define the port designation.
Add Click Add to save the values and update the screen.

Item Description
Couple Ring ID Enter a number to specifies a ranging from 1 to 255 to identify a given 

X-Ring group.
Port Enter the port to assign to define the couple setting.
Master Ring ID Click the drop-down menu to designate the master ring.
Add Click Add to save the values and update the screen.

Item Description
Pair Ring ID Enter a number to specifies a ranging from 1 to 255 to identify a pair 

ring ID.
Port Enter the port to assign to define the couple setting.
Master Ring ID Click the drop-down menu to designate the master ring.
Add Click Add to save the values and update the screen.

Item Description
RPair Ring ID Enter a number to specifies a ranging from 1 to 255 to identify a rpair 

ring ID.
Port Enter the port to assign to define the couple setting.

Item Description



74 EKI-7720 Series User Manual

 

The ensuing table for Information settings are informational only: Ring ID, Mode, 
Role, Operation State, Port 1, Forwarding State, Port 2, Forwarding State and Delete
(click to delete the desired Ring ID).

4.5.13 Loopback Detection
The Loopback Detection function is used to detect looped links. By sending detection 
frames and then checking to see if the frames returned to any port on the device, the 
function is used to detect loops. 

4.5.13.1 Global Settings
The Global Settings page allows you to configure the state (enabled or disabled) of 
the function, select the interval at which frames are transmitted and the delay before 
recovery.
To access this page, click L2 Switching > Loopback Detection > Global Settings.

Figure 4.94 L2 Switching > Loopback Detection > Global Settings
The following table describes the items in the previous figure.

To access this page, click L2 Switching > Loopback Detection > Loopback Detec-
tion Global Information.
The following figure displays the Loopback Detection Global Information settings.

Figure 4.95 L2 Switching > Loopback Detection > Loopback Detection Global 
Information

4.5.13.2 Port Settings
The Port Settings page allows you to select ports that are detected by the loopback 
detection function and configure their status (enabled or disabled).

Master Ring ID Click the drop-down menu to designate the master ring.
Add Click Add to save the values and update the screen.

Item Description

Item Description
State Select Enabled or Disabled to setup the loopback mode.
Interval Enter the variable in seconds (1 to 32767) to set the interval at which 

frames are transmitted. 
Recover Time Enter the variable in seconds (60 to 1000000) to define the delay 

before recovery.
Apply Click Apply to save the values and update the screen.
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To access this page, click L2 Switching > Loopback Detection > Port Settings.

Figure 4.96 L2 Switching > Loopback Detection > Port Settings
The following table describes the items in the previous figure.

The ensuing table for Loopback Detection Port Information settings are informa-
tional only: Port, Enable State and Loop Status.

4.5.14 ERPS

4.5.14.1 ERPS Settings
To access this page, click L2 Switching > ERPS > ERPS Settings.

Figure 4.97 L2 Switching > ERPS > ERPS Settings
The following table describes the items in the previous figure.

The ensuing table for Information settings are informational only: ERPS State.

Item Description
Port Select Enter the port to define the local loopback detection setting.
Enabled Select Enabled or Disabled to setup the Loopback Detection func-

tion.
Apply Click Apply to save the values and update the screen.

Item Description
State Click Enabled or Disabled to enable ERPS settings.
Apply Click Apply to save the values and update the screen.
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 4.5.14.2 ERPS Groups
To access this page, click L2 Switching > ERPS > ERPS Groups.

Figure 4.98 L2 Switching > ERPS > ERPS Groups
The following table describes the items in the previous figure.

The ensuing table for Information settings are informational only: ERP Instance, 
Ring ID, Role, State, East Link, West Link, MEL, R-APS Channel VLAN, Traffic Chan-
nel Instance, Type, WTR Timer, Guard Timer, Hold-off Timer and Delete (Click 
Delete to delete the desired Ring ID).

Item Description
ERP Instance Enter the value to set the ERP instance.
Ring ID Enter the value to set the ring ID.
Role Click the drop down menu to select the role. Options include: RPL 

Owner, RPL Neighbor or Other.
East Link Enter the port to define the east link.
RPL Check the check box to enable RPL.
West Link Enter the port to define the west link.
RPL Check the check box to enable RPL.
MEL Enter the value to set minimum equipment list.
R-APS Channel 
VLAN

Click the drop down menu to select the VLAN.

Traffic Channel 
Instance

Click the drop down menu to select the traffic channel instance.

Type Click the drop down menu to select the ERP group type.
WTR Timer Enter the value to set WTR timer.
Guard Timer Enter the value to set guard timer.
Hold-off Timer Enter the value to set hold-off timer.
Apply Click Apply to save the values and update the screen.



EKI-7720 Series User Manual 77

4.6 MAC Address Table
The MAC Address Table provides access to the Static MAC Settings, MAC Aging 
Time, and Dynamic Forwarding.

4.6.1 Static MAC
The Static MAC page allows you to configure the address for forwarding of packets, 
the VLAN ID of the listed MAC address and the designated Port.
To access this page, click MAC Address Table > Static MAC.

Figure 4.99 MAC Address Table > Static MAC
The following table describes the items in the previous figure.

To access this page, click MAC Address Table > Static MAC Status.
The following figure displays the Static MAC Status settings.

Figure 4.100 MAC Address Table > Static MAC Status

4.6.2 MAC Aging Time
The MAC Aging Time page allows you to set the MAC address of the aging time to 
study.
To access this page, click MAC Address Table > MAC Aging Time.

Figure 4.101 MAC Address Table > MAC Aging Time

Item Description
MAC Address Enter the MAC address to which packets are statically forwarded.
VLAN Click the drop-down menu to select the VLAN ID number of the VLAN 

for which the MAC address is residing.
Port Click the drop-down menu to select the port number.
Apply Click Apply to save the values and update the screen.
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The following table describes the items in the previous figure.

The ensuing table for Dynamic Address Status settings are informational only: 
Aging time.

4.6.3 Dynamic Forwarding Table
The Dynamic Forwarding function allows you to configure an address tables, which 
contain the following:
 The port each hardware address is associated with
 The VLAN to show or clear dynamic MAC entries
 The MAC address selection
To access this page, click MAC Address Table > Dynamic Forwarding Table.

Figure 4.102 MAC Address Table > Dynamic Forwarding Table
The following table describes the items in the previous figure.

To access this page, click MAC Address Table > MAC Address Information.
The following figure displays the MAC Address Information settings.

Figure 4.103 MAC Address Table > MAC Address Information

Item Description
Aging Time Enter the variable (10 to 630) to define the time required for aging.
Apply Click Apply to save the values and update the screen.

Item Description
Port Click the drop-down menu to select the port number to show or clear 

dynamic MAC entries. If a port, VLAN or MAC address is not selected 
the whole dynamic MAC table is displayed or cleared.

VLAN Click the drop-down menu to select the VLAN to show or clear 
dynamic MAC entries.

MAC Address Enter the MAC address to show or clear dynamic MAC entries. If a 
port, VLAN or MAC address is not selected the whole dynamic MAC 
table is displayed or cleared.

View Click View to display the MAC address information.
Clear Click Clear to clear the MAC Address Information table.
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4.7 Security
The Security function allows for the configuration of Storm Control, Port Security, Pro-
tected Ports, DoS Prevention, Applications, 802.1x, and IP Security. 

4.7.1 Storm Control
The Storm Control page allows you to setup the units and Preamble/IFG to manage 
the occurrence of packet flooding on the LAN and consequent traffic to prevent the 
degrading of network performance.

4.7.1.1 Global Settings
To access this page, click Security > Storm Control > Global Settings.

Figure 4.104 Security > Storm Control > Global Settings
The following table describes the items in the previous figure.

To access this page, click Security > Storm Control > Storm Control Global Infor-
mation.
The following figure displays the Storm Control Global Information settings.

Figure 4.105 Security > Storm Control > Storm Control Global Information

4.7.1.2 Port Settings
The Port Settings page allows you to configure the port and the type of storm control 
association along with the value of the storm rate for the selected port.

Item Description
Unit Select pps or bps control units for the Storm Control function.
Preamble & IFG Select Excluded or Included to setup the Storm Control Global set-

tings.
 Excluded: exclude preamble & IFG (20 bytes) when count 

ingress storm control rate.
 Included: include preamble & IFG (20 bytes) when count ingress 

storm control rate.
Shutdown Recover 
Time 

Enter the shutdown recover time  in seconds with range 0 or 30 ~ 
10000000.

Apply Click Apply to save the values and update the screen.
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To access this page, click Security > Storm Control > Port Settings.

Figure 4.106 Security > Storm Control > Port Settings
The following table describes the items in the previous figure.

The ensuing table for Storm Control Port Information settings are informational only: 
Port, Port State, Broadcast (Kbps), Unknown Multicast (Kbps), Unknown  
Unicast (Kbps) and Action.
The following figure displays the Storm Control Port Information settings.

Figure 4.107 Security > Storm Control > Storm Control Port Information

4.7.2 Port Security
The Port Security page allows you to configure port isolation behavior.

Item Description
Port Enter the port number to designate the local port for the Storm Control 

function.
Port State Select Disabled or Enabled to define the port state
Action Click the drop-down menu to select the type of action to designate for 

the selected port during a Storm Control incident. The options are 
Drop and Shutdown.

Type Enable Click the radio button to enable Broadcast, Unknown Multicast, or 
Unknown Unicast.
 Broadcast: Select the variable in Kbps to define the broadcast 

bandwidth.
 Unknown Multicast: Select the variable in Kbps to define the 

unknown multicast setting.
 Unknown Unicast: Select the variable in Kbps to define the 

unknown unicast setting.
Apply Click Apply to save the values and update the screen.
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To access this page, click Security > Applications > SSH.

Figure 4.114 Security > Applications > SSH
The following table describes the items in the previous figure.

The ensuing table for SSH Information settings are informational only: SSH.

4.7.5.3 HTTP
The HTTP page allows you to combine all kinds of AAA lists to the HTTP line. 
Attempts to access the switch’s Web UI from HTTP are first authenticated.
To access this page, click Security > Applications > HTTP.

Figure 4.115 Security > Applications > HTTP
The following table describes the items in the previous figure.

The ensuing table for HTTP Information settings are informational only: HTTP Ser-
vice and Session Timeout.

4.7.5.4 HTTPS
The HTTPS page allows you to combine all kinds of AAA lists on the HTTPS line. 
Attempts to access the switch’s Web UI from HTTPS are first authenticated.

Item Description
SSH Service Click Enabled or Disabled to set up Ethernet encapsulation (remote 

access) through the Secure Shell (SSH) function.
Apply Click Apply to save the values and update the screen.

Item Description
HTTP Service Click Enabled or Disabled to set up Ethernet encapsulation (remote 

access) through HTTP function.
Session Timeout Enter the variable in minutes (0 to 86400) to define the timeout period 

for the HTTP session.
Apply Click Apply to save the values and update the screen.
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To access this page, click Security > Applications > HTTPS.

Figure 4.116 Security > Applications > HTTPS
The following table describes the items in the previous figure.

The ensuing table for HTTPS Information settings are informational only: HTTPS 
Service and Session Timeout.

4.7.6 802.1x
The 802.1x function provides port-based authentication to prevent unauthorized 
devices (clients) from gaining access to the network.

4.7.6.1 802.1x Global Settings
The 802.1x Global Settings page allows you to set the state (enabled or disabled) for 
the selected IP server address, port, accounting port and associated password, 
including a reauthentication period.
To access this page, click Security > 802.1x > 802.1x Global Settings.

Figure 4.117 Security > 802.1x > 802.1x Global Settings
The following table describes the items in the previous figure.

Item Description
HTTPS Service Click Enabled or Disabled to set up Ethernet encapsulation over 

HTTPS.
Session Timeout Enter the variable in minutes (0 to 86400) to define the timeout period 

for the HTTP session.
Apply Click Apply to save the values and update the screen.

Item Description
State Click Enabled or Disabled to set up 802.1x Setting function.
Server IP Enter the IP address of the local server providing authentication func-

tion.
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To access this page, click Security > 802.1x > 802.1x Information.
The following figure displays the 802.1x Information settings.

Figure 4.118 Security > 802.1x > 802.1x Information

4.7.6.2 802.1x Port Configuration
The 802.1x Port Configuration page allows you to identify the authorization state for a 
port by using a MAC or Port authentication base. 
To access this page, click Security > 802.1x > 802.1x Port Configuration.

Figure 4.119 Security > 802.1x > 802.1x Port Configuration
The following table describes the items in the previous figure.

The ensuing table for 802.1x Port Authorization settings are informational only: Port 
and Port State.

4.7.7 IP Security
This section provides you a means to configure the IP Security settings.

Server Port Enter the port number (1 to 65535) assigned to the listed Server IP.
Accounting Port Enter the port number (1 to 65535) assigned to the listed server IP 

configured to provide authorization and authentication for network 
access.

Security Key Enter the variable to define the network security key used in authenti-
cation.

Reauth Period Enter the variable in seconds to define the period of time between 
authentication attempts.

Apply Click Apply to save the values and update the screen.

Item Description

Item Description
Authentication based Click Port, Mac or Mac-Auth-Bypass to designate the type of config-

uration for the 802.1x Port setting.
Port Select Enter the port number associated with the configuration setting.
State Click Authorize or Disabled to define the listed port’s state mode.
Apply Click Apply to save the values and update the screen.
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 4.7.7.1 Global Settings
The Global Settings page allows you to set the IP Security status (enabled or dis-
abled).
To access this page, click Security > IP Security > Global Settings.

Figure 4.120 Security > IP Security > Global Settings
The following table describes the items in the previous figure.

The ensuing table for IP Security Status settings are informational only: IP Security.

4.7.7.2 Entry Settings
Once the Global Setting is enabled, use the Entry Settings to define an IP Security 
entry.
To access this page, click Security > IP Security > Entry Settings.

Figure 4.121 Security > IP Security > Entry Settings
The following table describes the items in the previous figure.

The ensuing table for IP Security Entry Information settings are informational only: 
IP Address, IP Mask, Services and Action.

Item Description
Status Click Enabled or Disabled to define the global setting for the IP secu-

rity function.
Apply Click Apply to save the values and update the screen.

Item Description
IP Address Enter the source IP address to apply the IP Security function.
IP Mask Enter the IP address for use in masking the previous IP Address.
Services Enter the type of services to associate with the entry setting.
Apply Click Apply to save the values and update the screen.
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4.7.8 Security Login

4.7.8.1 Global Settings
This function provides a means to enable or disable the global security settings for 
the system.
To access this page, click Security > Security Login > Global Settings.

Figure 4.122 Security > Security Login > Global Settings > Global Settings
The following table describes the items in the previous figure.

Figure 4.123 Security > Security Login > Global Settings > RADIUS Settings
The following table describes the items in the previous figure.

Item Description
State Click Enabled or Disabled to set up security login global setting sta-

tus.
Apply Click Apply to save the values and update the screen.

Item Description
Server IP Enter the IP address of the local server providing authentication func-

tion.
Server Port Enter the port number (1 to 65535) assigned to the listed Server IP.
Security Key Enter the variable to define the network security key used in authenti-

cation.
Auth Type Click the drop down menu to select the Authentication type with option 

MD5, TTLS or PEAP. Each authentication type is mapping to specified 
authentication protocol as below:
 MD5: Using authentication protocol with None.
 TTLS: Using authentication protocol with TTLS.
 PEAP: Using authentication protocol with PEAP.

Apply Click Apply to save the values and update the screen.
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Figure 4.124 Security > Security Login > Global Settings > TACACS Settings
The following table describes the items in the previous figure.

To access this page, click Security > Security Login > Global Settings > Global 
Information.
The following figure displays the Global Information settings.

Figure 4.125 Security > Security Login > Global Settings > Global Information

4.7.8.2 Access Control Settings
This function specifies the login authentication type for the system.
To access this page, click Security > Security Login > Security Login Access 
Control Settings.

Figure 4.126 Security > Security Login > Access Control Settings > Security 
Login Type Settings

Item Description
Server IP Enter the IP address of the local server providing authentication func-

tion.
Server Port Enter the port number (1 to 65535) assigned to the listed Server IP.
Security Key Enter the variable to define the network security key used in authenti-

cation.
Apply Click Apply to save the values and update the screen.
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The following table describes the items in the previous figure.

Figure 4.127 Security > Security Login > Access Control Settings > Security 
Login Type Settings

The following table describes the items in the previous figure.

To access this page, click Security > Security Login > Access Control Settings > 
Global Information.
The following figure displays the Access Control Information settings.

Figure 4.128 Security > Security Login > Access Control Settings > Access 
Control Information

4.7.9 Access Control List
The Access Control List is the basic traffic filter for ingress and egress packets. Allow 
user to filter criteria for diverse protocols and deny access to specific source or desti-
nation IP/MAC addresses.

4.7.9.1 MAC ACL
Entry Settings

Item Description
Login Type Click to select the login type. Options include: None Used, RADIUS 

Only, TACACS Only, RADIUS & TACACS or RADIUS & TACACS & 
WEB.

Apply Click Apply to save the values and update the screen.

Item Description
HTTP Click Enabled or Disabled to set up HTTP.
TELNET Click Enabled or Disabled to set up HTTPS.
SSH Click Enabled or Disabled to set up SSH.
Apply Click Apply to save the values and update the screen.
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To access this page, click Security > Access Control List > MAC ACL > Entry Set-
tings.

Figure 4.129 Security > Access Control List > MAC ACL > Entry Settings
The following table describes the items in the previous figure.

Item Description
Entry ID Type in the value designating the entry ID.
Destination MAC 
Address

Enter the MAC address to set destination MAC address.

Destination MAC 
Mask

Enter a value to specify the subnet mask for the destination MAC 
address.

Source MAC 
Address

Enter the MAC address to set source MAC address.

Source MAC Mask Enter a value to specify the subnet mask for the source MAC address.
Ether Type Enter a value to specify the DNS server for the interface.
VLAN ID Type in the value designating the VLAN ID.
Portlist Select the port to configure for the MAC ACL function.
Action Click the drop down menu to select the MAC ACL action. Options 

include: Permit, Drop, Assign Queue, Redirect Port or Redirect Port-
list.

Assign Queue Click the drop down menu to select the queue. The function is only 
available when Action is Assign Queue.

Status Click the drop down menu to select the MAC ACL status. Options 
include: Active or Inactive.

Add Click Add to add a MAC ACL entry.
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Entry List
To access this page, click Security > Access Control List > MAC ACL > Entry List.
The following figure displays the Entry List settings.

Figure 4.130 Security > Access Control List > MAC ACL > Entry List

4.7.9.2 IP ACL
Entry Settings
To access this page, click Security > Access Control List > IP ACL > Entry Set-
tings.

Figure 4.131 Security > Access Control List > IP ACL > Entry Settings
The following table describes the items in the previous figure.

Item Description
Entry ID Type in the value designating the entry ID.
Destination IP 
Address

Enter the IP address to set destination IP address.

Destination IP Mask Enter a value to specify the subnet mask for the destination IP 
address.

Source IP Address Enter the IP address to set source IP address.
Source IP Mask Enter a value to specify the subnet mask for the source IP address.
IP Protocol Click the drop down menu to select the IP protocol. Options include: 

none, ICMP, TCP or UDP.
L4 Destination Port Enter a value to specify the L4 destination port.
L4 Source Port Enter a value to specify the L4 source port.
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Entry List
To access the Entry List, click Security > Access Control List > IP ACL > Entry 
List.
The ensuing figure for IP ACL Information settings are informational only: Entry ID, 
Summary, Portlist, Action, Status and Modify (Click Edit to edit the desire entry id or 
Delete to remove the desired entry id). 

Figure 4.132 Security > Access Control List > IP ACL > Entry List

4.7.10 IP Source Guard

4.7.10.1 Global Settings
To access this page, click Security > IP Source Guard > Global Settings.

Figure 4.133 Security > IP Source Guard > Global Settings
The following table describes the items in the previous figure.

Portlist Select the port to configure for the IP ACL function.
Action Click the drop down menu to select the IP ACL action. Options 

include: Permit, Drop or Assign Queue.
Assign Queue Click the drop down menu to select the queue. The function is only 

available when Action is Assign Queue.
Status Click the drop down menu to select the IP ACL status. Options 

include: Active or Inactive.
Add Click Add to add an IP ACL entry.

Item Description

Item Description
Portlist Select the port to verify.
Modify Click Modify to save the values and update the screen.
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The following figure displays the Global Information settings.

Figure 4.134 Security > IP Source Guard > Global Information

4.7.10.2 Entry Settings
To access this page, click Security > IP Source Guard > Entry Settings.

Figure 4.135 Security > IP Source Guard > Entry Settings
The following table describes the items in the previous figure.

To access this page, click Security > IP Source Guard > Entry Information.
The following figure displays the Entry Information settings.

Figure 4.136 Security > IP Source Guard > Entry Information

Item Description
Source MAC 
Address

Enter the MAC address to set source MAC address.

Source IP Address Enter the IP address to set source IP address.
Port Select the port to configure for the IP source guard.
Add Click Add to add an IP source guard.
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 4.7.11 DHCP Snooping

4.7.11.1 Global Settings
To access this page, click Security > DHCP Snooping > Global Settings.

Figure 4.137 Security > DHCP Snooping > Global Settings > DHCP Snooping 
State Settings

The following table describes the items in the previous figure.

Figure 4.138 Security > DHCP Snooping > Global Settings > DHCP Snooping 
Port Settings

The following table describes the items in the previous figure.

Figure 4.139 Security > DHCP Snooping > Global Settings > DHCP Snooping 
Binding Port Settings

The following table describes the items in the previous figure.

Item Description
DHCP Snooping 
State

Click Enabled or Disabled to set DHCP snooping state.

Apply Click Apply to save the values and update the screen.

Item Description
DHCP Snooping Port 
Select

Select the port to configure for the DHCP Snooping port.

Enabled Click Enabled or Disabled to enable DHCP Snooping port.
Apply Click Apply to save the values and update the screen.

Item Description
DHCP Snooping 
Binding Port Select

Select the port to configure for the DHCP snooping binding port.

Enabled Click Enabled or Disabled to enable DHCP Snooping binding.
Apply Click Apply to save the values and update the screen.
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To access this page, click Security > DHCP Snooping > Global Settings > DHCP 
Snooping Information.
The following figure displays the DHCP Snooping Information settings.

Figure 4.140 Security > DHCP Snooping > Global Settings > DHCP Snooping 
Information

4.7.11.2 Entry Settings
To access this page, click Security > DHCP Snooping > Entry Settings.
The following figure displays the IP Security Entry Information settings.

Figure 4.141 Security > DHCP Snooping > Entry Settings > Entry Information

4.7.11.3 L2-Relay State Settings
To access this page, click Security > DHCP Snooping > L2-Relay Settings.
The following figure displays the L2-Relay State settings.

Figure 4.142 Security > DHCP Snooping > L2-Relay Settings
The following table describes the items in the previous figure.

To access this page, click Security > DHCP Snooping > L2-Relay Port Settings.
The following figure displays the L2-Relay Port settings.

Figure 4.143 Security > DHCP Snooping > L2-Relay Port Settings
The following table describes the items in the previous figure.

To access this page, click Security > DHCP Snooping > L2-Relay VLAN Settings.

Item Description
L2-Relay State Click Enable or Disable to set the function state.
Apply Click Apply to save the values and update the screen.

Item Description
L2-Relay Port Select Enter the port number to add the corresponding port to the relay.
Enabled Click Enable or Disable to set the function state.
Apply Click Apply to save the values and update the screen.
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The following figure displays the L2-Relay VLAN settings.

Figure 4.144 Security > DHCP Snooping > L2-Relay VLAN Settings
The following table describes the items in the previous figure.

To access this page, click Security > DHCP Snooping > Circuit ID Settings. 
The following figure displays the Circuit ID Settings & Remote ID settings.

Figure 4.145 Security > DHCP Snooping > Circuit ID Settings
The following table describes the items in the previous figure.

To access this page, click Security > DHCP Snooping > L2 Relay Information. The 
following figure displays the L2 Relay Information settings.

Figure 4.146 Security > DHCP Snooping > L2 Relay Information
The following table describes the items in the previous figure.

Item Description
L2-Relay VLAN List Enter the port number to add the corresponding port to the relay.
Enabled Click Enable or Disable to set the function state.
Apply Click Apply to save the values and update the screen.

Item Description
Circuit ID Type Enter the port number to add the corresponding port to the relay.
Circuit-ID User-
Define String

Click Enable or Disable to set the function state.

Remote ID Type
Remote-ID User-
Define String
Apply Click Apply to save the values and update the screen.
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4.7.12 ARP Spoofing
To access this page, click Security > ARP Spoofing.

Figure 4.147 Security > ARP Spoofing
The following table describes the items in the previous figure.

To access this page, click Security > Entry Information. 
The following figure displays the Entry Information settings.

Figure 4.148 Security > Entry Information
The following table describes the items in the previous figure.

Item Description
Source MAC 
Address

Enter the MAC address to set source MAC address.

Source IP Address Enter the IP address to set source IP address.
Add Click Add to add an ARP spoofing.
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 4.8 QoS
The QoS function allows you to configure settings for the switch QoS interface and 
how the switch connects to a remote server to get services.

4.8.1 General
Traditionally, networks operate on a best-effort delivery basis, all traffic has equal pri-
ority and an equal chance of being delivered in a timely manner. When there is con-
gestion, all traffic has an equal chance of being dropped.
The QoS feature can be configured for congestion-management and congestion-
avoidance to specifically manage the priority of the traffic delivery. Implementing QoS 
in the network makes performance predictable and bandwidth utilization much more 
effective.
The QoS implementation is based on the prioritization values in Layer 2 frames.

4.8.1.1 QoS Properties
The QoS Properties allows you to set the QoS mode.
To access this page, click QoS > General > QoS Properties.

Figure 4.149 QoS > General > QoS Properties
The following table describes the items in the previous figure.

The ensuing table for QoS Global Information settings are informational only: QoS 
Mode.

4.8.1.2 QoS Settings
Once the QoS function is enabled, you can configure the available settings.
To access this page, click QoS > General > QoS Settings.

Figure 4.150 QoS > General > QoS Settings

Item Description
QoS Mode Select Disabled or Basic to setup the QoS function.
Apply Click Apply to save the values and update the screen.
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The following table describes the items in the previous figure.

To access this page, click QoS > General > QoS Status. 
The following figure displays the QoS Status settings.

Figure 4.151 QoS > General > QoS Status

4.8.1.3 Queue Scheduling
The switch support eight CoS queues for each egress port. For each of the eight 
queues, two types of scheduling can be configured: Strict Priority and Weighted 
Round Robin (WRR).
Strict Priority scheduling is based on the priority of queues. Packets in a high-priority 
queue are always sent first and packets in a low-priority queue are only sent after all 
the high priority queues are empty.
Weighted RoundRobin (WRR) scheduling is based on the user priority specification 
to indicate the importance (weight) of the queue relative to the other CoS queues. 
WRR scheduling prevents low-priority queues from being completely ignored during 
periods of high priority traffic. The WRR scheduler sends some packets from each 
queue in turn.

Item Description
Port Enter the port number to associate with the QoS setting.
CoS Value Click the drop-down menu to designate the Class of Service (CoS) 

value (0 to 7) for the Port entry.
Remark CoS Click Disabled or Enabled to setup the Remark CoS function. When 

enabled the LAN (preassigned priority values) is marked at Layer 2 
boundary to CoS values.

Remark DSCP Click Disabled or Enabled to setup the DSCP remark option for the 
QoS function.

Remark IP Prece-
dence

Click Disabled or Enabled to setup the Remark IP Precedence for 
the QoS function.

Apply Click Apply to save the values and update the screen.
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To access this page, click QoS > General > QoS Scheduling.

Figure 4.152 QoS > General > QoS Scheduling
The following table describes the items in the previous figure.

To access this page, click QoS > General > QoS Information. 
The following figure displays the Queue Information settings.

Figure 4.153 QoS > General > QoS Information

4.8.1.4 CoS Mapping
The CoS Mapping allows you to apply CoS mapping. 

Item Description
Queue Queue entry for egress port.
Strict Select Strict to assign the scheduling designation to the selected 

queue.
WRR Select WRR to assign the scheduling designation to the selected 

queue.
Weight Enter a queue priority (weight) relative to the defined entries (WRR 

only).
% of WRR Bandwidth Displays the allotted bandwidth for the queue entry in percentage val-

ues.
Apply Click Apply to save the values and update the screen.
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To access this page, click QoS > General > CoS Mapping.

Figure 4.154 QoS > General > CoS Mapping
The following table describes the items in the previous figure.

To access this page, click QoS > General > CoS Mapping. 
The following figure displays the CoS Mapping Information settings.

Figure 4.155 QoS > General > CoS Mapping
To access this page, click QoS > General > CoS Mapping. 

Item Description
CoS to Queue Mapping
Class of Service Displays the CoS for the queue entry.
Queue Click the drop-down menu to select the queue priority for selected 

CoS.
Queue to CoS Mapping
Queue Displays the queue entry for CoS mapping.
Class of Service Click the drop-down menu to select the CoS type
Apply Click Apply to save the values and update the screen.
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The following figure displays the Queue Mapping Information settings.

Figure 4.156 QoS > General > CoS Mapping

4.8.1.5 DSCP Mapping
The DSCP to Queue mapping function maps queue values in incoming packets to a 
DSCP value that QoS uses internally to represent the priority of the traffic. The fol-
lowing table shows the DSCP to Queue map.
 If these values are not appropriate for your network, you need to modify them.
To access this page, click QoS > General > DSCP Mapping.

Figure 4.157 QoS > General > DSCP Mapping
The following table describes the items in the previous figure.

The ensuing table for DSCP Mapping Information settings are informational only: 
DSCP and Mapping to Queue.
The ensuing table for Queue Mapping Information settings are informational only: 
Queue and Mapping to DSCP.

Item Description
DSCP to Queue Mapping
DSCP Enter the DSCP entry to define the precedence values.
Queue Click the drop-down menu to select the queue designation for the 

DSCP value.
Queue to DSCP Mapping
Queue Displays the queue value for the DSCP map.
DSCP Enter the DSCP entry to define the precedence values.
Apply Click Apply to save the values and update the screen.
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4.8.1.6 IP Precedence Mapping
The IP Precedence Mapping allows you to set IP Precedence mapping.
To access this page, click QoS > General > IP Precedence Mapping.

Figure 4.158 QoS > General > IP Precedence Mapping
The following table describes the items in the previous figure.

The ensuing table for IP Precedence Mapping Information settings are informa-
tional only: IP Precedence and Mapping to Queue.
The ensuing table for Queue Mapping Information settings are informational only: 
Queue and Mapping to IP Precedence.

4.8.2 QoS Basic Mode
Quality of Service (QoS) allows to give preferential treatment to certain types of traffic 
at the expense of others. Without QoS, the switch offers best-effort service to each 
packet, regardless of the packet contents or size sending the packets without any 
assurance of reliability, delay bounds, or throughput.
QoS mode supports two modes: 802.1p and DSCP.

Item Description
IP Precedence to Queue Mapping
IP Precedence Displays the IP precedence value for the queue map.
Queue Click the drop-down menu to map a queue value to the selected IP 

precedence.
Queue to IP Precedence Mapping
Queue Displays the queue entry for mapping IP precedence values.
IP Precedence Click the drop-down menu to map an IP precedence value to the 

selected queue.
Apply Click Apply to save the values and update the screen.
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 4.8.2.1 Global Settings
The Global Settings page allows you to configure the trust mode to a port selection.
To access this page, click QoS > QoS Basic Mode > Global Settings.
The function is only available when QoS Properties is set to Basic.

Figure 4.159 QoS > QoS Basic Mode > Global Settings
The following table describes the items in the previous figure.

To access this page, click QoS > General > Global Settings. 
The following figure displays the QoS Information settings.

Figure 4.160 QoS > General > Global Settings

4.8.2.2 Port Settings
The Port Settings page allows you to define a trust state (enabled or disabled) to a 
listed port.
To access this page, click QoS > QoS Basic Mode > Port Settings.

Figure 4.161 QoS > QoS Basic Mode > Port Settings
The following table describes the items in the previous figure.

The ensuing table for QoS Port Status settings are informational only: Port and Trust 
State.

Item Description
Trust Mode Click the drop-down menu to select the trust state of the QoS basic 

mode. Settings: None, CoS/802.1p, DSCP, CoS/802.1p-DSCP and IP 
Precedence.

Apply Click Apply to save the values and update the screen.

Item Description
Port Enter the port number for the QoS basic mode setting.
Trust State Select Enabled or Disabled to set the port’s trust state status.
Apply Click Apply to save the values and update the screen.
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4.8.3 Rate Limit
Rate Limits features control on a per port basis. Bandwidth control is supported for 
the following: Ingress Bandwidth Control, Egress Bandwidth Control and Egress 
Queue.

4.8.3.1 Ingress Bandwidth Control
The Ingress Bandwidth Control page allows you to configure the bandwidth control 
for a listed port.
To access this page, click QoS > Rate Limit > Ingress Bandwidth Control.

Figure 4.162 QoS > Rate Limit > Ingress Bandwidth Control
The following table describes the items in the previous figure.

To access this page, click QoS > Rate Limit > Ingress Bandwidth Control. 
The following figure displays the Ingress Bandwidth Control Recover Time set-
tings.

Figure 4.163 QoS > Rate Limit > Ingress Bandwidth Control
To access this page, click QoS > Rate Limit > Ingress Bandwidth Control. 
The following figure displays the Ingress Bandwidth Control Status settings.

Figure 4.164 QoS > Rate Limit > Ingress Bandwidth Control

4.8.3.2 Egress Bandwidth Control
The Egress Bandwidth Control page allows you to set the egress bandwidth control 
for a listed port.

Item Description
Port Enter the port number for the rate limit setup.
State Select Disabled or Enabled to set the port’s state status.
Rate (Kbps) Enter the value in Kbps (16 to 1000000) to set as the bandwidth rate 

for the selected port.
Action Select the Ingress port action to be Drop or Shutdown.
Apply Click Apply to save the values and update the screen.
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To access this page, click QoS > Rate Limit > Egress Bandwidth Control.

Figure 4.165 QoS > Rate Limit > Egress Bandwidth Control
The following table describes the items in the previous figure.

To access this page, click QoS > Rate Limit > Egress Bandwidth Control. 
The following figure displays the Egress Bandwidth Control Status settings.

Figure 4.166 QoS > Rate Limit > Egress Bandwidth Control

4.8.3.3 Egress Queue
The Egress Queue page allows you to set the egress bandwidth parameters.
To access this page, click QoS > Rate Limit > Egress Queue.

Figure 4.167 QoS > Rate Limit > Egress Queue

Item Description
Port Enter the port number to set the Egress Bandwidth Control.
State Select Disabled or Enabled to set the Egress Bandwidth Control 

state.
Rate (Kbps) Enter the value in Kbps (16 to 1000000) to set the Egress Bandwidth 

rate.
Apply Click Apply to save the values and update the screen.



EKI-7720 Series User Manual 109

The following table describes the items in the previous figure.

The ensuing table for FE1 Egress Per Queue Status settings are informational only: 
Queue Id and Egress Rate Limit (Kbps).

4.8.4 Bandwidth Guarantee

4.8.4.1 Global Settings
To access this page, click QoS > Bandwidth Guarantee > Global Settings.

Figure 4.168 QoS > Bandwidth Guarantee > Global Settings
The following table describes the items in the previous figure.

To access this page, click QoS > Bandwidth Guarantee > Global Settings. 

Item Description
Port Click the drop-down menu to select the port to define the Egress 

queue.
Queue Click the drop-down menu to set the queue order for the Egress set-

ting.
State Click Disabled or Enabled to set the Egress queue state.
CIR (Kbps) Enter the value in Kbps (16 to 1000000) to set the CIR rate for the 

Egress queue.
Apply Click Apply to save the values and update the screen.

Item Description
Status Click Disabled or Enabled to set the guarantee bandwidth.
Guarantee Band-
width

Enter the value for the guarantee bandwidth.

Type Click UDP Source Port or RTP H.264 to set the guarantee bandwidth 
type.

UDP Source Port Enter the port number for the UDP source.
Force Mode Click the check box to enable the force mode.
Apply Click Apply to save the values and update the screen.
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The following figure displays the Ingress Bandwidth Control Status settings.

Figure 4.169 QoS > Bandwidth Guarantee > Global Settings

4.8.4.2 Utilzation
To access this page, click QoS > Bandwidth Guarantee > Utilzation.

Figure 4.170 QoS > Bandwidth Guarantee > Utilzation
The following table describes the items in the previous figure.

Item Description
Refresh period Click the drop-down menu to select refresh time.
Apply Click Apply to save the values and update the screen.
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4.9 Management
4.9.1 LLDP

LLDP is a one-way protocol without request/response sequences. Information is 
advertised by stations implementing the transmit function, and is received and pro-
cessed by stations implementing the receive function.

4.9.1.1 LLDP System Settings
The LLDP System Settings allows you to configure the status (enabled or disabled) 
for the protocol, set the interval for frame transmission, set the hold time multiplier 
and the re-initialization delay.
To access this page, click Management > LLDP > LLDP System Settings.

Figure 4.171 Management > LLDP > LLDP System Settings
The following table describes the items in the previous figure.

To access this page, click Management > LLDP > LLDP System Settings. 
The following figure displays the LLDP Global Config settings.

Figure 4.172 Management > LLDP > LLDP System Settings

Item Description
Enabled Click Enabled or Disabled to set the Global Settings state.
LLDP PDU Disable 
Action

Click to select the LLDP PDU handling action when LLDP is globally 
disabled. Options include: Filtered, Bridged, or Flooded.

Transmission Interval Select the interval at which frames are transmitted. The default is 30 
seconds, and the valid range is 5 to 32768 seconds.

Holdtime Multiplier Select the multiplier on the transmit interval to assign to TTL.
Reinitialization Delay Select the delay length before re-initialization.
Transmit Delay Select the delay after an LLDP frame is sent.
Apply Click Apply to save the values and update the screen.
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 4.9.1.2 LLDP Port Settings
The LLDP Port Settings page allows you to configure the state (enabled or disabled) 
of the selected port. 
To access this page, click Management > LLDP > LLDP Port Settings.

Figure 4.173 Management > LLDP > LLDP Port Settings > LLDP Port 
Configuration

The following table describes the items in the previous figure.

The following figure displays the Optional TLVs Selection settings.

Figure 4.174 Management > LLDP > LLDP Port Settings > Optional TLVs 
Selection

The following table describes the items in the previous figure.

Item Description
Port Select Enter the port number associated with the LLDP setting.
State Click the drop-down menu to select the LLDP port state.
Apply Click Apply to save the values and update the screen.

Item Description
Port Select Enter the port number associated with the TLV (optional) selection.
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The following figure displays the LLDP Port Status settings.

Figure 4.175 Management > LLDP > LLDP Port Settings > VLAN Name TLV 
VLAN Selection

The following table describes the items in the previous figure.

The ensuing table for LLDP Port VLAN TLV Status settings are informational only: 
Port and Selected VLAN.

4.9.1.3 LLDP Local Device Info
The LLDP Local Device Info page allows you to view information regarding network 
devices, providing that the switch has already obtained LLDP information on the 
devices.
To access this page, click Management > LLDP > LLDP Local Device Info. 

Optional TLV Select Click the drop-down menu to select the LLDP optional TLVs to be car-
ried (multiple selections are allowed).
 System Name: To include system name TLV in LLDP frames.
 Port Description: To include port description TLV in LLDP 

frames.
 System Description: To include system description TLV in LLDP 

frames.
 System Capability: To include system capability TLV in LLDP 

frames.
 802.3 MAC-PHY: To indicate the current duplex and bit rate set-

tings of the device. 
 802.3 Link Aggregation: To indicate the link can be aggregated.
 802.3 Maximum Frame Size: To indicate the maximum frame 

size capability of the MAC-PHY implementation.
 Management Address: To select the advertising IP management 

address.
 802.1 PVID: To select to advertise the PVID in the TLV.

Apply Click Apply to save the values and update the screen.

Item Description
Port Select Enter the port number to associated with the TLV selection.
VLAN Select Select the VLAN Name ID to be carried out (multiple selection is 

allowed).
Apply Click Apply to save the values and update the screen.

Item Description
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The following figure displays the Local Device Summary settings.

Figure 4.176 Management > LLDP > LLDP Local Device Info
To access this page, click Management > LLDP > LLDP Local Device Info. 
The following figure displays the Port Status settings.

Figure 4.177 Management > LLDP > LLDP Local Device Info

4.9.1.4 LLDP Remote Device Info
The LLDP Remote Device Info page allows you to view information about remote 
devices, LLDP information must be available on the switch.
To access this page, click Management > LLDP > LLDP Remote Device Info.

Figure 4.178 Management > LLDP > LLDP Remote Device Info
The following table describes the items in the previous figure.

4.9.1.5 LLDP Overloading
To access this page, click Management > LLDP > LLDP Overloading. 

Item Description
Detail Click to display the device details.
Delete Click to delete the selected devices.
Refresh Click to refresh the remote device information list.
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The following figure displays the LLDP Overloading settings.

Figure 4.179 Management > LLDP > LLDP Overloading

4.9.2 SNMP
Simple Network Management Protocol (SNMP) is a protocol to facilitate the monitor-
ing and exchange of management information between network devices. Through 
SNMP, the health of the network or status of a particular device can be determined. 

4.9.2.1 SNMP Settings
The SNMP Settings page allows you to set the SNMP daemon state (enabled or dis-
abled).
To access this page, click Management > SNMP > SNMP Settings.

Figure 4.180 Management > SNMP > SNMP Settings
The following table describes the items in the previous figure.

The ensuing table for SNMP Information settings are informational only: SNMP.

4.9.2.2 SNMP Community
The SNMP Community page provides configuration options for the community. 
SNMP v1 and SNMP v2c use the group name (Community Name) certification. It’s 
role is similar to the password function. If SNMP v1 and SNMP v2c are used, you can 
go directly from the configuration settings to this page to configure the SNMP com-
munity.

Item Description
State Click Enabled or Disabled to define the SNMP daemon.
Apply Click Apply to save the values and update the screen.
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To access this page, click Management > SNMP > SNMP Community.

Figure 4.181 Management > SNMP > SNMP Community
The following table describes the items in the previous figure.

To access this page, click Management > SNMP > SNMP Community. 
The following figure displays the Community Status settings.

Figure 4.182 Management > SNMP > SNMP Community

4.9.2.3 SNMPv3 EngineID
To access this page, click Management > SNMP > SNMPv3 EngineID.

Figure 4.183 Management > SNMP > SNMPv3 EngineID
The following table describes the items in the previous figure.

4.9.2.4 SNMPv3 Settings
The SNMPv3 Settings page allows you to create SNMP groups. The users have the 
same level of security and access control permissions as defined by the group set-
tings.

Item Description
Community Name Enter a community name (up to 20 characters).
Access Right Click the radio box to specify the access level (read only or read write)
Apply Click Apply to save the values and update the screen.

Item Description
SNMP EngineID Enter the hexadecimal string to define the engine ID for SNMPv3 

agent.
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To access this page, click Management > SNMP > SNMPv3 Settings.

Figure 4.184 Management > SNMP > SNMPv3 Settings
The following table describes the items in the previous figure.

The ensuing table for User Status settings are informational only: User Name, 
Access Right, Auth-Protocol, Priv-Protocol and Delete (click to delete the desired 
user name).

4.9.2.5 SNMP Trap
The SNMP Trap page allows you to set the IP address of the node and the SNMP 
credentials corresponding to the version that is included in the trap message.

Item Description
User Name Enter a user name (up to 32 characters) to create an SNMP profile.
Access Right Click read-only or read-write to define the access right for the profile.
Encrypted Click the option to set the encrypted option for the user setting.
Auth-Protocol Click the drop-down menu to select the authentication level: MD5 or 

SHA. The field requires a user password.
 MD5: specify HMAC-MD5-96 authentication level
 SHA: specify HMAC-SHA authentication protocol

Password Enter the characters to define the password associated with the 
authentication protocol.

Priv-Protocol Click the drop-down menu to select an authorization protocol: none or 
DES.The field requires a user password.
 None: no authorization protocol in use
 DES: specify 56-bit encryption in use

Password Enter the characters to define the password associated with the 
authorization protocol.

Add Click Add to save the values and update the screen.
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To access this page, click Management > SNMP > SNMP Trap.

Figure 4.185 Management > SNMP > SNMP Trap
The following table describes the items in the previous figure.

The ensuing table for Trap Host Status settings are informational only: No., IP 
Address, Community Name, Version and Delete (click to delete the desired IP 
address).

4.9.3 Power Over Ethernet
Power Over Ethernet is the function supplying power to Powered Devices (PD) 
through the switch in the event that AC power is not readily available.
Power over Ethernet can be used for the following areas:
 Surveillance devices
 I/O sensors for security requirements
 Wireless access points

4.9.3.1 PoE System Settings
The PoE System Settings page allows you to configure the overload disconnect and 
the maximum available wattage.
To access this page, click Management > Power Over Ethernet > PoE System 
Settings.

Figure 4.186 Management > Power Over Ethernet > PoE System Settings

Item Description
IP Address Enter the IP address to designate the SNMP trap host.
Community Name/
User Name

Click the drop-down menu to select a defined community name.

Version Click the drop-down menu to designate the SNMP version credentials 
(v1, v2c - trap, v2c - inform, v2c - trap or v2c - inform).

Add Click Add to save the values and update the screen.

Series Supported Models
EKI EKI-7720G-4FPI
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The following table describes the items in the previous figure.

The ensuing figure displays the PoE System Information screen. The following 
information displays: Actual Power Consumption, Current Power Available, Maxi-
mum Power Available, Legacy Mode, Overload Disconnect Type and PoE Port 
Power Limit Method (PLFC).

Figure 4.187 Management > Power Over Ethernet > PoE System Settings

4.9.3.2 PoE Port Settings
The PoE Port Settings page allows you to configure the port status, its power limita-
tions, legacy mode status, and power limit settings.
To access this page, click Management > Power Over Ethernet > PoE Port Set-
tings.

Figure 4.188 Management > Power Over Ethernet > PoE Port Settings
The following table describes the items in the previous figure.

Item Description
Maximum Power 
Available

Select the value in Watts to set the maximum available power.

Legacy Mode Click the drop-down menu to disable or enable the PoE legacy mode.
Power-Limit-Method  Click the drop-down menu to select the limit method for the PoE  

power setting. The following options are available: 
 user-defined-power-limit
 power-limit-from-class
 lcut-max

Apply Click Apply to save the values and update the screen.
Reset PoE Port Click Reset PoE Port to reset the PoE settings to default value. 

Item Description
Port Click the drop-down menu to select a PoE port.
Power Switch Select Enabled or Disabled to designate the PoE port function by 

ports.
Priority Click the drop-down menu to configure the power supply priority:  

Critical, Low, Medium or High. Default is Low.
Power Limit Enter a number to set the port power current limitation to be given to

the Powered Device (PD)
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The ensuing figure displays the PoE Config Information screen. The following infor-
mation displays: Port, Switch State, Priority, Power Limit(W) and IEEE Operation 
Type. 

Figure 4.189 Management > Power Over Ethernet > PoE Port Config 
Information

4.9.4 TCP Modbus Settings
The TCP Modbus function allows for client-server communication between a switch 
module (server) and a device in the networking running MODBUS client software (cli-
ent).

4.9.4.1 TCP Modbus Settings
The TCP Modbus Settings page allows you to configure the modbus function.
To access this page, click Management > TCP Modbus Settings > TCP Modbus 
Settings.

Figure 4.190 Management > TCP Modbus Settings > TCP Modbus Settings
The following table describes the items in the previous figure.

To access this page, click Management > TCP Modbus Settings > TCP Modbus 
Settings. 

IEEE Operation Click the drop-down menu to select an IEEE operation feature. The 
following options are available: 
 IEEE802.3AF/AT
 IEEE802.3AF

Apply Click Apply to save the values and update the screen.

Item Description

Item Description
State Click Disabled or Enabled to set the TCP Modbus state.
Time out Enter the value (1 to 86400) to define the timeout period between 

transport time.
Apply Click Apply to save the values and update the screen.
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The following figure displays the TCP Modbus Status settings.

Figure 4.191 Management > TCP Modbus Settings > TCP Modbus Settings

4.9.5 DHCP Server
The Dynamic Host Configuration Protocol (DHCP) is a network protocol enabling a 
server to automatically assign an IP address to a computer from a defined range of 
numbers configured for a given network.

4.9.5.1 Status Settings
The Status Settings page allows you to configure the DHCP server mode (enabled or 
disabled).
To access this page, click Management > DHCP Server > Status Settings.

Figure 4.192 Management > DHCP Server > Status Settings
The following table describes the items in the previous figure.

The ensuing table for Status Information settings are informational only: DHCP 
Server Service.

4.9.5.2 Global Settings
The Global Settings page allows you to configure the global settings for the DHCP 
function.

Item Description
DHCP Server Select Enable or Disable to designate the DHCP server function 

type.
When a new DHCP server mode is selected, the switch requires a 
system restart for the new mode to take effect. 

Apply Click Apply to save the values and update the screen.
Restart Click Restart to have the switch perform a system restart function. In 

the event that the IP settings are changed, the DHCP server must be 
restarted for the IP settings to take effect.
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To access this page, click Management > DHCP Server > Global Settings.

Figure 4.193 Management > DHCP Server > Global Settings
The following table describes the items in the previous figure.

To access this page, click Management > DHCP Server > Global Settings. 
The following figure displays the Global Information settings.

Figure 4.194 Management > DHCP Server > Global Settings

4.9.5.3 Port Settings
The Port Settings page allows you to configure selected ports for the DHCP function.

Item Description
Lease Time Type in the value designating the lease time (60 - 864000) in seconds 

for each setting lease.
Low IP Address Type in the value designating the lowest range in the IP address pool.
High IP Address Type in the value designating the highest range in the IP address 

pool.
Subnet Mask Type in the value designating the subnet mask for the IP address 

pool.
Gateway Type in the value designating the gateway for the IP address pool.
DNS Type in the value designating the DNS for the IP address pool.
Apply Click Apply to save the values and update the screen.
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To access this page, click Management > DHCP Server > Port Settings.

Figure 4.195 Management > DHCP Server > Port Settings
The following table describes the items in the previous figure.

4.9.5.4 Option 82 Settings
The Option 82 Settings, also known as the DHCP relay agent information option, pro-
vide information about the network location of a DHCP client. In turn, the DHCP 
server uses the information to implement IP addresses or other parameters for the 
client.
To access this page, click Management > DHCP Server > Option 82 Settings.

Figure 4.196 Management > DHCP Server > Option 82 Settings

Item Description
Port Select Click the drop-down menu to select a pre-defined port to configure. 

The suboptions are designated for the selected port.
Low IP Address Type in the value designating the lowest range in the IP address pool.
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The following table describes the items in the previous figure.

To access this page, click Management > DHCP Server > Option 82 Settings.
The following figure displays the Entry Information settings.

Figure 4.197 Management > DHCP Server > Option 82 Settings

Item Description
Entry Click the drop-down menu to select an entry for the Option 82 setting.
Circuit ID Format Click the drop-down menu to select the format of the circuit ID: string 

or hex.
Circuit ID Content Enter the circuit ID string on the switch on which the request was 

received.
Remote ID Format Click the drop-down menu to select the format of the remote ID: string 

or hex.
Remote ID Content Enter the remote ID string of the host.
Low IP Address Type in the value designating the lowest range in the IP address pool.
High IP Address Type in the value designating the highest range in the IP address 

pool.
Subnet Mask Type in the value designating the subnet mask for the IP address 

pool.
Gateway Type in the value designating the gateway for the IP address pool.
DNS Type in the value designating the DNS for the IP address pool.
Apply Click Apply to save the values and update the screen.
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4.9.5.5 Client MAC Settings
To access this page, click Management > DHCP Server > Client MAC Settings.

Figure 4.198 Management > DHCP Server > Client MAC Settings
The following table describes the items in the previous figure.

The ensuing table for Client MAC Information settings are informational only: Entry 
ID, Client MAC Address, IP Address, Subnet Mask and Modify (Click Detail to dis-
play the detail information of desired entry id or Delete to delete the desired entry id).

4.9.5.6 Lease Entry
To access this page, click Management > DHCP Server > Lease Entry.
The following figure displays the Lease entry Table  settings.

Figure 4.199 Management > DHCP Server > Lease Entry

4.9.6 SMTP Client
Simple Mail Transfer Protocol (SMTP) is a protocol to send e-mail messages 
between servers. SMTP is used to send messages from a mail client to a mail server. 
SMTP by default uses TCP port 25.

4.9.6.1 Global Settings
The Global Settings page allows you to set the active profile for the SMTP client. 

Item Description
Entry ID Type in the value designating the entry ID.
Client MAC Address Enter the MAC address for DHCP server.
IP Address Enter a value to specify the IP address of the interface.
Subnet Mask Enter a value to specify the IP subnet mask for the interface.
Gateway Enter a value to specify the gateway for the interface.
DNS Enter a value to specify the DNS server for the interface.
Apply Click Apply to save the values and update the screen.
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To access this page, click Management > SMTP Client > Global Settings.

Figure 4.200 Management > SMTP Client > Global Settings
The following table describes the items in the previous figure.

The ensuing table for SMTP Information settings are informational only: Active Pro-
file Id.

4.9.6.2 Profile Settings
The Profile Settings page allows you to select the server IP, the server port, and 
sender mail for the listed profile.
To access this page, click Management > SMTP Client > Profile Settings.

Figure 4.201 Management > SMTP Client > Profile Settings > Profile Settings
The following table describes the items in the previous figure.

Item Description
Active Profile Click the drop-down menu to select the profile status (None, 1 or 2).
Apply Click Apply to save the values and update the screen.

Item Description
Profile ID Click the drop-down menu to select the identification type for the pro-

file (1 or 2).
Server IP Enter the IP address to designate the server host.
Server Port Enter the port number to designate the port associated with the server 

IP address.
Sender Mail Enter the email address of the sender client.
Apply Click Apply to save the values and update the screen.
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Figure 4.202 Management > SMTP Client > Profile Settings > Profile Target Mail 
Settings

The following table describes the items in the previous figure.

To access this page, click Management > SMTP Client > Profile Settings > Profile 
Target Mail Settings.
The following figure displays the Profile Information settings.

Figure 4.203 Management > DHCP Server > Lease Entry

4.9.6.3 Sending Message
The Sending Message page allows you to setup the log message for use with the 
SMTP client.
To access this page, click Management > SMTP Client > Sending Message.

Figure 4.204 Management > SMTP Client > Sending Message

Item Description
Profile ID Click the drop-down menu to select the identification type for the pro-

file (1 or 2).
Target Mail Enter the email address of the target client.
Apply Click Apply to save the values and update the screen.
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The following table describes the items in the previous figure.

4.9.7 RMON
Remote monitoring (RMON) uses a client-server model to monitor/manage remote 
devices on a network.

4.9.7.1 RMON Statistics
The RMON Statistics page allows you to view information regarding packet sizes and 
information for physical layer errors. The information displayed is according to the 
RMON standard.
To access this page, click Management > RMON > RMON Statistics.

Figure 4.205 Management > RMON > Rmon Statistics
The following table describes the items in the previous figure.

The ensuing table for Statistics Information settings are informational only: Index, 
Port, Drop Events, Octets, Packets, Broadcast, Multicast, Owner and Delete (click to 
delete the desired index).

4.9.7.2 RMON History
The RMON History page allows you to configure the display of history entries.

Item Description
Title Assign the title of the email. The maximum length is 20 characters 

(alphanumeric, symbols (. (dot), _ (underline), - (dash line) and 
space).

Content Assign the content of the email. The maximum length is 64 characters 
(alphanumeric, symbols (. (dot), _ (underline), - (dash line) and 
space).

Apply Click Apply to save the values and update the screen.

Item Description
Index Enter an entry selection (1 to 65535) to display its statistical informa-

tion.
Port Enter the respective port number for the selected entry.
Owner Enter the name of the owner of the RMON group.
Apply Click Apply to save the values and update the screen.
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To access this page, click Management > RMON > RMON History.

Figure 4.206 Management > RMON > RMON History
The following table describes the items in the previous figure.

The ensuing table for History Information settings are informational only: Index, 
Port, Buckets Requested, Interval, Owner and Delete (click to delete the desired 
index).

4.9.7.3 RMON Alarm
The RMON Alarm page allows you to configure RMON statistics group and alarm 
groups.

Item Description
Index Enter the index entry (1 to 65535) to select the number of new history 

table entries.
Port Select the specific port switch.
Buckets Requested Enter the specific (1-50) number of samples to store. 
Interval Enter value in seconds (1 to 3600) to designate a specific interval time 

for the collection of samples.
Owner Enter the name of the owner of the RMON history group.
Apply Click Apply to save the values and update the screen.
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To access this page, click Management > RMON > RMON Alarm.

Figure 4.207 Management > RMON > Rmon Alarm
The following table describes the items in the previous figure.

The ensuing table for Alarm Information settings are informational only: Index, 
Interval, Variable, Sample Type, Rising Threshold, Falling Threshold, Rising Event 
Index, Falling Event Index, Owner and Delete (click to delete the desired index).

4.9.7.4 RMON Event
The RMON Event page is used to configure RMON event groups.

Item Description
Index Enter the index entry (1 to 65535) to define a specific Alarm Collection 

history entry.
Interval Enter a value (1 to 2147483647) to define the interval value for the 

Alarm Collection history.
Variable Enter the alarm variables to define the monitoring triggers.
Sample Type Enter the variable sample type.
Rising Threshold Enter the rising alarm threshold trigger.
Falling Threshold Enter the falling alarm threshold trigger.
Rising Event Index Enter the rising event index (1-65535) to define the alarm group.
Falling Event Index Enter the falling event index (1-65535) to define the alarm group.
Owner Enter the name of the owner of the RMON alarm group.
Apply Click Apply to save the values and update the screen.
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To access this page, click Management > RMON > RMON Event.

Figure 4.208 Management > RMON > RMON Event
The following table describes the items in the previous figure.

The ensuing table for Event Information settings are informational only: Index, 
Description, Type, Community, Owner and Delete (click to delete the desired index).

Item Description
Index Enter the index entry (1 to 65535) to define a specific RMON event.
Description Enter a value (1 to 2147483647) to define the interval value for the 

Alarm Collection history.
Type Click the drop-down menu to define the event type: None, Log, SNMP 

Trap, Log and Trap.
Community Enter the community string to be passed for the specified event.
Owner Enter the name of the owner of the RMON event.
Apply Click Apply to save the values and update the screen.
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 4.9.8 NTP Server
To access this page, click Management > NTP Server.

Figure 4.209 Management > NTP Server
The following table describes the items in the previous figure.

The ensuing table for NTP Server Status settings are informational only: INTP 
Server Status, Manual Time, Server AddressInformation Value, Server 1, Server 2, 
Server 3, Server 4, Server 5, Server 6, Server 7, Server 8, Server 9 and Server 10.

Item Description
NTP Server Click the radio button to enable or disable the NTP server function.
Manual Time Click the radio button to enable or disable the manual time function.
Server Address 1 ~ 
Server Address 10

Enter the address of the NTP server. This is a text string of up to 64 
characters containing the encoded unicast IP address or hostname of 
a NTP server.

Apply Click Apply to save the values and update the screen.
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4.10 Diagnostics
Through the Diagnostics function configuration of settings for the switch diagnostics 
is available.

4.10.1 Cable Diagnostics
The Cable Diagnostics page allows you to select the port for applying a copper test.
To access this page, click Diagnostics > Cable Diagnostics.

Figure 4.210 Diagnostics > Cable Diagnostics
The following table describes the items in the previous figure.

The ensuing table for Test Result settings are informational only: Port, Channel A, 
Cable Length A, Channel B, Cable Length B, Channel C, Cable Length C, Channel D 
and Cable Length D.

4.10.2 Ping Test
The Ping Test page allows you to configure the test log page.
To access this page, click Diagnostics > Ping Test.

Figure 4.211 Diagnostics > Ping Test

Item Description
Port Click the drop-down menu to select a pre-defined port for diagnostic 

testing. Giga ports are displayed with a channel A to D designation.
Copper Test Click Copper Test to display the test result for the selected port.
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The following table describes the items in the previous figure.

4.10.3 IPv6 Ping Test
The IPv6 Ping Test page allows you to configure the Ping Test for IPv6.

Item Description
IP Address Enter the IP address or host name of the station to ping. The initial 

value is blank. The IP Address or host name you enter is not retained 
across a power cycle. Host names are composed of series of labels 
concatenated with periods. Each label must be between 1 and 63 
characters long, maximum of 64 characters.

Count Enter the number of echo requests to send. The default value is 4. 
The value ranges from 1 to 5. The count entered is not retained 
across a power cycle.

Interval (in sec) Enter the interval between ping packets in seconds. The default value 
is 1. The value ranges from 1 to 5. The interval entered is not retained 
across a power cycle.

Size (in bytes) Enter the size of ping packet. The default value is 56. The value 
ranges from 8 to 5120. The size entered is not retained across a 
power cycle.

Ping Results Display the reply format of ping.
PING 172.17.8.254 (172.17.8.254): 56 data bytes

--- 172.17.8.254 ping statistics ---
4 packets transmitted, 0 packets received, 100% packet loss
Or
PING 172.17.8.93 (172.17.8.93): 56 data bytes
64 bytes from 172.17.8.93: icmp_seq=0 ttl=128 time=0.0 ms
64 bytes from 172.17.8.93: icmp_seq=1 ttl=128 time=0.0 ms
64 bytes from 172.17.8.93: icmp_seq=2 ttl=128 time=0.0 ms
64 bytes from 172.17.8.93: icmp_seq=3 ttl=128 time=0.0 ms

--- 172.17.8.93 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

Apply Click Apply to display ping result for the IP address.



EKI-7720 Series User Manual 135

To access this page, click Diagnostics > IPv6 Ping Test.

Figure 4.212 Diagnostics > IPv6 Ping Test
The following table describes the items in the previous figure.

Item Description
IPv6 Address Enter the IP address or host name of the station you want the switch 

to ping. The initial value is blank. The IP Address or host name you 
enter is not retained across a power cycle. Host names are composed 
of series of labels concatenated with dots. Each label must be 
between 1 and 63 characters long, and the entire hostname has a 
maximum of 64 characters.

Count Enter the number of echo requests you want to send. The default 
value is 4. The value ranges from 1 to 5. The count you enter is not 
retained across a power cycle.

Interval (in sec) Enter the interval between ping packets in seconds. The default value 
is 1. The value ranges from 1 to 5. The interval you enter is not 
retained across a power cycle.

Size (in bytes) Enter the size of ping packet. The default value is 56. The value 
ranges from 8 to 5120. The size you enter is not retained across a 
power cycle.
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4.10.4 System Log

4.10.4.1 Logging Service
The Logging Service page allows you to setup the logging services feature for the 
system log.
To access this page, click Diagnostics > System Log > Logging Service.

Figure 4.213 Diagnostics > System Log > Logging Service
The following table describes the items in the previous figure.

The ensuing table for Logging Information settings are informational only: Logging 
Service.

4.10.4.2 Local Logging
The Local Logging page allows you to designate a local target when the severity cri-
teria is reached.
To access this page, click Diagnostics > System Log > Local Logging.

Figure 4.214 Diagnostics > System Log > Local Logging

Ping Results Display the reply format of ping.
PING 2222::777 (2222::777): 56 data bytes

--- 2222::777 ping statistics ---
4 packets transmitted, 0 packets received, 100% packet loss
Or
PING 2222::717 (2222::717): 56 data bytes
64 bytes from 2222::717: icmp6_seq=0 ttl=128 time=10.0 ms
64 bytes from 2222::717: icmp6_seq=1 ttl=128 time=0.0 ms
64 bytes from 2222::717: icmp6_seq=2 ttl=128 time=0.0 ms
64 bytes from 2222::717: icmp6_seq=3 ttl=128 time=0.0 ms

--- 2222::717 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.0/2.5/10.0 ms

Apply Click Apply to display ping result for the IP address.

Item Description

Item Description
Logging Service Click Enabled or Disabled to set the Logging Service status.
Apply Click Apply to save the values and update the screen.
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The following table describes the items in the previous figure.

The ensuing table for Local Logging Settings Status settings are informational 
only: Status, Target, Severity and Delete (click to delete the desired target).

4.10.4.3 System Log Server
The System Log Server page allows you to configure the log server.
To access this page, click Diagnostics > System Log > System Log Server.

Figure 4.215 Diagnostics > System Log > System Log Server
The following table describes the items in the previous figure.

Item Description
Target Enter the local logging target.
Severity Click the drop-down menu to select the severity level for local log 

messages. 
The level options are:
 emerg: Indicates system is unusable. It is the highest level of 

severity
 alert: Indicates action must be taken immediately
 crit: Indicates critical conditions
 error: Indicates error conditions
 warning: Indicates warning conditions
 notice: Indicates normal but significant conditions
 info: Indicates informational messages
 debug: Indicates debug-level messages

Apply Click Apply to save the values and update the screen.

Item Description
Server Address Enter the IP address of the log server.
Server Port Enter the Udp port number of the log server.
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The ensuing table for Remote Logging Setting Status settings are informational 
only: Status, Server Info, Severity, Facility and Delete (click to delete the desired 
server address).

4.10.5 DDM
The DDM page allows you to setup the diagnostic alarm status.
To access this page, click Diagnostics > DDM.

Figure 4.216 Diagnostics > DDM > Diagnostic Alarm Settings
The following table describes the items in the previous figure.

The ensuing table for Diagnostic Alarm Information settings are informational only: 
Diagnostic Alarm.

Figure 4.217 Diagnostics > DDM > DMI INFO

Severity Click the drop-down menu to select the severity level for local log 
messages. The default is emerg.
The level options are:
 emerg: Indicates system is unusable. It is the highest level of 

severity
 alert: Indicates action must be taken immediately
 crit: Indicates critical conditions
 error: Indicates error conditions
 warning: Indicates warning conditions
 notice: Indicates normal but significant conditions
 info: Indicates informational messages
 debug: Indicates debug-level messages

Facility Click the drop-down menu to select facility to which the message 
refers.

Apply Click Apply to save the values and update the screen.

Item Description

Item Description
Diagnostic Alarm Click the drop-down menu to designate the announcement method: 

Disabled, SysLog, E-mail, or SNMP.
Apply Click Apply to save the values and update the screen.
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The following table describes the items in the previous figure.

The ensuing table for Vendor Info settings are informational only: Refresh (click to 
reload the vendor information), Port, Connector, Speed, VendorName, VendorOui, 
VendorPn, VendorRev, VendorSn and DateCode.

4.10.6 LED Indication
To access this page, click Diagnostics > LED Indication.

Figure 4.218 Diagnostics > LED Indication
The following table describes the items in the previous figure.

To access this page, click Diagnostics > LED Indication.
The following figure displays the LED Information settings.

Figure 4.219 Diagnostics > LED Indication

Item Description
High Alarm Click Enabled or Disabled to set the alarm state.
High Warning Click Enabled or Disabled to set the alarm state.
Low Alarm Click Enabled or Disabled to set the alarm state.
Low Warning Click Enabled or Disabled to set the alarm state.
Apply Click Apply to save the values and update the screen.

Item Description
LED Click the drop-down menu to select LED indicator.
State Select Enable or Disable to enable LED alarm.
Event Click to select the event of LED alarm.
Apply Click Apply to save the values and update the screen.
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 4.11 Tools
4.11.1 IXM

The IXM tool is an industrial Ethernet switch solution to help the users deploy indus-
trial Ethernet switch hardware by allowing users with multiple, managed Ethernet 
switches in the field to eliminate the need to individually connect to each device to 
configure it. 
To access this page, click Tools > IXM.

Figure 4.220 Tools > IXM
The following table describes the items in the previous figure.

4.11.2 Backup Manager
The Backup Manager page allows you to configure a remote TFTP sever or host file 
system in order to backup the firmware image or configuration file.

Item Description
Search Field Enter criteria to search the IXM information.
# Displays the reference to the device number.
Device Name Displays the device name.
Device Model Displays the device model type.
Category Displays the device’s category type.
IP Address Displays the device’s IP address.
MAC Address Displays the device’s IP MAC address.
Firmware Version Displays the device’s firmware version.
System Indicator Displays the device’s system indicator.
Previous Click Previous to back to previous page.
Next Click Next to go to next page.
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To access this page, click Tools > Backup Manager.

Figure 4.221 Tools > Backup Manager
The following table describes the items in the previous figure.

4.11.3 Upgrade Manager
The Upgrade Manager page allows you to configure a remote TFTP sever or host file 
system in order to upload firmware upgrade images or configuration files.

Item Description
Backup Method Click the drop-down menu to select the backup method: TFTP or 

HTTP.
Server IP Enter the IP address of the backup server.
Backup Type Click a type to define the backup method: image: running configura-

tion, startup configuration, custom configuration, flash log, or buffered 
log.

Image Click the format for the image type: Active or Backup.
Backup Click Backup to backup the settings.
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To access this page, click Tools > Upgrade Manager.

Figure 4.222 Tools > Upgrade Manager
The following table describes the items in the previous figure.

4.11.4 Dual Image
The Dual Image page allows you to setup an active and backup partitions for firm-
ware image redundancy.
To access this page, click Tools > Dual Image.

Figure 4.223 Tools > Dual Image
The following table describes the items in the previous figure.

Item Description
Upgrade Method Click the drop-down menu to select the upgrade method: TFTP or 

HTTP.
Server IP Enter the IP address of the upgrade server.
File Name Enter the file name of the new firmware version.
Upgrade Type Click a type to define the upgrade method: image, startup configura-

tion, running configuration, or custom configuration.
Image Click the format for the image type: Active, Backup, or auto.
Upgrade Click Upgrade to upgrade to the current version.

Item Description
Active Image Click the format for the image type: Active or Backup.
Save Click Save to save and keep the new settings.
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The ensuing table for Image Information 0/1 settings are informational only: Flash 
Partition, Image Name, Image Size and Created Time.

4.11.5 Save Configuration
To access this page, click Tools > Save Configuration.
Click Save Configuration to FLASH to have configuration changes you have made 
to be saved across a system reboot. All changes submitted since the previous save 
or system reboot will be retained by the switch.

4.11.6 User Account

4.11.6.1 Add and Edit Users
The User Account page allows you to setup a user and the related parameters.
To access this page, click Tools > User Account.

Figure 4.224 Tools > User Account
The following table describes the items in the previous figure.

4.11.6.2 Wrong Password
To access this page, click Tools > User Account.
The following figure displays the Wrong Password settings.

Figure 4.225 Tools > User Account

Item Description
User Name Enter the name of the new user entry.
Password Type Click the drop-down menu to define the type of password: Clear Text, 

Encrypted or No Password.
Password Enter the character set for the define password type.
Retype Password Retype the password entry to confirm the profile password.
Privilege Type Click the drop-down menu to designate privilege authority for the user 

entry: Admin or User.
Apply Click Apply to create a new user account.
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To access this page, click Tools > User Account.

The following figure displays the Wrong Password Information settings.

Figure 4.226 Tools > User Account

4.11.7  N-Key
To access this page, click Tools > N-Key.

Figure 4.227 Tools > N-Key
The following table describes the items in the previous figure.

To access this page, click Tools > N-Key.
The following figure displays the N-Key Information settings.

Figure 4.228 Tools > N-Key Information

4.11.8 Reset System
To access this page, click Tools > Reset System.
Click Restore to have all configuration parameters reset to their factory default val-
ues. All changes that have been made will be lost, even if you have issued a save.
Click Select Excepted Configuration to keep the configuration you selected when 
resetting.
Reset settings take effect after a system reboot.

4.11.9 Reboot Device
To access this page, click Tools > Reboot Device.

Item Description
State Click to enable or disable the wrong password detection function.
Retry Time Enter a variable to designate the wrong password entry threshold, 

State option must be enabled.
Block Time Enter a variable to designate the lockout period in minutes after the 

retry attempts threshold is reached.
Apply Click Apply to create a new user account.

Item Description
Auto Mode Click the option to set the auto mode for the N-Key status.
N-Key Status Click the drop-down menu to select N-Key status.
Apply Click Apply to create a new user account.
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Click Reboot to reboot the switch. Any configuration changes you have made since 
the last time you issued a save will be lost.

4.12 Modbus/TCP Mapping
The data map addresses of Advantech switches shown in the following table start 
from Modbus address 30001 for function code 4. 
In the given example, the address offset 0x1000 (hex) equals Modbus address 
34097, while the address offset 0x1100 (hex) equals Modbus address 34353.
The information given by the Advantech is shown in hex mode.
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 4.12.1 Modbus/TCP Mapping Table

Catelog Name Data Type Interpretation Address 
Offset (Hex)

Address 
3X

Description

System Info Vendor ID = 
0x‘13FE

1 word 16 bits HEX 0x0000 30001 Vendor ID = 0x13FE

Unit ID = 0xFF 1 word 16 bits HEX 0x0001 30002 Unit ID = 0xFF
Product Code 1 word 16 bits HEX 0x0002 30003 Product Code
Vendor Name 
= "Advantech"

16 
words

32 
chars

ASCII 0x0010 30017 Vendor Name = 
"Advantech"
Word 0 Hi byte = 'A'
Word 0 Lo byte = 'd'
Word 1 Hi byte = 'v'
Word 1 Lo byte = 'a'
Word 2 Hi byte = 'n'
Word 2 Lo byte = 't'
Word 3 Hi byte = 'e'
Word 3 Lo byte = 'c'
Word 4 Hi byte = 'h'
Word 4 Lo byte = '\0'

Product Name 
= "EKI-xxxx"

16 
words

32 
chars

ASCII 0x0020 30033 Product Name = 
"EKI-xxxx"
 Word 0 Hi byte = 'E'
 Word 0 Lo byte = 'K'
Word 1 Hi byte = 'I'
Word 1 Lo byte = '-'
Word 2 Hi byte = 'x'
Word 2 Lo byte = 'x'
Word 3 Hi byte = 'x'
Word 3 Lo byte = 'x'
Word 4 Hi byte = '\0'

Firmware Ver-
sion

2 
words

32 bits HEX 0x020A 30523 Firmware Version
Word 0 Hi byte = 
major
Word 0 Lo byte = 
minor
Word 1 Hi byte = 
release
Word 1 Lo byte = 
build

Ethernet MAC 
Address

3 
words

48 bits HEX 0x020E 30527 Ethernet MAC 
Address
Ex: MAC = 00-19-
CB-01-02-03
Word 0 Hi byte = 
0x00
Word 0 Lo byte = 
0x19
Word 1 Hi byte = 
0xCB
Word 1 Lo byte = 
0x01
Word 2 Hi byte = 
0x02
Word 2 Lo byte = 
0x03



EKI-7720 Series User Manual 147

System Info Revision Num-
ber

16 
words

32 
chars

ASCII 0x0211 30530 Product Name = 
"YYY.xxxxx"
Word 0 Hi byte = 'Y'
Word 0 Lo byte = 'Y'
Word 1 Hi byte = 'Y'
Word 1 Lo byte = '.'
Word 2 Hi byte = 'x'
Word 2 Lo byte = 'x'
Word 3 Hi byte = 'x'
Word 3 Lo byte = 'x'
Word 4 Hi byte = 'x'
Word 4 Hi byte = '\0'

IP Address 2 
words

32 bits HEX 0x0400 31025 IP Address
Ex: IP = 192.168.1.1
Word 0 Hi byte = 
0xC0
Word 0 Lo byte = 
0xA8
Word 1 Hi byte = 
0x01
Word 1 Lo byte = 
0x01

Port Info Port Status 1 word 16 bits HEX 0x1000 ~ 
0x101F

34097 ~ 
34128

Port Status
 0x0000: Link down
 0x0001: Link up
 0xFFFF: No port

Port 1 Status 1 word 16 bits HEX 0x1000 34097 
Port 2 Status 1 word 16 bits HEX 0x1001 34098 
Port 3 Status 1 word 16 bits HEX 0x1002 34099 
Port 4 Status 1 word 16 bits HEX 0x1003 34100 
Port 5 Status 1 word 16 bits HEX 0x1004 34101 
Port 6 Status 1 word 16 bits HEX 0x1005 34102 
Port 7 Status 1 word 16 bits HEX 0x1006 34103 
Port 8 Status 1 word 16 bits HEX 0x1007 34104 
Port 9 Status 1 word 16 bits HEX 0x1008 34105 
Port 10 Status 1 word 16 bits HEX 0x1009 34106 
Port 11 Status 1 word 16 bits HEX 0x100A 34107 
Port 12 Status 1 word 16 bits HEX 0x100B 34108 
Port 13 Status 1 word 16 bits HEX 0x100C 34109 
Port 14 Status 1 word 16 bits HEX 0x100D 34110 
Port 15 Status 1 word 16 bits HEX 0x100E 34111 
Port 16 Status 1 word 16 bits HEX 0x100F 34112 
Port 17 Status 1 word 16 bits HEX 0x1010 34113 
Port 18 Status 1 word 16 bits HEX 0x1011 34114 
Port 19 Status 1 word 16 bits HEX 0x1012 34115 
Port 20 Status 1 word 16 bits HEX 0x1013 34116 
Port 21 Status 1 word 16 bits HEX 0x1014 34117 
Port 22 Status 1 word 16 bits HEX 0x1015 34118 
Port 23 Status 1 word 16 bits HEX 0x1016 34119 
Port 24 Status 1 word 16 bits HEX 0x1017 34120 
Port 25 Status 1 word 16 bits HEX 0x1018 34121 
Port 26 Status 1 word 16 bits HEX 0x1019 34122 
Port 27 Status 1 word 16 bits HEX 0x101A 34123 
Port 28 Status 1 word 16 bits HEX 0x101B 34124 
Port 29 Status 1 word 16 bits HEX 0x101C 34125 
Port 30 Status 1 word 16 bits HEX 0x101D 34126 
Port 31 Status 1 word 16 bits HEX 0x101E 34127 
Port 32 Status 1 word 16 bits HEX 0x101F 34128 

Catelog Name Data Type Interpretation Address 
Offset (Hex)

Address 
3X

Description
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Port Info Port Speed 1 word 16 bits HEX 0x1100 ~ 
0x111F

34353 ~ 
34384

Port Speed
0x0000: 10M-Half
0x0001: 10M-Full
0x0002: 100M-Half
0x0003: 100M-Full
0x0004: 1000M-Half
0x0005: 1000M-Full
0xFFFF: No port

Port 1 Speed 1 word 16 bits HEX 0x1100 34353 
Port 2 Speed 1 word 16 bits HEX 0x1101 34354 
Port 3 Speed 1 word 16 bits HEX 0x1102 34355 
Port 4 Speed 1 word 16 bits HEX 0x1103 34356 
Port 5 Speed 1 word 16 bits HEX 0x1104 34357 
Port 6 Speed 1 word 16 bits HEX 0x1105 34358 
Port 7 Speed 1 word 16 bits HEX 0x1106 34359 
Port 8 Speed 1 word 16 bits HEX 0x1107 34360 
Port 9 Speed 1 word 16 bits HEX 0x1108 34361 
Port 10 Speed 1 word 16 bits HEX 0x1109 34362 
Port 11 Speed 1 word 16 bits HEX 0x110A 34363 
Port 12 Speed 1 word 16 bits HEX 0x110B 34364 
Port 13 Speed 1 word 16 bits HEX 0x110C 34365 
Port 14 Speed 1 word 16 bits HEX 0x110D 34366 
Port 15 Speed 1 word 16 bits HEX 0x110E 34367 
Port 16 Speed 1 word 16 bits HEX 0x110F 34368 
Port 17 Speed 1 word 16 bits HEX 0x1110 34369 
Port 18 Speed 1 word 16 bits HEX 0x1111 34370 
Port 19 Speed 1 word 16 bits HEX 0x1112 34371 
Port 20 Speed 1 word 16 bits HEX 0x1113 34372 
Port 21 Speed 1 word 16 bits HEX 0x1114 34373 
Port 22 Speed 1 word 16 bits HEX 0x1115 34374 
Port 23 Speed 1 word 16 bits HEX 0x1116 34375 
Port 24 Speed 1 word 16 bits HEX 0x1117 34376 
Port 25 Speed 1 word 16 bits HEX 0x1118 34377 
Port 26 Speed 1 word 16 bits HEX 0x1119 34378 
Port 27 Speed 1 word 16 bits HEX 0x111A 34379 
Port 28 Speed 1 word 16 bits HEX 0x111B 34380 
Port 29 Speed 1 word 16 bits HEX 0x111C 34381 
Port 30 Speed 1 word 16 bits HEX 0x111D 34382 
Port 31 Speed 1 word 16 bits HEX 0x111E 34383 
Port 32 Speed 1 word 16 bits HEX 0x111F 34384 
Flow Control 1 word 16 bits HEX 0x1200 ~ 

0x121F
34609 ~ 
34640

Flow Control
0x0000: Off
0x0001: On
0xFFFF: No port

Port 1 Flow 
Control

1 word 16 bits HEX 0x1200 34609 

Port 2 Flow 
Control

1 word 16 bits HEX 0x1201 34610 

Port 3 Flow 
Control

1 word 16 bits HEX 0x1202 34611 

Port 4 Flow 
Control

1 word 16 bits HEX 0x1203 34612 

Port 5 Flow 
Control

1 word 16 bits HEX 0x1204 34613 

Port 6 Flow 
Control

1 word 16 bits HEX 0x1205 34614 

Catelog Name Data Type Interpretation Address 
Offset (Hex)

Address 
3X

Description
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Port Info Port 7 Flow 
Control

1 word 16 bits HEX 0x1206 34615 

Port 8 Flow 
Control

1 word 16 bits HEX 0x1207 34616 

Port 9 Flow 
Control

1 word 16 bits HEX 0x1208 34617 

Port 10 Flow 
Control

1 word 16 bits HEX 0x1209 34618 

Port 11 Flow 
Control

1 word 16 bits HEX 0x120A 34619 

Port 12 Flow 
Control

1 word 16 bits HEX 0x120B 34620 

Port 13 Flow 
Control

1 word 16 bits HEX 0x120C 34621 

Port 14 Flow 
Control

1 word 16 bits HEX 0x120D 34622 

Port 15 Flow 
Control

1 word 16 bits HEX 0x120E 34623 

Port 16 Flow 
Control

1 word 16 bits HEX 0x120F 34624 

Port 17 Flow 
Control

1 word 16 bits HEX 0x1210 34625 

Port 18 Flow 
Control

1 word 16 bits HEX 0x1211 34626 

Port 19 Flow 
Control

1 word 16 bits HEX 0x1212 34627 

Port 20 Flow 
Control

1 word 16 bits HEX 0x1213 34628 

Port 21 Flow 
Control

1 word 16 bits HEX 0x1214 34629 

Port 22 Flow 
Control

1 word 16 bits HEX 0x1215 34630 

Port 23 Flow 
Control

1 word 16 bits HEX 0x1216 34631 

Port 24 Flow 
Control

1 word 16 bits HEX 0x1217 34632 

Port 25 Flow 
Control

1 word 16 bits HEX 0x1218 34633 

Port 26 Flow 
Control

1 word 16 bits HEX 0x1219 34634 

Port 27 Flow 
Control

1 word 16 bits HEX 0x121A 34635 

Port 28 Flow 
Control

1 word 16 bits HEX 0x121B 34636 

Port 29 Flow 
Control

1 word 16 bits HEX 0x121C 34637 

Port 30 Flow 
Control

1 word 16 bits HEX 0x121D 34638 

Port 31 Flow 
Control

1 word 16 bits HEX 0x121E 34639 

Port 32 Flow 
Control

1 word 16 bits HEX 0x121F 34640 

Catelog Name Data Type Interpretation Address 
Offset (Hex)

Address 
3X

Description
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Port Info Port Descrip-
tion

20 
words

40 
chars

ASCII 0x1400 ~ 
0x166C

35121 ~ 
35741

Port Description
Port Description = 
"100RX,RJ45."
Word 0 Hi byte = '1'
Word 0 Lo byte = '0'
Word 1Hi byte = '0'
Word 1 Lo byte = ‘R’ 
Word 2 Hi byte = 'X'
Word 2 Lo byte = ‘,’ 
Word 3 Hi byte = 'R'
Word 3 Lo byte = ‘J’ 
Word 4 Hi byte = ‘4’ 
Word 4 Lo byte = ‘5’
Word 5 Hi byte = ‘.’
Word 5 Lo byte = ‘\0’

Port 1 
Description

20 
words

40 
chars

ASCII 0x1400 35121

Port 2 
Description

20 
words

40 
chars

ASCII 0x1414 35141

Port 3 
Description

20 
words

40 
chars

ASCII 0x1428 35161

Port 4 
Description

20 
words

40 
chars

ASCII 0x143C 35181

Port 5 
Description

20 
words

40 
chars

ASCII 0x1450 35201

Port 6 
Description

20 
words

40 
chars

ASCII 0x1464 35221

Port 7 
Description

20 
words

40 
chars

ASCII 0x1478 35241

Port 8 
Description

20 
words

40 
chars

ASCII 0x148C 35261

Port 9 
Description

20 
words

40 
chars

ASCII 0x14A0 35281

Port 10 
Description

20 
words

40 
chars

ASCII 0x14B4 35301

Port 11 
Description

20 
words

40 
chars

ASCII 0x14C8 35321

Port 12 
Description

20 
words

40 
chars

ASCII 0x14DC 35341

Port 13 
Description

20 
words

40 
chars

ASCII 0x14F0 35361

Port 14 
Description

20 
words

40 
chars

ASCII 0x1504 35381

Port 15 
Description

20 
words

40 
chars

ASCII 0x1518 35401

Port 16 
Description

20 
words

40 
chars

ASCII 0x152C 35421

Port 17 
Description

20 
words

40 
chars

ASCII 0x1540 35441

Port 18 
Description

20 
words

40 
chars

ASCII 0x1554 35461

Port 19 
Description

20 
words

40 
chars

ASCII 0x1568 35481

Port 20 
Description

20 
words

40 
chars

ASCII 0x157C 35501

Port 21 
Description

20 
words

40 
chars

ASCII 0x1590 35521

Port 22 
Description

20 
words

40 
chars

ASCII 0x15A4 35541

Port 23 
Description

20 
words

40 
chars

ASCII 0x15B8 35561

Catelog Name Data Type Interpretation Address 
Offset (Hex)

Address 
3X

Description
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Port Info Port 24 
Description

20 
words

40 
chars

ASCII 0x15CC 35581

Port 25 
Description

20 
words

40 
chars

ASCII 0x15E0 35601

Port 26 
Description

20 
words

40 
chars

ASCII 0x15F4 35621

Port 27 
Description

20 
words

40 
chars

ASCII 0x1608 35641

Port 28 
Description

20 
words

40 
chars

ASCII 0x161C 35661

Port 29 
Description

20 
words

40 
chars

ASCII 0x1630 35681

Port 30 
Description

20 
words

40 
chars

ASCII 0x1644 35701

Port 31 
Description

20 
words

40 
chars

ASCII 0x1658 35721

Port 32 
Description

20 
words

40 
chars

ASCII 0x166C 35741

Link Up Coun-
ter

1 word 16 bits HEX 0x1700 ~ 
0x171F

35889 ~ 
35920

Link Up Counter
Ex: port link up coun-
ter = 13
Received MODBUS 
response: 0x000D

Port 1 Link Up 
Counter

1 word 16 bits HEX 0x1700 35889

Port 2 Link Up 
Counter

1 word 16 bits HEX 0x1701 35890

Port 3 Link Up 
Counter

1 word 16 bits HEX 0x1702 35891

Port 4 Link Up 
Counter

1 word 16 bits HEX 0x1703 35892

Port 5 Link Up 
Counter

1 word 16 bits HEX 0x1704 35893

Port 6 Link Up 
Counter

1 word 16 bits HEX 0x1705 35894

Port 7 Link Up 
Counter

1 word 16 bits HEX 0x1706 35895

Port 8 Link Up 
Counter

1 word 16 bits HEX 0x1707 35896

Port 9 Link Up 
Counter

1 word 16 bits HEX 0x1708 35897

Port 10 Link 
Up Counter

1 word 16 bits HEX 0x1709 35898

Port 11 Link 
Up Counter

1 word 16 bits HEX 0x170A 35899

Port 12 Link 
Up Counter

1 word 16 bits HEX 0x170B 35900

Port 13 Link 
Up Counter

1 word 16 bits HEX 0x170C 35901

Port 14 Link 
Up Counter

1 word 16 bits HEX 0x170D 35902

Port 15 Link 
Up Counter

1 word 16 bits HEX 0x170E 35903

Port 16 Link 
Up Counter

1 word 16 bits HEX 0x170F 35904

Port 17 Link 
Up Counter

1 word 16 bits HEX 0x1710 35905

Port 18 Link 
Up Counter

1 word 16 bits HEX 0x1711 35906

Port 19 Link 
Up Counter

1 word 16 bits HEX 0x1712 35907

Catelog Name Data Type Interpretation Address 
Offset (Hex)

Address 
3X

Description
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Port Info Port 20 Link 
Up Counter

1 word 16 bits HEX 0x1713 35908

Port 21 Link 
Up Counter

1 word 16 bits HEX 0x1714 35909

Port 22 Link 
Up Counter

1 word 16 bits HEX 0x1715 35910

Port 23 Link 
Up Counter

1 word 16 bits HEX 0x1716 35911

Port 24 Link 
Up Counter

1 word 16 bits HEX 0x1717 35912

Port 25 Link 
Up Counter

1 word 16 bits HEX 0x1718 35913

Port 26 Link 
Up Counter

1 word 16 bits HEX 0x1719 35914

Port 27 Link 
Up Counter

1 word 16 bits HEX 0x171A 35915

Port 28 Link 
Up Counter

1 word 16 bits HEX 0x171B 35916

Port 29 Link 
Up Counter

1 word 16 bits HEX 0x171C 35917

Port 30 Link 
Up Counter

1 word 16 bits HEX 0x171D 35918

Port 31 Link 
Up Counter

1 word 16 bits HEX 0x171E 35919

Port 32 Link 
Up Counter

1 word 16 bits HEX 0x171F 35920

Packet Info Tx Packets 
Counter

4 
words

64 bits HEX 0x2000 ~ 
0x207C

38193 ~ 
38317

Tx Packets
Ex: port 1 Tx Packet 
Amount = 11223344
Received MODBUS 
response: 0xAB4130 
Word 0 = 0x0000
Word 1 = 0x0000
Word 2 = 0x00AB
Word 3 = 0x4130

Port 1 Tx 
Packets

4 
words

64 bits HEX 0x2000 38193

Port 2 Tx 
Packets

4 
words

64 bits HEX 0x2004 38197

Port 3 Tx 
Packets

4 
words

64 bits HEX 0x2008 38201

Port 4 Tx 
Packets

4 
words

64 bits HEX 0x200C 38205

Port 5 Tx 
Packets

4 
words

64 bits HEX 0x2010 38209

Port 6 Tx 
Packets

4 
words

64 bits HEX 0x2014 38213

Port 7 Tx 
Packets

4 
words

64 bits HEX 0x2018 38217

Port 8 Tx 
Packets

4 
words

64 bits HEX 0x201C 38221

Port 9 Tx 
Packets

4 
words

64 bits HEX 0x2020 38225

Port 10 Tx 
Packets

4 
words

64 bits HEX 0x2024 38229

Port 11 Tx 
Packets

4 
words

64 bits HEX 0x2028 38233

Port 12 Tx 
Packets

4 
words

64 bits HEX 0x202C 38237

Port 13 Tx 
Packets

4 
words

64 bits HEX 0x2030 38241

Catelog Name Data Type Interpretation Address 
Offset (Hex)

Address 
3X

Description
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Packet Info Port 14 Tx 
Packets

4 
words

64 bits HEX 0x2034 38245

Port 15 Tx 
Packets

4 
words

64 bits HEX 0x2038 38249

Port 16 Tx 
Packets

4 
words

64 bits HEX 0x203C 38253

Port 17 Tx 
Packets

4 
words

64 bits HEX 0x2040 38257

Port 18 Tx 
Packets

4 
words

64 bits HEX 0x2044 38261

Port 19 Tx 
Packets

4 
words

64 bits HEX 0x2048 38265

Port 20 Tx 
Packets

4 
words

64 bits HEX 0x204C 38269

Port 21 Tx 
Packets

4 
words

64 bits HEX 0x2050 38273

Port 22 Tx 
Packets

4 
words

64 bits HEX 0x2054 38277

Port 23 Tx 
Packets

4 
words

64 bits HEX 0x2058 38281

Port 24 Tx 
Packets

4 
words

64 bits HEX 0x205C 38285

Port 25 Tx 
Packets

4 
words

64 bits HEX 0x2060 38289

Port 26 Tx 
Packets

4 
words

64 bits HEX 0x2064 38293

Port 27 Tx 
Packets

4 
words

64 bits HEX 0x2068 38297

Port 28 Tx 
Packets

4 
words

64 bits HEX 0x206C 38301

Port 29 Tx 
Packets

4 
words

64 bits HEX 0x2070 38305

Port 30 Tx 
Packets

4 
words

64 bits HEX 0x2074 38309

Port 31 Tx 
Packets

4 
words

64 bits HEX 0x2078 38313

Port 32 Tx 
Packets

4 
words

64 bits HEX 0x207C 38317

Rx Packets 
Counter

4 
words

64 bits HEX 0x2100 
~0x217C

38449 ~ 
38573

Rx Packets
Ex: port 1 Rx Packet 
Amount = 11223344
Received MODBUS 
response: 0xAB4130 
Word 0 = 0x0000
Word 1 = 0x0000
Word 2 = 0x00AB
Word 3 = 0x4130

Port 1 Rx 
Packets

4 
words

64 bits HEX 0x2100 38449

Port 2 Rx 
Packets

4 
words

64 bits HEX 0x2104 38453

Port 3 Rx 
Packets

4 
words

64 bits HEX 0x2108 38457

Port 4 Rx 
Packets

4 
words

64 bits HEX 0x210C 38461

Port 5 Rx 
Packets

4 
words

64 bits HEX 0x2110 38465

Port 6 Rx 
Packets

4 
words

64 bits HEX 0x2114 38469

Port 7 Rx 
Packets

4 
words

64 bits HEX 0x2118 38473

Catelog Name Data Type Interpretation Address 
Offset (Hex)

Address 
3X

Description
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Packet Info Port 8 Rx 
Packets

4 
words

64 bits HEX 0x211C 38477

Port 9 Rx 
Packets

4 
words

64 bits HEX 0x2120 38481

Port 10 Rx 
Packets

4 
words

64 bits HEX 0x2124 38485

Port 11 Rx 
Packets

4 
words

64 bits HEX 0x2128 38489

Port 12 Rx 
Packets

4 
words

64 bits HEX 0x212C 38493

Port 13 Rx 
Packets

4 
words

64 bits HEX 0x2130 38497

Port 14 Rx 
Packets

4 
words

64 bits HEX 0x2134 38501

Port 15 Rx 
Packets

4 
words

64 bits HEX 0x2138 38505

Port 16 Rx 
Packets

4 
words

64 bits HEX 0x213C 38509

Port 17 Rx 
Packets

4 
words

64 bits HEX 0x2140 38513

Port 18 Rx 
Packets

4 
words

64 bits HEX 0x2144 38517

Port 19 Rx 
Packets

4 
words

64 bits HEX 0x2148 38521

Port 20 Rx 
Packets

4 
words

64 bits HEX 0x214C 38525

Port 21 Rx 
Packets

4 
words

64 bits HEX 0x2150 38529

Port 22 Rx 
Packets

4 
words

64 bits HEX 0x2154 38533

Port 23 Rx 
Packets

4 
words

64 bits HEX 0x2158 38537

Port 24 Rx 
Packets

4 
words

64 bits HEX 0x215C 38541

Port 25 Rx 
Packets

4 
words

64 bits HEX 0x2160 38545

Port 26 Rx 
Packets

4 
words

64 bits HEX 0x2164 38549

Port 27 Rx 
Packets

4 
words

64 bits HEX 0x2168 38553

Port 28 Rx 
Packets

4 
words

64 bits HEX 0x216C 38557

Port 29 Rx 
Packets

4 
words

64 bits HEX 0x2170 38561

Port 30 Rx 
Packets

4 
words

64 bits HEX 0x2174 38565

Port 31 Rx 
Packets

4 
words

64 bits HEX 0x2178 38569

Port 32 Rx 
Packets

4 
words

64 bits HEX 0x217C 38573

Tx Error Pack-
ets Counter

2 
words

32 bits HEX 0x2200 ~ 
0x223E

38705 ~ 
38767

Tx Error Packets
Ex: port 1 Tx Packet 
Amount = 11223344
Received MODBUS 
response: 0xAB4130 
Word 0 = 0x00AB
Word 1 = 0x4130

Port 1 Tx Error 
Packets

2 
words

32 bits HEX 0x2200 38705

Port 2 Tx Error 
Packets

2 
words

32 bits HEX 0x2202 38707

Catelog Name Data Type Interpretation Address 
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Address 
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Packet Info Port 3 Tx Error 
Packets

2 
words

32 bits HEX 0x2204 38709

Port 4 Tx Error 
Packets

2 
words

32 bits HEX 0x2206 38711

Port 5 Tx Error 
Packets

2 
words

32 bits HEX 0x2208 38713

Port 6 Tx Error 
Packets

2 
words

32 bits HEX 0x220A 38715

Port 7 Tx Error 
Packets

2 
words

32 bits HEX 0x220C 38717

Port 8 Tx Error 
Packets

2 
words

32 bits HEX 0x220E 38719

Port 9 Tx Error 
Packets

2 
words

32 bits HEX 0x2210 38721

Port 10 Tx 
Error Packets

2 
words

32 bits HEX 0x2212 38723

Port 11 Tx 
Error Packets

2 
words

32 bits HEX 0x2214 38725

Port 12 Tx 
Error Packets

2 
words

32 bits HEX 0x2216 38727

Port 13 Tx 
Error Packets

2 
words

32 bits HEX 0x2218 38729

Port 14 Tx 
Error Packets

2 
words

32 bits HEX 0x221A 38731

Port 15 Tx 
Error Packets

2 
words

32 bits HEX 0x221C 38733

Port 16 Tx 
Error Packets

2 
words

32 bits HEX 0x221E 38735

Port 17 Tx 
Error Packets

2 
words

32 bits HEX 0x2220 38737

Port 18 Tx 
Error Packets

2 
words

32 bits HEX 0x2222 38739

Port 19 Tx 
Error Packets

2 
words

32 bits HEX 0x2224 38741

Port 20 Tx 
Error Packets

2 
words

32 bits HEX 0x2226 38743

Port 21 Tx 
Error Packets

2 
words

32 bits HEX 0x2228 38745

Port 22 Tx 
Error Packets

2 
words

32 bits HEX 0x222A 38747

Port 23 Tx 
Error Packets

2 
words

32 bits HEX 0x222C 38749

Port 24 Tx 
Error Packets

2 
words

32 bits HEX 0x222E 38751

Port 25 Tx 
Error Packets

2 
words

32 bits HEX 0x2230 38753

Port 26 Tx 
Error Packets

2 
words

32 bits HEX 0x2232 38755

Port 27 Tx 
Error Packets

2 
words

32 bits HEX 0x2234 38757

Port 28 Tx 
Error Packets

2 
words

32 bits HEX 0x2236 38759

Port 29 Tx 
Error Packets

2 
words

32 bits HEX 0x2238 38761

Port 30 Tx 
Error Packets

2 
words

32 bits HEX 0x223A 38763

Port 31 Tx 
Error Packets

2 
words

32 bits HEX 0x223C 38765

Port 32 Tx 
Error Packets

2 
words

32 bits HEX 0x223E 38767

Catelog Name Data Type Interpretation Address 
Offset (Hex)

Address 
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Packet Info Rx Error Pack-
ets Counter

2 
words

32 bits HEX 0x2300 ~ 
0x233E

38961 ~ 
39023

Rx Error Packets
Ex: port 1 Rx Packet 
Amount = 11223344
Received MODBUS 
response: 0xAB4130 
Word 0 = 0x00AB
Word 1 = 0x4130

Port 1 Rx 
Error Packets

2 
words

32 bits HEX 0x2300 38961

Port 2 Rx 
Error Packets

2 
words

32 bits HEX 0x2302 38963

Port 3 Rx 
Error Packets

2 
words

32 bits HEX 0x2304 38965

Port 4 Rx 
Error Packets

2 
words

32 bits HEX 0x2306 38967

Port 5 Rx 
Error Packets

2 
words

32 bits HEX 0x2308 38969

Port 6 Rx 
Error Packets

2 
words

32 bits HEX 0x230A 38971

Port 7 Rx 
Error Packets

2 
words

32 bits HEX 0x230C 38973

Port 8 Rx 
Error Packets

2 
words

32 bits HEX 0x230E 38975

Port 9 Rx 
Error Packets

2 
words

32 bits HEX 0x2310 38977

Port 10 Rx 
Error Packets

2 
words

32 bits HEX 0x2312 38979

Port 11 Rx 
Error Packets

2 
words

32 bits HEX 0x2314 38981

Port 12 Rx 
Error Packets

2 
words

32 bits HEX 0x2316 38983

Port 13 Rx 
Error Packets

2 
words

32 bits HEX 0x2318 38985

Port 14 Rx 
Error Packets

2 
words

32 bits HEX 0x231A 38987

Port 15 Rx 
Error Packets

2 
words

32 bits HEX 0x231C 38989

Port 16 Rx 
Error Packets

2 
words

32 bits HEX 0x231E 38991

Port 17 Rx 
Error Packets

2 
words

32 bits HEX 0x2320 38993

Port 18 Rx 
Error Packets

2 
words

32 bits HEX 0x2322 38995

Port 19 Rx 
Error Packets

2 
words

32 bits HEX 0x2324 38997

Port 20 Rx 
Error Packets

2 
words

32 bits HEX 0x2326 38999

Port 21 Rx 
Error Packets

2 
words

32 bits HEX 0x2328 39001

Port 22 Rx 
Error Packets

2 
words

32 bits HEX 0x232A 39003

Port 23 Rx 
Error Packets

2 
words

32 bits HEX 0x232C 39005

Port 24 Rx 
Error Packets

2 
words

32 bits HEX 0x232E 39007

Port 25 Rx 
Error Packets

2 
words

32 bits HEX 0x2330 39009

Port 26 Rx 
Error Packets

2 
words

32 bits HEX 0x2332 39011

Port 27 Rx 
Error Packets

2 
words

32 bits HEX 0x2334 39013

Catelog Name Data Type Interpretation Address 
Offset (Hex)

Address 
3X
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Packet Info Port 28 Rx 
Error Packets

2 
words

32 bits HEX 0x2336 39015

Port 29 Rx 
Error Packets

2 
words

32 bits HEX 0x2338 39017

Port 30 Rx 
Error Packets

2 
words

32 bits HEX 0x233A 39019

Port 31 Rx 
Error Packets

2 
words

32 bits HEX 0x233C 39021

Port 32 Rx 
Error Packets

2 
words

32 bits HEX 0x233E 39023

Catelog Name Data Type Interpretation Address 
Offset (Hex)

Address 
3X

Description
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5.1 Troubleshooting
 Verify that the device is using the right DC power cord/adapter, or the device 

may be damaged.
 Select the proper UTP/STP cable to construct the user network. Use unshielded 

twisted-pair (UTP) or shield twisted-pair (STP) cable for RJ-45 connections that 
depend on the connector type the switch equipped: 100R Category 3, 4 or 5 
cable for 10Mbps connections, 100R Category 5 cable for 100Mbps connec-
tions, or 100R Category 5e/above cable for 1000Mbps connections. Also be 
sure that the length of any twisted-pair connection does not exceed 100 meters 
(328 feet).
R = replacement letter for Ohm symbol.

 Diagnosing LED Indicators: To assist in identifying problems, the switch can 
be easily monitored through panel indicators, which describe common problems 
the user may encounter, so the user can be guided towards possible solutions.

 If the power indicator does not light on when the power cord is plugged in, you 
may have a problem with power cord. Check for loose power connections, 
power losses, or surges, at the power outlet. If you still cannot resolve the prob-
lem, contact a local dealer for assistance.

 If the LED indicators are normal and the connected cables are correct but pack-
ets still cannot be transmitted, please check the user system's Ethernet device 
configuration or status.
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