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Used Symbols 
 

 
Danger ς Information regarding user safety or potential damage to the router. 
 
Attention ς Problems that can arise in specific situations. 

Information, notice ς Useful tips or information of special interest. 

Example ς Example of function, command or script.  
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1. Introduction 

Cellular router ICR-1601 is designed for wireless communication in the mobile networks that make use 

of traditional cellular technologies. The primary purpose of this router is its use in the newest Category 

4 (Cat.4) services on the cellular LTE network.  

LTE Category 4 (Cat.4) is the next step in 4G LTE device capability. Cat.4 rated ICR-1601 routers are 

capable of achieving better typical speeds in 4G coverage areas where the network is enabled with 20 MHz 

of contiguous spectrum. The peak downlink data rate for a Category 4 is approximately 150 Mbps. Also in 

the uplink, LTE Category 4 provides a peak data rate of 50 Mbps. 

 

Below is the list of the main ǊƻǳǘŜǊΩǎ features: 

¶ /ƻƳǇŀŎǘ ŘŜǎƛƎƴΥ .ǳƛƭǘπƛƴ [¢9 ŀƴŘ ŎƻƴŦƛƎǳǊŀōƭŜ 9ǘƘŜǊƴŜǘ ²!bκ[!b Ŏŀƴ ǇǊƻǾƛŘŜ 9ǘƘŜǊƴŜǘ ƳŀŎƘƛƴŜ Ŝŀǎȅ 
ŎƻƴƴŜŎǘƛƻƴ ǘƻ ƛƴǘŜǊƴŜǘκƛƴǘǊŀƴŜǘ ōȅ [¢9 ƻǊ ƘƛƎƘ ǊŜƭƛŀōƭŜ ŦŀƛƭπƻǾŜǊ ǿƛǊŜŘκ[¢9 ŎƻƴƴŜŎǘƛƻƴΦ 

¶ 5ǳŀƭ {LaΥ 9ƳōŜŘŘŜŘ оDκпD ǿƛǘƘ ŎƻƴŦƛƎǳǊŀōƭŜ Řǳŀƭπ{La ŀŎƘƛŜǾŜ ƭƻŎŀǘƛƻƴ ŦǊŜŜ ƳǳƭǘƛπL{t ŦŀƛƭπƻǾŜǊ 
ǊŜǉǳƛǊŜƳŜƴǘΦ 

¶ ±ŜǊǎŀǘƛƭŜ /ŜƭƭǳƭŀǊΥ tǊŜŦŜǊǊŜŘ ǎŜǊǾƛŎŜ ǎŜƭŜŎǘƛƻƴ Ŏŀƴ ǎƛƳǇƭƛŦȅ ǳǇƭƛƴƪ ǎŜǘǘƛƴƎΤ ǘƻƻƭƪƛǘ ŦǳƴŎǘƛƻƴ ƻŦ Řŀǘŀ ǳǎŀƎŜ 
Ŏŀƴ ŎƻƴǘǊƻƭ ōǳŘƎŜǘΤ ŎƻƴŦƛƎǳǊŀōƭŜ {a{ ŎƻƳƳŀƴŘ ƛǎ ǳǎŜŦǳƭ ŀƴŘ ŜŦŦƛŎƛŜƴǘ ŦƻǊ ǊŜƳƻǘŜ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΦ  

¶ /ƻƳǇƭŜǘŜ bŜǘǿƻǊƪΥ .ǳƛƭǘπƛƴ b!¢κtƻǊǘ CƻǊǿŀǊŘκwƻǳǘƛƴƎκLtǾс ŀǊŜ ŎƻƳǇŀǘƛōƭŜ ǘƻ ŜȄƛǎǘƛƴƎ Lt ƴŜǘǿƻǊƪΦ  

¶ IƛƎƘƭȅ {ŜŎǳǊƛǘȅΥ ±ŀǊƛƻǳǎ ±tb ǇǊƻǘƻŎƻƭ ϧ ǎŎŜƴŀǊƛƻ Ŏŀƴ ǎŜǘǳǇ ǎŜŎǳǊŜ ƛƴǘǊŀƴŜǘΤ ōǳƛƭǘπƛƴ CƛǊŜǿŀƭƭ ǇǊŜǾŜƴǘǎ 
ƳŀƭƛŎƛƻǳǎ ŀǘǘŀŎƪǎΤ !/[ ϧ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ōȅ a!/ κ¦ǎŜǊ ŜƴƘŀƴŎŜǎ ǎŜŎǳǊŜ ŀŎŎŜǎǎΦ  

¶ CƭŜȄƛōƭŜ !ŘƳƛƴƛǎǘǊŀǘƛƻƴΥ ²Ŝō ¦L ƛǎ ǳǎŜŘ ŦƻǊ ōŀǎƛŎ ǎŜǘǘƛƴƎΤ ǇǊƻƎǊŀƳƳŀōƭŜ /[L ŀƴŘ /ƻƳƳŀƴŘ {ŎǊƛǇǘ ŀǊŜ 
ǳǎŜŘ ŦƻǊ ŀŘǾŀƴŎŜŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴΤ ǎȅǎǘŜƳ Ŏŀƴ ōŜ ƳŀƴŀƎŜŘ ōȅ ba{ ōŀǎŜŘ ƻƴ ¢wπлсфΦ 

¶ {ƳŀǊǘ 9ǾŜƴǘ IŀƴŘƛƴƎΥ aŜŎƘŀƴƛǎƳ ǘƻ ƳŀƴŀƎŜ ŀŎǘƛƻƴ ŦƻǊ ǇǊŜπŘŜŦƛƴŜŘ ŜǾŜƴǘǎ ōȅ ŀŘƳƛƴƛǎǘǊŀǘƻǊΦ 9ǾŜƴǘǎ 
Ŏŀƴ ōŜ ǘǊƛƎƎŜǊŜŘ ƻǊ ƴƻǘƛŦƛŜŘ ōŀǎŜŘ ƻƴ {ȅǎǘŜƳκLƴǘŜǊŦŀŎŜ ǎǘŀǘǳǎ ŎƘŀƴƎŜΣ {a{Σ {bat ǘǊŀǇΣ ƻǊ ŜπƳŀƛƭΦ 

1.1 Basic HW Information 

As a standard, the ICR-1601 router is equipped with two Fast Ethernet 10/100 Mbps interfaces, two 

readers for SIM cards and reader for MicroSD card (log storage). The router can be equipped with WiFi 

module or with GPS module. This router is supplied in a metal bracket casing. For more detail see User 

Manual for ICR-1601 [2]. 

Before you install and use this product, please read this manual in detail for fully exploiting the 
functions of this product. 
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1.2 Installation & Maintenance Notice 

1.2.1 System Requirements 

Network Requirements ¶ ! Ŧŀǎǘ 9ǘƘŜǊƴŜǘ wWпр ŎŀōƭŜ 

¶ оDκпD ŎŜƭƭǳƭŀǊ ǎŜǊǾƛŎŜ ǎǳōǎŎǊƛǇǘƛƻƴ 

¶ L999 улнΦммōκƎκƴ ǿƛǊŜƭŜǎǎ ŎƭƛŜƴǘ 

¶ млκмлл 9ǘƘŜǊƴŜǘ ŀŘŀǇǘŜǊ ƻƴ t/ 

Web-based Configuration Utility 
Requirements 

Computer with the following: 

¶ ²ƛƴŘƻǿǎϯΣ aŀŎƛƴǘƻǎƘΣ ƻǊ [ƛƴǳȄπōŀǎŜŘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳ 

¶ !ƴ ƛƴǎǘŀƭƭŜŘ 9ǘƘŜǊƴŜǘ ŀŘŀǇǘŜǊ 
Browser requirements: 

¶ LƴǘŜǊƴŜǘ 9ȄǇƭƻǊŜǊ сΦл ƻǊ ƘƛƎƘŜǊ 

¶ /ƘǊƻƳŜ нΦл ƻǊ ƘƛƎƘŜǊ 

¶ CƛǊŜŦƻȄ оΦл ƻǊ ƘƛƎƘŜǊ 

¶ {ŀŦŀǊƛ оΦл ƻǊ ƘƛƎƘŜǊ  

1.2.2 Warnings 

¶ Only use the power adapter that comes with the package. Using a different voltage rating power 
adaptor is dangerous and may damage the product. 

¶ Do not open or repair the case yourself. If the product is too hot, turn off the power immediately 
and have it repaired at a qualified service center.  

¶ Place the product on a stable surface and avoid using this product and all accessories outdoors. 

 

1.2.3 Hot Surface Caution 

 

¶ The surface temperature for the metallic enclosure can be very high! 

¶ Especially after operating for a long time, installed at a closed cabinet without air conditioning 
support, or in a high ambient temperature space.  

¶ DO NOT touch the hot surface with your fingers while servicing! 
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1.3 Access to the Web Configuration 

Attention!  Wireless transmissions work only when you activate the SIM card for data traffic and 
insert it into the router. Remove the power source before inserting the SIM card. 

You may use the web interface to monitor, configure and manage the router. To do so, enter the 

ǊƻǳǘŜǊΩǎ Lt ŀŘŘǊŜǎǎ ƛƴ ȅƻǳǊ ōǊƻǿǎŜǊΦ ¢ƘŜ ŘŜŦŀǳƭǘ ŀŘŘǊŜǎǎ ƛǎ http://192.168.1.11. Please note that the DHCP 

server is enabled by default. 

When you see the login page, enter the user name and password and then click Login button. The 

default username is "admin". The default password is "admin". Change the default password as soon as 

possible! 

For increased security of the network connected to the router, change the default router 
password. 

                                                      
1 The default LAN IP address of this gateway is 192.168.1.1. If you change it, you need to login by using the 

new IP address. 

http://192.168.1.1/
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2. Basic Network 

2.1 WAN & Uplink 

 

 

 

The router provides multiple WAN interfaces to let all client hosts in Intranet of the router access the 

Internet via ISP. But ISPs in the world apply various connection protocols to let routers or user's devices 

dial in ISPs and then link to the Internet via different kinds of transmit media. 

2.1.1 Physical Interface 

 

 

 

 

 

ICR-1601 routers are usually equipped with various WAN interfacess to support different WAN 

connection scenario for requirement. You can configure the WAN interface one by one to get proper 

internet connection setup. Refer to the product specification for the available WAN interfaces in the 

product you purchased. 
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The first step to configure one WAN interface is to specify which kind of connection media to be used 

for the WAN connection, as shown in "Physical Interface" page. 

In "Physical Interface" page, there are two configuration windows, "Physical Interface List" and 

"Interface Configuration". "Physical Interface List" window shows all the available physical interfaces. After 

clicking on the "Edit" button for the interface in "Physical Interface List" window the "Interface 

Configuration" window will appear to let you configure a WAN interface. 

Physical Interface:  

¶ Ethernet WAN: The router has one RJ45 WAN port that can be configured to be WAN connections. 

You can directly connect to external DSL modem or setup behind a firewall device. 

¶ 3G/4G WAN: The router has one built-in 3G/4G cellular as WAN connection. For each cellular WAN, 

there are 1 or 2 SIM cards to be inserted for special failover function. 

¶ Please POWER OFF the router before you insert or remove SIM card! 

¶  The SIM card can be damaged if you insert or remove SIM card while the router is in operation. 

 

¶ WiFi Uplink WAN: For the product with WiFi Uplink function, one WiFi module can be configured to 

be WAN connections. For the WiFi module with Uplink function activated, you can further create some 

uplink profiles for ease of connecting to an uplink network. 

 

Operation Mode: 
There are three option ƛǘŜƳǎ ά!ƭǿŀȅǎ ƻƴέΣ άCŀƛƭƻǾŜǊέΣ ŀƴŘ ά5ƛǎŀōƭŜέ ŦƻǊ ǘƘŜ ƻǇŜǊŀǘƛƻƴ ƳƻŘŜ ǎŜǘǘƛƴƎΦ 
 

Always on: Set this WAN interface to be active all the time. When two or more WAN are established at 

"Always on" mode, outgoing data will through these WAN connections. 

 

Failover: 

A failover interface is a backup connection to the primary. 

That means only when its primary WAN connection is 

broken, the backup connection will be started up to 

substitute the primary connection. 

As shown in the diagram, WAN-2 is backup WAN for 

WAN-1. WAN-1 serves as the primary connection with 

operation mode "Always on". WAN-н ǿƻƴΩǘ ōŜ ŀŎǘƛǾŀǘŜŘ 

until WAN-1 disconnected. When WAN-1 connection is 

recovered back with a connection, it will take over data 

traffic again.  At that time, WAN-2 connection will be 

terminated. 
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Seamless Failover: 

In addition, there is a "Seamless" option for 

Failover operation mode. When seamless option 

is activated by checking on the "Seamless" box in 

configuration window, both the primary 

connection and the failover connection are 

started up after system rebooting. But only the 

primary connection executes the data transfer, 

while the failover one just keeps alive of 

connection line. As soon as the primary 

connection is broken, the system will switch, 

meaning failover, the routing path to the failover 

connection to save the dial up time of failover 

connection since it has been alive. 

 

 

When the ά{ŜŀƳƭŜǎǎέ ŜƴŀōƭŜ ŎƘŜŎƪōƻȄ is activated, it can allow the Failover interface to be connected 

continuously from system booting up. Failover WAN interface just keeps connecting without data traffic. 

The purpose is to shorten the switch time during failover process. So, when primary connection is 

disconnected, failover interface will take over the data transfer mission instantly by only changing routing 

path to the failover interface. The dialing-up time of failover connection is saved since it has been 

connected beforehand. 

 

VLAN Tagging 

Sometimes, your ISP required a VLAN tag to be inserted into the WAN packets from Router for specific 

services. Please enable VLAN tagging and specify tag in the WAN physical interface. Please be noted that 

only Ethernet and ADSL physical interfaces support the feature. For the device with 3G/4G WAN only, it is 

disabled. 

 

  



 

  ICR-1601 

 12 
 

Physical Interface Setting 

Go to Basic Network > WAN & Uplink > Physical Interface tab. 
 

¢ƘŜ tƘȅǎƛŎŀƭ LƴǘŜǊŦŀŎŜ ŀƭƭƻǿǎ ǳǎŜǊ ǘƻ ǎŜǘǳǇ ǘƘŜ ǇƘȅǎƛŎŀƭ ²!b ƛƴǘŜǊŦŀŎŜ ŀƴŘ ǘƻ ŀŘƧǳǎǘ ²!bΩǎ ōŜƘŀǾƛƻǊΦ  

 

 

When Edit button is applied, an Interface Configuration screen will appear. WAN-1 interface is used 

in this example. 

Interface Configuration: 

 

Interface Configuration 
Item Value setting Description 

Physical Interface 

1. A Must fill setting  

2. WAN-1 is the 

primary interface and 

is factory set to Always 

on. 

Select one expected interface from the available interface dropdown list. It 

can be 3G/4G, Ethernet or WiFi Module. 

Depending on the router model, Disable and Failover options will be 

available only to multiple WAN routers. WAN-2 ~ WAN-4 interfaces are only 

available to multiple WAN router. 

Operation Mode A Must fill setting 

Define the operation mode of the interface. 

Select Always on to make this WAN always active.  

Select Disable to disable this WAN interface. 

Select Failover to make this WAN a Failover WAN when the primary or the 

secondary WAN link failed. Then select the primary or the existed 

secondary WAN interface to switch Failover from. 

 

(Note: for WAN-1, only Always on option is available.) 

VLAN Tagging Optional setting 

Check Enable box to enter tag value provided by your ISP. Otherwise 

uncheck the box. 

Value Range: 1 ~ 4095. 

 

Note: This feature is NOT available for 3G/4G WAN connection. 
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2.1.2 Connection Setup  

 

 

 

 

 

After specifying the physical interface for each WAN connection, administrator must configure their 

connection profile to meet the dial in process of ISP, so that all client hosts in the Intranet of the router can 

access the Internet. 

In "Connection Setup" page, there are some configuration windows: "Internet Connection List", 

"Internet Connection Configuration", "WAN Type Configuration" and related configuration windows for 

each WAN type. For the Internet setup of each WAN interface, you must specify its WAN type of physical 

interface first and then its related parameter configuration for that WAN type. 

After clicking on the "Edit" button of a physical interface in "Internet Setup List" window, the "Internet 

Connection Configuration" window will appear to let you specify which kind of WAN type that you will use 

for that physical interface to make an Internet connection. Based on your chosen WAN type, you can 

configure necessary parameters in each corresponding configuration window. 
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Internet Connection List - Ethernet WAN 

 
WAN Type for Ethernet Interface: 

Ethernet is the most common WAN and uplink interface for ICR-1601 routers. Usually it is connected 

with xDSL or cable modem for you to setup the WAN connection. There are various WAN types to connect 

with ISP: 
¶ {ǘŀǘƛŎ LtΥ {ŜƭŜŎǘ ǘƘƛǎ ƻǇǘƛƻƴ ƛŦ L{t ǇǊƻǾƛŘŜǎ ŀ ŦƛȄŜŘ Lt ǘƻ ȅƻǳ ǿƘŜƴ ȅƻǳ ǎǳōǎŎǊƛōŜ ǘƘŜ ǎŜǊǾƛŎŜΦ ¦ǎǳŀƭƭȅ ƛǎ 
ƳƻǊŜ ŜȄǇŜƴǎƛǾŜ ōǳǘ ǾŜǊȅ ƛƳǇƻǊǘŀƴǘ ŦƻǊ ŎƻƻǇŜǊŀǘŜ ǊŜǉǳƛǊŜƳŜƴǘΦ 

¶ 5ȅƴŀƳƛŎ LtΥ ¢ƘŜ ŀǎǎƛƎƴŜŘ Lt ŀŘŘǊŜǎǎ ŦƻǊ ǘƘŜ ²!b ōȅ ŀ 5I/t ǎŜǊǾŜǊ ƛǎ ŘƛŦŦŜǊŜƴǘ ŜǾŜǊȅ ǘƛƳŜΦ Lǘ ƛǎ 
ŎƘŜŀǇŜǊ ŀƴŘ ǳǎǳŀƭƭȅ ŦƻǊ ŎƻƴǎǳƳŜǊ ǳǎŜΦ 

¶ ttt ƻǾŜǊ 9ǘƘŜǊƴŜǘΥ !ǎ ƪƴƻǿƴ ŀǎ tttƻ9Φ ¢Ƙƛǎ ²!b ǘȅǇŜ ƛǎ ǿƛŘŜƭȅ ǳǎŜŘ ŦƻǊ !5{[ ŎƻƴƴŜŎǘƛƻƴΦ Lt ƛǎ 
ǳǎǳŀƭƭȅ ŘƛŦŦŜǊŜƴǘ ŦƻǊ ŜǾŜǊȅ Řƛŀƭ ǳǇΦ 

¶ tt¢tΥ  ¢Ƙƛǎ ²!b ǘȅǇŜ ƛǎ ǇƻǇǳƭŀǊ ƛƴ ǎƻƳŜ ŎƻǳƴǘǊƛŜǎΣ ƭƛƪŜ wǳǎǎƛŀΦ 

¶ [н¢t Υ  ¢Ƙƛǎ ²!b ǘȅǇŜ ƛǎ ǇƻǇǳƭŀǊ ƛƴ ǎƻƳŜ ŎƻǳƴǘǊƛŜǎΣ ƭƛƪŜ LǎǊŀŜƭΦ 
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Configure Ethernet WAN Setting 

 
 

When Edit button is applied, Internet Connection Configuration screen will appear. WAN-1 interface 

is used in this example. 

 

WAN Type = Dynamic IP  

When you select it, "Dynamic IP WAN Type Configuration" will appear. Items and setting is explained below. 

 
 

Dynamic IP WAN Type Configuration 
Item Value setting Description 
Host Name An optional setting Enter the host name provided by your Service Provider. 

ISP Registered MAC 
Address 

An optional setting 

Enter the MAC address that you have registered with your service 
provider. Or Click the Clone ōǳǘǘƻƴ ǘƻ ŎƭƻƴŜ ȅƻǳǊ t/Ωǎ a!/ ǘƻ ǘƘƛǎ ŦƛŜƭŘΦ 
¦ǎǳŀƭƭȅ ǘƘƛǎ ƛǎ ǘƘŜ t/Ωǎ a!/ ŀŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ǘƻ ŀƭƭƻǿ ȅƻǳ ǘƻ ŎƻƴƴŜŎǘ ǘƻ 
Internet.  

 

WAN Type = Static IP 

 
 

When you select it, "Static IP WAN Type Configuration" will appear. Items and setting is explained below. 
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Static IP WAN Type Configuration 
Item Value setting Description 
WAN IP Address A Must filled setting Enter the WAN IP address given by your Service Provider 

WAN Subnet Mask A Must filled setting Enter the WAN subnet mask given by your Service Provider 

WAN Gateway A Must filled setting Enter the WAN gateway IP address given by your Service Provider 

Primary DNS A Must filled setting Enter the primary WAN DNS IP address given by your Service Provider 

Secondary DNS An optional setting Enter the secondary WAN DNS IP address given by your Service Provider 

 

WAN Type = PPPoE 

 
 

When you select it, "PPPoE WAN Type Configuration" will appear. Items and setting is explained below. 
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PPPoE WAN Type Configuration 
Item Value setting Description 
PPPoE Account A Must filled setting Enter the PPPoE User Name provided by your Service Provider. 

PPPoE Password A Must filled setting Enter the PPPoE password provided by your Service Provider. 

Primary DNS An optional setting Enter the IP address of Primary DNS server. 

Secondary DNS An optional setting Enter the IP address of Secondary DNS server.  

Service Name An optional setting Enter the service name if your ISP requires it  

Assigned IP Address An optional setting Enter the IP address assigned by your Service Provider.  
 

 

 

 

WAN Type = PPTP  
 

When you select it, "PPTP WAN Type Configuration" will appear. Items and setting is explained below. 

 

 
 

 

PPTP WAN Type Configuration 
Item Value setting Description 

IP Mode A Must filled setting 

Select either Static or Dynamic IP address for PPTP Internet connection. 
 ̧ When Static IP Address is selected, you will need to enter the WAN 

IP Address, WAN Subnet Mask, and WAN Gateway. 
Â WAN IP Address (A Must filled setting): Enter the WAN IP 

address given by your Service Provider.  
Â WAN Subnet Mask (A Must filled setting): Enter the WAN 

subnet mask given by your Service Provider. 
Â WAN Gateway (A Must filled setting): Enter the WAN 

gateway IP address given by your Service Provider. 
 ̧ When Dynamic IP is selected, there are no above settings required. 

Server IP 
Address/Name 

A Must filled setting 
Enter the PPTP server name or IP Address.  

PPTP Account A Must filled setting Enter the PPTP username provided by your Service Provider. 

PPTP Password A Must filled setting Enter the PPTP connection password provided by your Service Provider. 
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Connection ID An optional setting Enter a name to identify the PPTP connection.  

MPPE An optional setting 
Select Enable to enable MPPE (Microsoft Point-to-Point Encryption) 
security for PPTP connection. 

 

WAN Type = L2TP 
 

 
 

When you select it, "L2TP WAN Type Configuration" will appear. Items and setting is explained below. 
 

 

 
 

 

 

L2TP WAN Type Configuration 
Item Value setting Description 

IP Mode A Must filled setting 

Select either Static or Dynamic IP address for L2TP Internet connection. 
 ̧ When Static IP Address is selected, you will need to enter the WAN 

IP Address, WAN Subnet Mask, and WAN Gateway. 
Â WAN IP Address (A Must filled setting): Enter the WAN IP 

address given by your Service Provider.  
Â WAN Subnet Mask (A Must filled setting): Enter the WAN 

subnet mask given by your Service Provider. 
Â WAN Gateway (A Must filled setting): Enter the WAN 

gateway IP address given by your Service Provider. 
 ̧ When Dynamic IP is selected, there are no above settings required. 

Server IP 
Address/Name 

A Must filled setting 
Enter the L2TP server name or IP Address. 

L2TP Account A Must filled setting Enter the L2TP username provided by your Service Provider. 

L2TP Password A Must filled setting Enter the L2TP connection password provided by your Service Provider. 
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Service Port A Must filled setting 

Enter the service port that the Internet service. 
There are three options can be selected : 

 ̧ Auto: Port will be automatically assigned. 
 ̧ 1701 (For Cisco): Set service port to port 1701 to connect to 

CISCO server. 
 ̧ User-defined: enter a service port provided by your Service 

Provider. 

MPPE An optional setting 
Select Enable to enable MPPE (Microsoft Point-to-Point Encryption) 
security for PPTP connection. 

 

Ethernet Connection Common Configuration 

 

There are some important parameters to be set up no matter which Ethernet 
WAN type is selected. You should follow up the rule to configure. 

 
Connection Control 

Auto-reconnect: This gateway will establish 
Internet connection automatically once it has 
been booted up, and try to reconnect once 
ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ŘƻǿƴΦ LǘΩǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ 
choose this scheme if for mission critical 
applications to ensure full-time Internet 
connection. 
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Connect-on-demand: ¢Ƙƛǎ ƎŀǘŜǿŀȅ ǿƻƴΩǘ 
start to establish Internet connection until 
local data is going to be sent to WAN side. 
After normal data transferring between LAN 
and WAN sides, this gateway will disconnect 
WAN connection if idle time reaches value of 
Maximum Idle Time. 

 

 

Manually: ¢Ƙƛǎ ƎŀǘŜǿŀȅ ǿƻƴΩǘ ǎǘŀǊǘ ǘƻ 
establish WAN connection until you press 
ά/ƻƴƴŜŎǘέ ōǳǘǘƻƴ ƻƴ ǿŜō ¦LΦ !ŦǘŜǊ ƴƻǊƳŀƭ 
data transferring between LAN and WAN 
sides, this gateway will disconnect WAN 
connection if idle time reaches value of 
Maximum Idle Time. 

 

 

Please be noted, if the WAN interface serves as the primary one for another WAN interface in Failover 

role, the Connection Control parameter will not be available to you to configure as the system must set it 

to ά!ǳǘƻ-ǊŜŎƻƴƴŜŎǘ ό!ƭǿŀȅǎ ƻƴύέΦ 
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Network Monitoring 
It is necessary to monitor connection status 

continuous. To do it, "ICMP Check" and "FQDN Query" 

are used to check. When there is traffic of connection, 

checking packet will waste bandwidth. Response time 

of replied packets may also increase. To avoid 

"Network Monitoring" work abnormally, enabling 

"Checking Loading" option will stop connection check 

when there is traffic. It will wait for another "Check 

Interval" and then check loading again. 

When you Řƻ άbŜǘǿƻǊƪ aƻƴƛǘƻǊƛƴƎέΣ ƛŦ ǊŜǇƭȅ ǘƛƳŜ 

longer than "Latency" or even no response longer than 

"Checking Timeout", "Fail" count will be increased. If it 

is continuous and "Fail" count is more than "Fail 

Threshold", gateway will do exception handing 

process and re-initial this connection again. 

Otherwise, network monitoring process will be start 

again. 

 
 
 
 

 
 

{Ŝǘ ǳǇ ά9ǘƘŜǊƴŜǘ /ƻƳƳƻƴ /ƻƴŦƛƎǳǊŀǘƛƻƴέ 

Ethernet WAN Common Configuration 
Item Value setting Description 

Connection Control A Must filled setting 

There are three connection modes. 

¶ Auto-reconnect enables the router to always keep the Internet 
connection on. 

¶ Connect-on-demand enables the router to automatically re-
establish Internet connection as soon as user attempts to 
access the Internet. Internet connection will be disconnected 
when it has been inactive for a specified idle time. 

¶ Connect Manually allows user to connect to Internet manually. 
Internet connection will be inactive after it has been inactive for 
specified idle time. 

Maximum Idle Time 
1. An Optional setting 
2. By default 600 
seconds is filled-in 

Specify the maximum Idle time setting to disconnect the internet 
connection when the connection idle timed out. 
Value Range: 300 ~ 86400. 
Note: This field is available only when Connect-on-demand or Connect 
Manually is selected as the connection control scheme. 
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MTU Setup 
1. An Optional setting 
2. Uncheck by default 

Check the Enable box to enable the MTU (Maximum Transmission Unit) 
limit, and specify the MTU for the 3G/4G connection. 
MTU refers to Maximum Transmission Unit. It specifies the largest packet 
size permitted for Internet transmission.  
Value Range: 1200 ~ 1500. 

MTU Setup 

1. ! aǳǎǘ ŦƛƭƭŜŘ 
ǎŜǘǘƛƴƎ 

2. !ǳǘƻ όǾŀƭǳŜ ȊŜǊƻύ 
ƛǎ ǎŜǘ ōȅ ŘŜŦŀǳƭǘ 

3. aŀƴǳŀƭ ǎŜǘ ǊŀƴƎŜ 
мнллϤмрлл 

MTU refers to Maximum Transmission Unit. It specifies the largest packet 
size permitted for Internet transmission.  
When set to Auto όǾŀƭǳŜ ΨлΩύΣ ǘƘŜ ǊƻǳǘŜǊ ǎŜƭŜŎǘǎ ǘƘŜ ōŜǎǘ a¢¦ ŦƻǊ ōŜǎǘ 
Internet connection performance. 

NAT 
1. !ƴ ƻǇǘƛƻƴŀƭ ǎŜǘǘƛƴƎ 
2. b!¢ ƛǎ ŜƴŀōƭŜŘ ōȅ 
ŘŜŦŀǳƭǘ 

Enable NAT to apply NAT on the WAN connection. Uncheck the box to 
disable NAT function.  

Network Monitoring 
1. !ƴ ƻǇǘƛƻƴŀƭ ǎŜǘǘƛƴƎ 
2. 9ƴŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘ 

When the Network Monitoring feature is enabled, the gateway will use 
DNS Query or ICMP to periodically check Internet connection ςconnected 
or disconnected. 

 ̧ Choose either DNS Query or ICMP Checking to detect WAN link. 
With DNS Query, the system checks the connection by sending DNS 
Query packets to the destination specified in Target 1 and Target 2. 
With ICMP Checking, the system will check connection by sending 
ICMP request packets to the destination specified in Target 1 and 
Target 2. 

 ̧ Loading Check  
Enable Loading Check allows the router to ignore unreturned DNS 
Queries or ICMP requests when WAN bandwidth is fully occupied. 
This is to prevent false link-down status. 

 ̧ Check Interval defines the transmitting interval between two DNS 
Query or ICMP checking packets. 

 ̧ Check Timeout defines the timeout of each DNS query/ICMP. 
 ̧ Latency Threshold defines the tolerance threshold of responding 

time. 
 ̧ Fail Threshold specifies the detected disconnection before the 

router recognize the WAN link down status. Enter a number of 
detecting disconnection times to be the threshold before 
disconnection is acknowledged. 

 ̧ Target1 (DNS1 set by default) specifies the first target of sending 
DNS query/ICMP request. 
Â DNS1: set the primary DNS to be the target. 
Â DNS2: set the secondary DNS to be the target. 
Â Gateway: set the Current gateway to be the target. 
Â Other Host: enter an IP address to be the target. 

 ̧ Target2 (None set by default) specifies the second target of 
sending DNS query/ICMP request. 
Â None: to disable Target2.  
Â DNS1: set the primary DNS to be the target. 
Â DNS2: set the secondary DNS to be the target. 
Â Gateway: set the Current gateway to be the target. 
Â Other Host: enter an IP address to be the target. 

IGMP 

1. A Must filled setting 

2. Disable is set by 

default 

Enable IGMP (Internet Group Management Protocol) would enable the 
router to listen to IGMP packets to discover which interfaces are 
connected to which device. The router uses the interface information 
generated by IGMP to reduce bandwidth consumption in a multi-access 
network environment to avoid flooding the entire network. 
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WAN IP Alias 
1. An optional setting 

2. Uncheck by default 

Enable WAN IP Alias then enter the IP address provided by your service 
provider. 
WAN IP Alias is used by the device router and is treated as a second set 
of WAN IP to provide dual WAN IP address to your LAN network. 

Save N/A Click Save to save the settings. 

Undo N/A Click Undo to cancel the settings. 

 

Internet Connection ς 3G/4G WAN 

 

 

 

Preferred SIM Card ς Dual SIM Fail Over 

For 3G/4G embedded device, one embedded cellular module can create only one WAN interface. This 

device has featured by using dual SIM cards for one module with special fail-over mechanism. It is called 

5ǳŀƭ {La CŀƛƭƻǾŜǊΦ ¢Ƙƛǎ ŦŜŀǘǳǊŜ ƛǎ ǳǎŜŦǳƭ ŦƻǊ L{t ǎǿƛǘŎƘ ƻǾŜǊ ǿƘŜƴ ƭƻŎŀǘƛƻƴ ƛǎ ŎƘŀƴƎŜŘΦ ²ƛǘƘƛƴ ά5ǳŀƭ {La 

CŀƛƭƻǾŜǊέΣ ǘƘŜǊŜ ŀǊŜ ǾŀǊƛƻǳǎ ǳǎŀƎŜ ǎŎŜƴŀǊƛƻǎΣ ƛƴŎƭǳŘƛƴƎ "SIM-A First", "SIM-. CƛǊǎǘά ǿƛǘƘ άCŀƛƭōŀŎƪέ ŜƴŀōƭŜŘ 

ƻǊ ƴƻǘΣ ŀƴŘ ά{La-! hƴƭȅ ŀƴŘ ά{La-. hƴƭȅέΦ 
 

SIM-A/SIM-B only 

²ƘŜƴ ά{La-! hƴƭȅέ ƻǊ ά{La-. hƴƭȅέ ƛǎ ǳǎŜŘΣ ǘƘŜ ǎǇŜŎƛŦƛŜŘ {La ǎƭƻǘ ŎŀǊŘ ƛǎ ǘƘŜ ƻƴƭȅ ƻƴŜ ǘƻ ōŜ ǳǎŜŘ 
for negotiation parameters between gateway device and cellular ISP. 
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SIM-A / SIM-B first without enable Failback 

.ȅ ŘŜŦŀǳƭǘΣ ά{La-! CƛǊǎǘέ ǎŎŜƴŀǊƛƻ ƛǎ ǳǎŜŘ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ŎŜƭƭǳƭŀǊ 
L{t ŦƻǊ Řŀǘŀ ǘǊŀƴǎŦŜǊΦ Lƴ ǘƘŜ ŎŀǎŜ ƻŦ ά{La-! CƛǊǎǘέ ƻǊ ά{La-. CƛǊǎǘέ 
scenario, the gateway will try to connect to the Internet by 
using SIM-A or SIM-B card first. And when the connection is 
broken, the gateway will switch to use the other SIM card for 
an alternate automatically and will not switch back to use 
original SIM card except current SIM connection is also broken. 
That is, SIM-A and SIM-B are used iteratively, but either one will 
keep being used for data transfer when current connection is 
still alive. 

 

 

SIM-A / SIM-B first with Failback enable 
²ƛǘƘ CŀƛƭōŀŎƪ ƻǇǘƛƻƴ ŜƴŀōƭŜŘΣ ά{La-! CƛǊǎǘέ 

scenario is used to connect when the 

connection is broken, gateway system will 

switch to use SIM-B. And when SIM-A 

connection is recovered, it will switch back to 

use original SIM-A card  

 

 

 

 
 

Configure 3G/4G WAN Setting 

When Edit button is applied, Internet Connection Configuration, and 3G/4G WAN Configuration 

screens will appear. 
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3G/4G Connection Configuration 
Item Value setting Description 

WAN Type 

1. ! aǳǎǘ ŦƛƭƭŜŘ 
ǎŜǘǘƛƴƎ 

2. оDκпD ƛǎ ǎŜǘ ōȅ 
ŘŜŦŀǳƭǘΦ 

From the dropdown box, select Internet connection method for 3G/4G 
WAN Connection. Only 3G/4G is available. 

Preferred SIM Card 

1. A Must filled setting 
2. By default SIM-A 
First is selected 
3. Failback is 
unchecked by default 

Choose which SIM card you want to use for the connection. 
When SIM-A First or SIM-B First is selected, it means the connection is 
built first by using SIM A/SIM B. And if the connection is failed, it will 
change to the other SIM card and try to dial again, until the connection is 
up.  
When SIM-A only or SIM-B only is selected, it will try to dial up only using 
the SIM card you selected. 
When Failback is checked, it means if the connection is dialed-up not 
using the main SIM you selected, it will failback to the main SIM and try 
to establish the connection periodically. 
Note_1: For the product with single SIM design, only SIM-A Only option 
is available. 
Note_2: Failback is available only when SIM-A First or SIM-B First is 
selected. 

Auto Flight Mode 
The box is unchecked 
by default 

Check the Enable box to activate the function. 
By default, if you disabled the Auto Flight Mode, the cellular module will 
always occupy a physical channel with cellular tower. It can get data 
connection instantly, and receive managing SMS all the time on required. 
If you enabled the Auto Flight Mode, the gateway will pop up a message 
άCƭƛƎƘǘ ƳƻŘŜ ǿƛƭƭ ŎŀǳǎŜ ŎŜƭƭǳƭŀǊ ŦǳƴŎǘƛƻƴ ǘƻ ōŜ ƳŀƭŦǳƴŎǘƛƻƴŜŘ, when the 
Řŀǘŀ ǎŜǎǎƛƻƴ ƛǎ ƻŦŦƭƛƴŜΦέΣ and it will make the cellular module into flight 
mode and disconnected with cellular tower physically. In, addition, 
whenever the cellular module is going to be used for data connection to 
backup the failed primary connection, the cellular module will be active 
to connect with cellular tower and get the data connection for use, It 
takes few more seconds. 
 
Note: Keep it unchecked unless your cellular ISP asked the connected 
gateway to enable the Auto Flight Mode. 
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Configure SIM-A / SIM-B Card 

Here you can set configurations for the cellular connection according to your situation or requirement. 
 

 
 
Note_1: Configurations of SIM-B Card follows the same rule of Configurations of SIM-A Card, here we list 
SIM-A as the example. 
Note_2: Both Connection with SIM-A Card and Connection with SIM-B Card will pop up only when the 

SIM-A First or SIM-B First is selected, otherwise it only pops out one of them. 

 

Connection with SIM-A/-B Card 
Item Value setting Description 

Network Type 
1. A Must filled setting 
2. By default Auto is 
selected 

Select Auto to register a network automatically, regardless of the 
network type. 
Select 2G Only to register the 2G network only.  
Select 2G Prefer to register the 2G network first if it is available. 
Select 3G only to register the 3G network only. 
Select 3G Prefer to register the 3G network first if it is available. 
Select LTE only to register the LTE network only. 
 
Note: Options may be different due to the specification of the module. 
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Dial-Up Profile 

1. A Must filled setting 

2. By default Manual-
configuration is 
selected 

Specify the type of dial-up profile for your 3G/4G network. It can be 
Manual-configuration, APN Profile List, or Auto-detection. 
 
Select Manual-configuration to set APN (Access Point Name), Dial 
Number, Account, and Password to what your carrier provides. 
Select APN Profile List to set more than one profile to dial up in turn, 
until the connection is established. It will pop up a new filed, please go to 
Basic Network > WAN & Uplink > Internet Setup > SIM-A APN Profile 
List for details. 
Select Auto-detection to automatically bring out all configurations 
needed while dialing-up, by comparing the IMSI of the SIM card to the 
record listeŘ ƛƴ ǘƘŜ ƳŀƴǳŦŀŎǘǳǊŜǊΩǎ ŘŀǘŀōŀǎŜΦ 
 
Note_1: You are highly recommended to select the Manual or APN 
Profile List to specify the network for your subscription. Your ISP always 
provides such network settings for the subscribers. 
Note_2:  If you select Auto-detection, it is likely to connect to improper 
network, or failed to find a valid APN for your ISP. 

APN 

1. A Must filled setting 

2. String format : any 

text 

Enter the APN you want to use to establish the connection. 
This is a must-filled setting if you selected Manual-configuration as dial-
up profile scheme. 

IP Type 

1. A Must filled setting 

2. By default IPv4 is 

selected 

Specify the IP type of the network service provided by your 3G/4G 
network. It can be IPv4, IPv6, or IPv4/6. 

PIN code 

1. An Optional setting 

2. String format : 

integer 

Enter the PIN (Personal Identification Number) code if it needs to unlock 

your SIM card. 

Dial Number,  
Account,  
Password 

1. An Optional setting 

2. String format : any 

text 

Enter the optional Dial Number, Account, and Password settings if your 

ISP provided such settings to you. 

Note: These settings are only displayed when Manual-configuration is 

selected. 

Authentication 

1. A Must filled setting 

2. By default Auto is 

selected 

Select PAP (Password Authentication Protocol) and use such protocol to 
ōŜ ŀǳǘƘŜƴǘƛŎŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎŀǊǊƛŜǊΩǎ ǎŜǊǾŜǊΦ 
Select CHAP (Challenge Handshake Authentication Protocol) and use such 
ǇǊƻǘƻŎƻƭ ǘƻ ōŜ ŀǳǘƘŜƴǘƛŎŀǘŜŘ ǿƛǘƘ ǘƘŜ ŎŀǊǊƛŜǊΩǎ ǎŜǊǾŜǊΦ 
When Auto is selected, it means it will authenticate with the server 
either PAP or CHAP. 

IP Mode 

1. A Must filled setting 

2. By default Dynamic 

IP is selected 

When Dynamic IP is selected, it means it will get all IP configurations 
ŦǊƻƳ ǘƘŜ ŎŀǊǊƛŜǊΩǎ ǎŜǊǾŜǊ ŀƴŘ ǎŜǘ ǘƻ ǘƘŜ ŘŜǾƛŎŜ ŘƛǊŜŎǘƭȅΦ  
If you have specific application provided by the carrier, and want to set IP 
configurations on your own, you can switch to Static IP mode and fill in 
all parameters that required, such as IP address, subnet mask and 
gateway. 
 
Note: IP Subnet Mask is a must filled setting, and make sure you have 
the right configuration. Otherwise, the connection may get issues. 

Primary DNS 

1. An Optional setting 

2. String format : IP 

address (IPv4 type) 

Enter the IP address to change the primary DNS (Domain Name Server) 
setting. If it is not filled-in, the server address is given by the carrier while 
dialing-up. 

Secondary DNS 

1. An Optional setting 

2. String format : IP 

address (IPv4 type) 

Enter the IP address to change the secondary DNS (Domain Name Server) 
setting. If it is not filled-in, the server address is given by the carrier while 
dialing-up. 
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Roaming 
The box is unchecked 

by default 

Check the box to establish the connection even the registration status is 
roaming, not in home network. 
 
Note: It may cost additional charges if the connection is under roaming. 

 

Create/Edit SIM-A / SIM-B APN Profile List 

You can add a new APN profile for the connection, or modify the content of the APN profile you added. 

It is available only when you select Dial-Up Profile as APN Profile List. 

 

 
 

List all the APN profile you created, easily for you to check and modify. It is available only when you 

select Dial-Up Profile as APN Profile List. When Add button is applied, an APN Profile Configuration screen 

will appear. 

 

 
 

SIM-A/-B APN Profile Configuration 
Item Value setting Description 

Profile Name 

1. By default Profile-x is 
listed 
2. String format : any 
text 

Enter the profile name you want to describe for this profile. 

APN String format : any text Enter the APN you want to use to establish the connection. 

IP Type 

1. A Must filled setting 

2. By default IPv4 is 

selected 

Specify the IP type of the network service provided by your 3G/4G 
network. It can be IPv4, IPv6, or IPv4/6. 

Account String format : any text 
Enter the Account you want to use for the authentication. 
Value Range: 0 ~ 53 characters. 

Password String format : any text Enter the Password you want to use for the authentication. 
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Authentication 

1. A Must filled setting 

2. By default Auto is 

selected 

Select the Authentication method for the 3G/4G connection. 
It can be Auto, PAP, CHAP, or None. 

Priority 
1. A Must filled setting 

2. String format : integer 

Enter the value for the dialing-up order. The valid value is from 1 to 16. It 
will start to dial up with the profile that assigned with the smallest 
number. 
Value Range: 1 ~ 16. 

Profile 
The box is checked by 

default 

Check the box to enable this profile. 
Uncheck the box to disable this profile in dialing-up action. 

Save N/A Click the Save button to save the configuration. 

Undo N/A 
Click the Undo button to restore what you just configured back to the 

previous setting. 

Back N/A 
When the Back button is clicked, the screen will return to the previous 

page. 

 

Setup 3G/4G Connection Common Configuration 

Here you can change common configurations for 3G/4G WAN. 
 

 
 
3G/4G Connection Common Configuration 
Item Value setting Description 

Connection Control 
By default Auto-
reconnect is selected 

When Auto-reconnect is selected, it means it will try to keep the Internet 
connection on all the time whenever the physical link is connected. 
When Connect-on-demand is selected, it means the Internet connection 
will be established only when detecting data traffic.  
When Connect Manually is selected, it means you need to click the 
Connect button to dial up the connection manually. Please go to Status > 
Basic Network > WAN & Uplink tab for details. 
 
Note: If the WAN interface serves as the primary one for another WAN 
interface in Failover role( and vice versa),  the Connection Control 
parameter will not be available on both WANs as the system must set it 
ǘƻ ά!ǳǘƻ-ǊŜŎƻƴƴŜŎǘέ 

Maximum Idle Time 
1. An Optional setting 
2. By default 600 
seconds is filled-in 

Specify the maximum Idle time setting to disconnect the internet 
connection when the connection idle timed out. 
Value Range: 300 ~ 86400. 
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Note: This field is available only when Connect-on-demand or Connect 
Manually is selected as the connection control scheme. 

Time Schedule 
1. A Must filled setting 
2. By default (0) 
Always is selected 

When (0) Always is selected, it means this WAN is under operation all the 
time. Once you have set other schedule rules, there will be other options 
to select. Please go to Object Definition > Scheduling for details. 

MTU Setup 
1. An Optional setting 
2. Uncheck by default 

Check the Enable box to enable the MTU (Maximum Transmission Unit) 
limit, and specify the MTU for the 3G/4G connection. 
MTU refers to Maximum Transmission Unit. It specifies the largest packet 
size permitted for Internet transmission.  
Value Range: 1200 ~ 1500. 

IP Pass-through 
(Cellular Bridge) 

1. The box is 
unchecked by default 
2. String format for 
Fixed MAC: 
MAC address, e.g. 
00:50:18:aa:bb:cc 

When Enable box is checked, it means the device will directly assign the 
WAN IP to the first connected local LAN client.  
However, when an optional Fixed MAC is filled-in a non-zero value, it 
means only the client with this MAC address can get the WAN IP address. 
 
Note: When the IP Pass-through is on, NAT and WAN IP Alias will be 
unavailable until the function is disabled again. 

NAT Check by default Uncheck the box to disable NAT (Network Address Translation) function. 

IGMP 
By default Disable is 
selected 

Select Auto to enable IGMP function. 
Check the Enable box to enable IGMP Proxy. 

WAN IP Alias 

1. Unchecked by 
default 
2. String format: IP 
address (IPv4 type) 

Check the box to enable WAN IP Alias, and fill in the IP address you want 
to assign. 
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Network Monitoring Configuration 
Item Value setting Description 

Network Monitoring 
Configuration 

1. An optional setting 

2. Box is checked by 

default 

Check the Enable box to activate the network monitoring function. 

Checking Method 
1. An Optional setting 
2. DNS Query is set by 
default  

Choose either DNS Query or ICMP Checking to detect WAN link. 
With DNS Query, the system checks the connection by sending DNS 
Query packets to the destination specified in Target 1 and Target 2. 
With ICMP Checking, the system will check connection by sending ICMP 
request packets to the destination specified in Target 1 and Target 2. 

Loading Check 

1. An optional setting 

2. Box is checked by 

default 

Check the Enable box to activate the loading check function. 
Enable Loading Check allows the gateway to ignore unreturned DNS 
queries or ICMP requests when WAN bandwidth is fully occupied. This is 
to prevent false link-down status. 

Query Interval 

1. A Must filled setting 
2. By default 3 seconds 

is filled-in 

Query Interval defines the transmitting interval between two DNS Query 
or ICMP checking packets. 

Latency Threshold 

1. A Must filled setting 
2. By default 3000 ms is 

filled-in 

Latency Threshold defines the tolerance threshold of responding time. 
 

Fail Threshold 

1. A Must filled setting 
2. By default 10 times is 

filled-in 

Fail Threshold specifies the detected disconnection before the router 
recognize the WAN link down status. Enter a number of detecting 
disconnection times to be the threshold before disconnection is 
acknowledged. 

Target 1 

1. An Optional filled 

setting 

2. DNS1 is selected by 

default 

Target1 specifies the first target of sending DNS query/ICMP request. 
DNS1: set the primary DNS to be the target. 
DNS2: set the secondary DNS to be the target. 
Gateway: set the Current gateway to be the target. 
Other Host: enter an IP address to be the target. 

Target 2 

1. An Optional filled 

setting 

2. None is selected by 

default 

Target1 specifies the second target of sending DNS query/ICMP request. 
None: no second target is required. 
DNS1: set the primary DNS to be the target. 
DNS2: set the secondary DNS to be the target. 
Gateway: set the Current gateway to be the target. 
Other Host: enter an IP address to be the target. 

Save N/A Click Save to save the settings. 

Undo N/A Click Undo to cancel the settings. 
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Internet Connection ς WiFi Uplink WAN 

If the device connects to Internet through WiFi Uplink, this section will help you to complete WiFi 

Uplink connection setup. 

 
Go to Basic Network > WAN & Uplink > Connection Setup tab. 
 

WiFi Uplink interface: The Uplink network is a wireless network, and the gateway can connect to the 

Uplink network through WiFi connection. 

If you have the access permission to a certain wireless network, you can setup a WiFi Uplink connection 

by using the router device. This router can support 802.11n/g/b data connection, and it can connect to 

a wireless network (access point) under the regular infrastructure mode. 

 

 
 

Configure WiFi Uplink Setting 

When Edit button is applied, Internet Connection Configuration screen will appear. WAN-2 interface 

is used in this example. 

 

 
 

Internet Connection Configuration 
Item Value setting Description 

WAN Type 

1. A Must filled setting. 

2. Uplink is selected by 

default. 

From the dropdown box, select Internet connection method for WiFi 
Uplink Connection. Only Uplink is available. 
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WiFi Uplink 
 

 
 

WiFi Uplink WAN Type Configuration 
Item Value setting Description 

Connect to AP N/A 

Display the information of AP for connecting. 
You can Click the Scan button and select an AP for the uplink network. 
Besides, you can also create uplink profile(s) for ease of connecting to an 
available Uplink network. Refer to Basic Network > WiFi > Uplink Profile 
tab. 

Network Type 

1. A Must filled setting 
2. NAT Mode is 

selected by default. 

Select the expected network type for the WiFi Uplink connection. It can 
be NAT Mode, Bridge Mode, or NAT Disable. 
When NAT Mode is selected, the NAT function is activated on the 
Wireless Uplink connection; 
When Bridge Mode is selected, the bridge function is activated on the 
Wireless Uplink connection; The supporting of bridge mode depends on 
ǘƘŜ ǇǊƻŘǳŎǘ ǎǇŜŎƛŦƛŎŀǘƛƻƴΣ ƛŦ ǘƘŜ ǇǳǊŎƘŀǎŜŘ ŘŜǾƛŎŜ ŘƻŜǎƴΩǘ ǎǳǇǇƻǊǘ ǘƘŜ 
bridge mode, it will be greyed out from selection. 
When NAT Disable is selected, the NAT function is deactivated on the 
Wireless Uplink connection, and it can function as a router with manually 
configured routing setting. 

IP Mode 

1. A Must filled setting 
2. Dynamic IP is 

selected by default. 

Specify the IP mode for the wireless uplink Interface. It can be Dynamic 
IP or Static IP. 
When Dynamic IP is selected, the device will request a IP from the Uplink 
Network as the IP for the uplink interface ; 
When Static IP is selected, you have to manually configure the IP address 
settings for the uplink interface. The settings include IP address, subnet 
mask, gateway, and primary/secondary DNS. 
 

Host Name An Optional setting Specify the Host Name. 

Fast Roaming 

1. An Optional setting 
2. Unchecked is 
selected by default. 

Click the Enable checkbox to activate the fast roaming function.  
In addition, you can also specify a threshold value for changing from one 
AP to another near-by AP. The default threshold value is 40%. 
Value Range: 30 ~ 60%. 
 

Fast Roaming 
Channels 

An Optional setting 
Select up to three fast roaming WiFi channels. 
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Network Monitoring 
 

 
 

Network Monitoring Configuration 
Item Value setting Description 

Network Monitoring 
Configuration 

1. An Optional setting 

2. The box is checked 
by default. 

Click the Enable checkbox to activate the function.  
 

Checking Method 
1. An Optional setting 
2. DNS Query is 
selected by default. 

Choose either DNS Query or ICMP Checking method and specify 
a Query/Check Interval to detect WAN link. 
 
With such configuration, the gateway will use DNS Query or ICMP 
Checking to periodically check Internet connection ςconnected or 
disconnected. 

Load Checking 
1. An optional setting 

2. Enabled by default. 

Click the Enable checkbox to activate the function.  
Enable Loading Check allows the gateway to ignore unreturned DNS 
Queries or ICMP requests when WAN bandwidth is fully occupied. This is 
to prevent false link-down status. 
Latency Threshold defines the tolerance threshold of responding time. 
Fail Threshold specifies the detected disconnection before the router 
recognize the WAN link down status. Enter a number of detecting 
disconnection times to be the threshold before disconnection is 
acknowledged. 

Query Interval 
1. An Optional setting 
2. 5 seconds is selected 
by default. 

Specify a time interval as the DNS Query Interval. 
Query Interval defines the transmitting interval between two DNS Query 
or ICMP checking packets. 
With DNS Query, the system checks the connection by sending DNS 
Query packets to the destination specified in Target 1 and Target 2. 
Value Range: 2 ~ 14400. 



 

  ICR-1601 

 35 
 

Check Interval 
1. An Optional setting 
2. 5 seconds is selected 
by default. 

Specify a time interval as the ICMP Checking Interval. 
Query Interval defines the transmitting interval between two DNS Query 
or ICMP checking packets. 
With ICMP Checking, the system will check connection by sending ICMP 
request packets to the destination specified in Target 1 and Target 2. 
Value Range: 2 ~ 14400. 

Latency Threshold 
1. An Optional setting 
2. 3000 ms is selected 
by default. 

Specify a time interval as the Latency Threshold. 
Latency Threshold defines the tolerance threshold of responding time. 
 

Fail Threshold 
1. An Optional setting 
2. 5 times is selected 
by default. 

Enter a number of detecting disconnection times to be the threshold 
before disconnection is acknowledged. 
Fail Threshold specifies the detected disconnection before the router 
recognize the WAN link down status.  
Value Range: 1 ~ 10. 

Target 1 
1. An Optional setting 
2. DNS1 is selected by 
default. 

Target1 (DNS1 set by default) specifies the first target of sending DNS 
query/ICMP request. 

Â DNS1: set the primary DNS to be the target. 
Â DNS2: set the secondary DNS to be the target. 
Â Gateway: set the Current gateway to be the target. 
Â Other Host: enter an IP address to be the target. 

Target 2 
1. An Optional setting 
2. None is selected by 
default. 

Target2 (None set by default) specifies the second target of sending DNS 
query/ICMP request. 

Â None: to disable Target2.  
Â DNS1: set the primary DNS to be the target. 
Â DNS2: set the secondary DNS to be the target. 
Â Gateway: set the Current gateway to be the target. 
Â Other Host: enter an IP address to be the target. 

Save N/A Click Save to save the settings. 

Undo N/A Click Undo to cancel the settings. 
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2.2 LAN & VLAN 

This section provides the configuration of LAN and VLAN. VLAN is an optional feature, and it depends 

on the product specification of the purchased gateway. 

 

2.2.1 Ethernet LAN 

The Local Area Network (LAN) can 
be used to share data or files among 
computers attached to a network. 
Following diagram illustrates the 
network that wired and inter-
connects computers.  
 
 
 
 
 

Please follow the following instructions to do IPv4 Ethernet LAN Setup. 
 

 
 
/ƻƴŦƛƎǳǊŀǘƛƻƴ 
LǘŜƳ  ±ŀƭǳŜ ǎŜǘǘƛƴƎ 5ŜǎŎǊƛǇǘƛƻƴ 

IP Mode N/A 

It shows the LAN IP mode for the router according the related configuration. 

Static IP: If there is at least one WAN interface activated, the LAN IP mode is 

fixed in Static IP mode. 

Dynamic IP: If all the available WAN interfaces are disabled, the LAN IP 

mode can be Dynamic IP mode. 

LAN IP 
Address 

1. A Must filled setting 
2. 192.168.1.1  is set by 
default 

Enter the local IP address of this device.  

The network device(s) on your network must use the LAN IP address of this 

device as their Default Gateway. You can change it if necessary. 

 

Note:  LǘΩǎ ŀƭǎƻ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǿŜō ¦LΦ LŦ ȅƻǳ ŎƘŀƴƎŜ ƛǘΣ ȅƻǳ ƴŜŜŘ ǘƻ ǘȅǇŜ 

new IP address in the browser to see web UI. 
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Subnet Mask 

1. A Must filled setting 

2. 255.255.255.0 (/24) is 

set by default 

Select the subnet mask for this gateway from the dropdown list.  

Subnet mask defines how many clients are allowed in one network or 

subnet. The default subnet mask is 255.255.255.0 (/24), and it means 

maximum 254 IP addresses are allowed in this subnet. However, one of 

them is occupied by LAN IP address of this gateway, so there are maximum 

253 clients allowed in LAN network. 

 
Value Range: 255.0.0.0 (/8) ~ 255.255.255.252 (/30). 

Save N/A Click the Save button to save the configuration 

Undo N/A 
Click the Undo button to restore what you just configured back to the 

previous setting. 

 

Create / Edit Additional IP 
 

This router provides the LAN IP alias function for some special management consideration. You can 

add additional LAN IP for this router, and access to this router with the additional IP. 

 

 
 

When Add button is applied, Additional IP Configuration screen will appear. 
 

 
 

/ƻƴŦƛƎǳǊŀǘƛƻƴ 
LǘŜƳ  ±ŀƭǳŜ ǎŜǘǘƛƴƎ 5ŜǎŎǊƛǇǘƛƻƴ 
Name 1. An Optional Setting Enter the name for the alias IP address. 

Interface 
1. A Must filled setting 

2. lo is set by default 
Specify the Interface type. It can be lo or br0. 

IP Address 
1. An Optional setting 
2. 192.168.1.1 is set by 
default 

Enter the addition IP address for this device. 
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Subnet Mask 

1. A Must filled setting 

2. 255.255.255.0 (/24) is 

set by default 

Select the subnet mask for this gateway from the dropdown list.  

Subnet mask defines how many clients are allowed in one network or 

subnet. The default subnet mask is 255.255.255.0 (/24), and it means 

maximum 254 IP addresses are allowed in this subnet. However, one of 

them is occupied by LAN IP address of this gateway, so there are maximum 

253 clients allowed in LAN network. 

 
Value Range: 255.0.0.0 (/8) ~ 255.255.255.255 (/32). 

Save NA Click the Save button to save the configuration 

 

2.2.2 VLAN 

 VLAN (Virtual LAN) is a logical network under a certain switch or router device to group client hosts 

with a specific VLAN ID. This gateway supports both Port-based VLAN and Tag-based VLAN. These functions 

ŀƭƭƻǿ ȅƻǳ ǘƻ ŘƛǾƛŘŜ ƭƻŎŀƭ ƴŜǘǿƻǊƪ ƛƴǘƻ ŘƛŦŦŜǊŜƴǘ άǾƛǊǘǳŀƭ [!bǎέΦ Lǘ ƛǎ ŎƻƳƳƻƴ ǊŜǉǳƛǊŜƳŜƴǘ ŦƻǊ ǎƻƳŜ 

application scenario. For example, there are various departments within SMB. All client hosts in the same 

department should own common access privilege and QoS property. You can assign departments either by 

port-based VLAN or tag-based VLAN as a group, and then configure it by your plan.  In some cases, ISP may 

ƴŜŜŘ ǊƻǳǘŜǊ ǘƻ ǎǳǇǇƻǊǘ ά±[!b ǘŀƎέ ŦƻǊ ŎŜǊǘŀƛƴ ƪƛƴŘǎ ƻŦ ǎŜǊǾƛŎŜǎ όŜΦƎΦ Lt¢±ύΦ ¸ƻǳ Ŏŀƴ ƎǊƻǳǇ ŀƭƭ ŘŜǾƛŎŜǎ 

required this service as one tag-based VLAN. 

 

ü Port-based VLAN 

Port-based VLAN function can group Ethernet ports, Port-1 ~ Port-4, and WiFi Virtual Access Points, 

VAP-1 ~ VAP-8, together for differentiated services like Internet surfing, multimedia enjoyment, VoIP 

talking, and so on. Two operation modes, NAT and Bridge, can be applied to each VLAN group. One DHCP 

server can be allocated for a NAT VLAN group to let group host member get its IP address. Thus, each host 

can surf Internet via the NAT mechanism of business access gateway. In bridge mode, Intranet packet flow 

is delivered out WAN trunk port with VLAN tag to upper link for different services. 
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A port-based VLAN is a group of ports on an Ethernet or Virtual APs of Wired or Wireless Gateway that 

form a logical LAN segment. Following is an example.  

For example, in a company, administrator schemes out 3 network segments, Lobby/Meeting Room, 

Office, and Data Center. In a Wireless Gateway, administrator can configure Lobby/Meeting Room segment 

with VLAN ID 3. The VLAN group includes Port-3 and VAP-8 (SSID: Guest) with NAT mode and DHCP-3 server 

equipped. He also configure Office segment with VLAN ID 2. The VLAN group includes Port-2 and VAP-1 

(SSID: Staff) with NAT mode and DHCP-2 server equipped. At last, administrator also configure Data Center 

segment with VLAN ID 1. The VLAN group includes Port-1 with NAT mode to WAN interface as shown in 

following diagram. 
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Above is the general case for 3 Ethernet LAN ports in the gateway. But if the device just has one 

Ethernet LAN port, there will be only one VLAN group for the device. Under such situation, it still supports 

both the NAT and Bridge mode for the Port-based VLAN configuration. 

 

ü Tag-based VLAN 

Tag-based VLAN function can group Ethernet ports, Port-1 ~ Port-4, and WiFi Virtual Access Points, 

VAP-1 ~ VAP-8, together with different VLAN tags for deploying subnets in Intranet. All packet flows can 

carry with different VLAN tags even at the same physical Ethernet port for Intranet. These flows can be 

directed to different destination because they have differentiated tags. The approach is very useful to 

group some hosts at different geographic location to be in the same workgroup. 

Tag-based VLAN is also called a VLAN Trunk. The VLAN Trunk collects all packet flows with different 

VLAN IDs from Router device and delivers them in the Intranet. VLAN membership in a tagged VLAN is 

determined by VLAN ID information within the packet frames that are received on a port. Administrator 

can further use a VLAN switch to separate the VLAN trunk to different groups based on VLAN ID. Following 

is an example.  

 
 

For example, in a company, administrator schemes out 3 network segments, Lab, Meeting Rooms, 
and Office. In a Security VPN Gateway, administrator can configure Office segment with VLAN ID 12. The 
VLAN group is equipped with DHCP-3 server to construct a 192.168.12.x subnet. He also configure Meeting 
Rooms segment with VLAN ID 11. The VLAN group is equipped with DHCP-2 server to construct 
a 192.168.11.x subnet for Intranet only. That is, any client host in VLAN мм ƎǊƻǳǇ ŎŀƴΩǘ ŀŎŎŜǎǎ ǘƘŜ LƴǘŜǊƴŜǘΦ 
At last, he configures Lab segment with VLAN ID 10. The VLAN group is equipped with DHCP-1 server to 
construct a 192.168.10.x subnet. 
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ü VLAN Groups Access Control 

Administrator can specify the Internet access permission for all VLAN groups. He can also configure 

which VLAN groups are allowed to communicate with each other. 

 

VLAN Group Internet Access 
Administrator can specify members of one VLAN group to be able to access Internet or not. Following 

is an example that VLAN groups of VID is 2 and 3 can access Internet but the one with VID is 1 cannot access 

Internet. That is, visitors in meeting room and staffs in office network can access Internet. But the 

computers/servers in data center cannot access Internet since security consideration. Servers in data 

center only for trusted staffs or are accessed in secure tunnels. 
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Inter VLAN Group Routing 
In Port-based tagging, administrator can specify member hosts of one VLAN group to be able to 

communicate with the ones of another VLAN group or not. This is a communication pair, and one VLAN 

ƎǊƻǳǇ Ŏŀƴ Ƨƻƛƴ Ƴŀƴȅ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǇŀƛǊǎΦ .ǳǘ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǇŀƛǊ ŘƻŜǎƴΩǘ ƘŀǾŜ ǘƘŜ ǘǊŀƴǎƛǘƛǾŜ ǇǊƻǇŜǊǘȅΦ 

¢Ƙŀǘ ƛǎΣ ! Ŏŀƴ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ .Σ ŀƴŘ . Ŏŀƴ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ /Σ ƛǘ ŘƻŜǎƴΩǘ ƛƳǇƭȅ ǘƘat A can communicate 

with C. An example is shown at following diagram. VLAN groups of VID is 1 and 2 can access each other but 

ǘƘŜ ƻƴŜǎ ōŜǘǿŜŜƴ ±L5 м ŀƴŘ ±L5 о ŀƴŘ ōŜǘǿŜŜƴ ±L5 н ŀƴŘ ±L5 о ŎŀƴΩǘΦ 
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VLAN Setting 

Go to Basic Network > LAN & VLAN > VLAN Tab. 
 

The VLAN function allows you to divide local network into different virtual LANs. There are Port-
based and Tag-based VLAN types. Select one that applies.  
 

 
 
/ƻƴŦƛƎǳǊŀǘƛƻƴ 
LǘŜƳ  ±ŀƭǳŜ ǎŜǘǘƛƴƎ 5ŜǎŎǊƛǇǘƛƻƴ 
VLAN Type Port-based is selected by 

default 
Select the VLAN type that you want to adopt for organizing your local 
subnets. 
Port-based: Port-based VLAN allows you to add rule for each LAN port, and 
you can do advanced control with its VLAN ID. 
Tag-based: Tag-based VLAN allows you to add VLAN ID, and select member 
and DHCP Server for this VLAN ID. Go to Tag-based VLAN List table. 
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System 
Reserved 
VLAN ID 

A Must filled setting Define the Start ID for the VLAN and the End ID will be automatically counted 
as Start ID + 4. 
 
Value Range: 1 ~ 4091 

Save NA Click the Save button to save the configuration 

 

Port-based VLAN ς Create/Edit VLAN Rules 
 

The port-based VLAN allows you to custom each LAN port. There is a default rule shows the 

configuration of all LAN ports. Also, if your device has a DMZ port, you will see DMZ configuration, too. The 

maxima rule numbers is based on LAN port numbers. 
 

 
 

When Add button is applied, Port-based VLAN Configuration screen will appear, which is including 

3 sections: Port-based VLAN Configuration, IP Fixed Mapping Rule List, and Inter VLAN Group Routing 

(enter through a button) 
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Port-based VLAN - Configuration 
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tƻǊǘπōŀǎŜŘ ±[!b /ƻƴŦƛƎǳǊŀǘƛƻƴ 
LǘŜƳ  ±ŀƭǳŜ ǎŜǘǘƛƴƎ 5ŜǎŎǊƛǇǘƛƻƴ 

Name 
1. A Must filled setting 
2. String format: already 
have default texts 

Define the Name of this rule. It has a default text and cannot be modified. 

VLAN ID A Must filled setting Define the VLAN ID number, range is 1~4094. 

VLAN Tagging 
Disable is selected by 
default. 

The rule is activated according to VLAN ID and Port Members configuration 
when Enable is selected. 
 
The rule is activated according Port Members configuration when Disable is 
selected. 

NAT / Bridge NAT is selected by default. Select NAT mode or Bridge mode for the rule. 

Port 
Members 

These box is unchecked by 
default. 

Select which LAN port(s) and VAP(s) that you want to add to the rule. 
Note: The available member list can be different for the purchased product.  

LAN to Join 
1. An Optional Setting 
2. The box is unchecked by 
default. 

Select the LAN to join. 

WAN & WAN 
VID to Join 

All WANs is selected by 
default. 

Select which WAN or All WANs that allow accessing Internet. 
Note: If Bridge mode is selected, you need to select a WAN and enter a VID. 

LAN IP 
Address 

A Must filled setting 
Assign an IP Address for the DHCP Server that the rule used, this IP address is 
a gateway IP. 

Subnet Mask 
255.255.255.0(/24) is 
selected by default. 

Select a Subnet Mask for the DHCP Server. 

DHCP Server 
/Relay 

Server is selected by 
default. 

Define the DHCP Server type. 
There are three types you can select: Server, Relay, and Disable. 
Relay: Select Relay to enable DHCP Relay function for the VLAN group, and 
you only need to fill the DHCP Server IP Address field. 
Server: Select Server to enable DHCP Server function for the VLAN group, and 
you need to specify the DHCP Server settings. 
Disable: Select Disable to disable the DHCP Server function for the VLAN 
group. 

DHCP Server 
IP Address 
(for DHCP 
Relay only) 

A Must filled setting 

If you select Relay type of DHCP Server, assign a DHCP Server IP Address that 
the gateway will relay the DHCP requests to the assigned DHCP server.  

DHCP Server 
Name 

A Must filled setting 
Define name of the DHCP Server for the specified VLAN group. 

IP Pool A Must filled setting 

Define the IP Pool range. 
There are Starting Address and Ending Address fields. If a client requests an 
IP address from this DHCP Server, it will assign an IP address in the range of IP 
pool. 

Lease Time A Must filled setting 
Define a period of time for an IP Address that the DHCP Server leases to 
a new device. By default, the lease time is 86400 seconds. 

Domain 
Name 

String format can be any 

text 

The Domain Name of this DHCP Server. 
Value Range: 0 ~ 31 characters. 

Primary DNS IPv4 format The Primary DNS of this DHCP Server. 

Secondary 
DNS 

IPv4 format The Secondary DNS of this DHCP Server. 

Primary 
WINS 

IPv4 format The Primary WINS of this DHCP Server. 

Secondary 
WINS 

IPv4 format The Secondary WINS of this DHCP Server. 

Gateway IPv4 format The Gateway of this DHCP Server. 
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Enable 
The box is unchecked by 
default. 

Click Enable box to activate this rule. 

Save NA Click the Save button to save the configuration 

Undo NA 
Click the Undo button to restore what you just configured back to the 

previous setting. 

 

Besides, you can add some IP rules in the IP Fixed Mapping Rule List if DHCP Server for the VLAN 

groups is required. 

 

 
 

When Add button is applied, Mapping Rule Configuration screen will appear. 

 

aŀǇǇƛƴƎ wǳƭŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
LǘŜƳ  ±ŀƭǳŜ ǎŜǘǘƛƴƎ 5ŜǎŎǊƛǇǘƛƻƴ 
MAC Address A Must filled setting Define the MAC Address target that the DHCP Server wants to match. 

IP Address A Must filled setting 

Define the IP Address that the DHCP Server will assign. 
If there is a request from the MAC Address filled in the above field, the DHCP 
Server will assign this IP Address to the client whose MAC Address matched 
the rule. 

Enable 
The box is unchecked by 
default. 

Click Enable box to activate this rule. 

Save NA Click the Save button to save the configuration 

 

Note: ensure to always click on Apply button to apply the changes after the web browser refreshed taken 

you back to the VLAN page. 
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Port-based VLAN ς Inter VLAN Group Routing 
 

Click VLAN Group Routing button, the VLAN Group Internet Access Definition and Inter VLAN Group 

Routing screen will appear. 
 

 
 

When Edit button is applied, a screen similar to this will appear. 
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LƴǘŜǊ ±[!b DǊƻǳǇ wƻǳǘƛƴƎ 
LǘŜƳ  ±ŀƭǳŜ ǎŜǘǘƛƴƎ 5ŜǎŎǊƛǇǘƛƻƴ 

VALN Group 
Internet 
Access 
Definition 

All boxes are checked by 
default. 

By default, all boxes are checked means all VLAN ID members are allow to 
access WAN interface. 
If uncheck a certain VLAN ID ōƻȄΣ ƛǘ ƳŜŀƴǎ ǘƘŜ ±[!b L5 ƳŜƳōŜǊ ŎŀƴΩǘ ŀŎŎŜǎǎ 
Internet anymore. 
Note: VLAN ID 1 is available always; it is the default VLAN ID of LAN rule. The 
other VLAN IDs are available only when they are enabled. 

Inter VLAN 
Group 
Routing 

The box is unchecked by 
default. 

Click the expected VLAN IDs box to enable the Inter VLAN access function. 
.ȅ ŘŜŦŀǳƭǘΣ ƳŜƳōŜǊǎ ƛƴ ŘƛŦŦŜǊŜƴǘ ±[!b L5ǎ ŎŀƴΩǘ ŀŎŎŜǎǎ ŜŀŎƘ ƻǘƘŜǊΦ ¢ƘŜ 
gateway supports up to 4 rules for Inter VLAN Group Routing. 
For example, if ID_1 and ID_2 are checked, it means members in VLAN ID_1 
can access members of VLAN ID_2, and vice versa. 

Save N/A Click the Save button to save the configuration 

 

Tag-based VLAN ς Create/Edit VLAN Rules 
 

The Tag-based VLAN allows you to customize each LAN port according to VLAN ID. There is a default 

rule shows the configuration of all LAN ports and all VAPs. Also, if your device has a DMZ port, you will see 

DMZ configuration, too. The router supports up to a maximum of 128 tag-based VLAN rule sets. 

 

 
 

When Add button is applied, Tag-based VLAN Configuration screen will appear. 
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¢ŀƎπōŀǎŜŘ ±[!b /ƻƴŦƛƎǳǊŀǘƛƻƴ 
LǘŜƳ  ±ŀƭǳŜ ǎŜǘǘƛƴƎ 5ŜǎŎǊƛǇǘƛƻƴ 

VALN ID A Must filled setting Define the VLAN ID number, range is 6~4094. 

Internet 
Access 

The box is checked by 
default. 

Click Enable box to allow the members in the VLAN group access to internet. 

Port 
The box is unchecked by 
default. 

Check the LAN port box(-es) to join the VLAN group. 

VAP 
The box is unchecked by 
default. 

Check the VAP box(-es) to join the VLAN group. 
Note: Only the wireless gateway has the VAP list. 

DHCP Server 
DHCP 1 is selected by 
default. 

Select a DHCP Server to these members of this VLAN group. 
To create or edit DHCP server for VLAN, refer to Basic Network > LAN & 
VLAN > DHCP Server. 

Save N/A 
Click Save button to save the configuration 
Note: After clicking Save button, always click Apply button to apply the 
settings. 
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2.2.3 DHCP Server 

ü DHCP Server 

The gateway supports up to 4 DHCP servers to fulfill the DHCP requests from different VLAN groups 
(please refer to VLAN section for getting more usage details). And there is one default setting for whose 
LAN IP Address is the same one of router LAN interface, with its default Subnet Mask setting as 
άнррΦнррΦнррΦлέΣ ŀƴŘ ƛǘǎ ŘŜŦŀǳƭǘ Lt tƻƻƭ ǊŀƴƎŜǎ ƛǎ ŦǊƻƳ άΦмллέ ǘƻ άΦнллέ ŀǎ ǎƘƻǿƴ ŀǘ ǘƘŜ 5I/t {ŜǊǾŜǊ [ƛǎǘ 
page on routerΩǎ ²9. ¦LΦ 

 

 
 
 
¦ǎŜǊ Ŏŀƴ ŀŘŘ ƳƻǊŜ 5I/t ǎŜǊǾŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ά!ŘŘέ ōǳǘǘƻƴ ōŜƘƛƴŘ ά5I/t {ŜǊǾŜǊ 

[ƛǎǘέΣ ƻǊ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ά9Řƛǘέ ōǳǘǘƻƴ ŀǘ ǘƘŜ ŜƴŘ ƻŦ ŜŀŎƘ 5I/t {ŜǊǾŜǊ ƻƴ ƭƛǎǘ ǘƻ ŜŘƛǘ ƛǘǎ ŎǳǊǊŜƴǘ ǎŜǘǘƛƴƎǎΦ 
.ŜǎƛŘŜǎΣ ǳǎŜǊ Ŏŀƴ ǎŜƭŜŎǘ ŀ 5I/t {ŜǊǾŜǊ ŀƴŘ ŘŜƭŜǘŜ ƛǘ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ά{ŜƭŜŎǘέ ŎƘŜŎƪ-ōƻȄ ŀƴŘ ǘƘŜ ά5ŜƭŜǘŜέ 
button. 
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ü Fixed Mapping 

User can assign fixed IP address to map the specific client MAC address by select them then copy, when 

targets were already existed in the DHCP Client List, or to add some other Mapping Rules by manually in 

advance, once the target's MAC address was not ready to connect.  

 

 
 

DHCP Server Setting 

Go to Basic Network > LAN & VLAN > DHCP Server Tab. 
 

The DHCP Server setting allows user to create and customize DHCP Server policies to assign IP 

Addresses to the devices on the local area network (LAN). 
 

Create / Edit DHCP Server Policy 

 
The router allows you to custom your DHCP Server Policy. If multiple LAN ports are available, you can 

define one policy for each LAN (or VLAN group), and it supports up to a maximum of 4 policy sets. 

 

 

 
When Add button is applied, DHCP Server Configuration screen will appear. 
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5I/t {ŜǊǾŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
LǘŜƳ  ±ŀƭǳŜ ǎŜǘǘƛƴƎ 5ŜǎŎǊƛǇǘƛƻƴ 

DHCP Server 
Name 

1. String format can be 

any text 

2. A Must filled setting 

Enter a DHCP Server name. Enter a name that is easy for you to understand. 

LAN IP 
Address 

1. IPv4 format. 

2. A Must filled setting 
The LAN IP Address of this DHCP Server. 

Subnet Mask 
255.0.0.0 (/8) is set by 

default 
The Subnet Mask of this DHCP Server. 

IP Pool 
1. IPv4 format. 

2. A Must filled setting 

The IP Pool of this DHCP Server. It composed of Starting Address entered in 

this field and Ending Address entered in this field. 

Lease Time 
1. Numeric string format. 

2. A Must filled setting 

The Lease Time of this DHCP Server. 

Value Range: 300 ~ 604800 seconds. 

Domain 
Name 

String format can be any 

text 
The Domain Name of this DHCP Server. 

Primary DNS IPv4 format The Primary DNS of this DHCP Server. 

Secondary 
DNS 

IPv4 format The Secondary DNS of this DHCP Server. 

Primary 
WINS 

IPv4 format The Primary WINS of this DHCP Server. 
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Secondary 
WINS 

IPv4 format The Secondary WINS of this DHCP Server. 

Gateway IPv4 format The Gateway of this DHCP Server. 

Server 
The box is unchecked by 

default. 
Click Enable box to activate this DHCP Server. 

Save N/A Click the Save button to save the configuration 

Undo N/A 
Click the Undo button to restore what you just configured back to the 

previous setting. 

Back N/A 
When the Back button is clicked the screen will return to the DHCP Server 

Configuration page. 

 
 

Create / Edit Mapping Rule List on DHCP Server 

 
The router allows you to custom your Mapping Rule List on DHCP Server. It supports up to a maximum 

of 64 rule sets. When Fix Mapping button is applied, the Mapping Rule List screen will appear. 

 

 

 
When Add button is applied, Mapping Rule Configuration screen will appear. 
 

 
 
aŀǇǇƛƴƎ wǳƭŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item  Value setting Description 

MAC Address 

1. MAC Address string 

format 

2. A Must filled setting 

The MAC Address of this mapping rule. 

IP Address 
1. IPv4 format. 

2. A Must filled setting 
The IP Address of this mapping rule. 

Rule 
The box is unchecked by 

default. 
Click Enable box to activate this rule. 

Save N/A Click the Save button to save the configuration 

Undo N/A 
Click the Undo button to restore what you just configured back to the 

previous setting.  

Back N/A 
When the Back button is clicked the screen will return to the DHCP Server 

Configuration page. 
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View / Copy DHCP Client List 

 
When DHCP Client List button is applied, DHCP Client List screen will appear. 
 

 
 

When the DHCP Client is selected and Copy to Fixed Mapping button is applied. The IP and MAC 

address of DHCP Client will apply to the Mapping Rule List on specific DHCP Server automatically. 

 

Enable / Disable DHCP Server Options 
 

The DHCP Server Options setting allows user to set DHCP OPTIONS 66, 72, or 114. Click the Enable 

button to activate the DHCP option function, and the DHCP Server will add the expected options in its 

sending out DHCPOFFER DHCPACK packages. 

 
Option  Meaning RFC 
66 TFTP server name [RFC 2132] 

72 Default World Wide Web Server [RFC 2132] 

114 URL [RFC 3679] 

 

 
 

Create / Edit DHCP Server Options 
 

The router supports up to a maximum of 99 option settings. 
 

 
 

When Add/Edit button is applied, DHCP Server Option Configuration screen will appear. 
 

https://www.ietf.org/rfc/rfc2132.txt
https://www.ietf.org/rfc/rfc2132.txt
https://tools.ietf.org/html/rfc3679
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DHCP Server Option Configuration 

Item  Value setting Description 

Option Name 
1. String format can be any 
text 
2. A Must filled setting. 

Enter a DHCP Server Option name. Enter a name that is easy for you to 
understand. 

DHCP Server 
Select 

Dropdown list of all 
available DHCP servers. 

Choose the DHCP server this option should apply to. 

Option Select 
1. A Must filled setting. 
2. Option 66 is selected by 
default. 

Choose the specific option from the dropdown list. It can be Option 66, Option 
72, Option 144, Option 42, Option 150, or Option 160. 
Option 42 for ntp server; 
Option 66 for tftp; 
Option 72 for www; 
Option 144 for url; 

Type 
Dropdown list of DHCP 
ǎŜǊǾŜǊ ƻǇǘƛƻƴ ǾŀƭǳŜΩǎ ǘȅǇŜ 

Each different options has different value types. 

66 
Single IP Address 

Single FQDN 

72 Lt !ŘŘǊŜǎǎŜǎ [ƛǎǘΣ ǎŜǇŀǊŀǘŜŘ ōȅ άΣέ 

114 Single URL 

42 Lt !ŘŘǊŜǎǎŜǎ [ƛǎǘΣ ǎŜǇŀǊŀǘŜŘ ōȅ άΣέ 

150 Lt !ŘŘǊŜǎǎŜǎ [ƛǎǘΣ ǎŜǇŀǊŀǘŜŘ ōȅ άΣέ 

160 
Single IP Address 

Single FQDN 

Value 

1. IPv4 format 
2. FQDN format 
3. IP list 
4. URL format 
5. A Must filled setting 

Should conform to Type : 

 Type Value 

66 
Single IP Address IPv4 format 

Single FQDN FQDN format 

72 
IP Addresses List, separated by 
άΣέ 

LtǾп ŦƻǊƳŀǘΣ ǎŜǇŀǊŀǘŜŘ ōȅ άΣέ 

114 Single URL URL format 

Enable 
The box is unchecked by 
default. 

Click Enable box to activate this setting. 

Save NA Click the Save button to save the setting. 

Undo NA 
When the Undo button is clicked the screen will return back with nothing 
changed. 
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Create / Edit DHCP Relay 
 

The router supports up to a maximum of 6 DHCP Relay configurations. 
 

 

 

When Add/Edit button is applied, DHCP Relay Configuration screen will appear. 
 

 
 

DHCP Relay Configuration 
Item  Value setting Description 

Agent Name 
1. String format can be any 
text 
2. A Must filled setting. 

Enter a DHCP Relay name. Enter a name that is easy for you to understand. 
Value Range: 1~64 characters. 

LAN Interface 
1. A Must filled setting. 
2. LAN is selected by 
default. 

Choose a LAN Interface for the dropdown list to apply with the DHCP Relay 
function. 

WAN 
Interface 

1. A Must filled setting. 
2. WAN-1 is selected by 
default. 

Choose a WAN Interface for the dropdown list to apply with the DHCP Relay 
function. It can be the available WAN interface(s), and L2TP connection. 

Server IP 
1. A Must filled setting. 
2. null by default. 

Assign a DHCP Server IP Address that the gateway will relay the DHCP requests 
to the assigned DHCP server via specified WAN interface. 

Enable 
The box is unchecked by 
default. 

Click Enable box to activate this setting. 

Save NA Click the Save button to save the setting. 

Undo NA 
When the Undo button is clicked the screen will return back with nothing 
changed. 
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2.3  WiFi 

 

 

The router provides WiFi interface for mobile devices or BYOD devices to connect for Internet/Intranet 

accessing. WiFi function is usually modularized design in a router, and there can be single or dual modules 

within a router. The WiFi system in the router complies with IEEE 802.11n/11g/11b standard in 2.4GHz 

single band. ¢ƘŜǊŜ ŀǊŜ ǎŜǾŜǊŀƭ ǿƛǊŜƭŜǎǎ ƻǇŜǊŀǘƛƻƴ ƳƻŘŜǎ ǇǊƻǾƛŘŜŘ ōȅ ǘƘƛǎ ŘŜǾƛŎŜΦ ¢ƘŜȅ ŀǊŜΥ άAP Router 

ModeέΣ άWDS Only ModeέΣ ŀƴŘ άWDS Hybrid ModeέΦ ¸ƻǳ Ŏŀƴ ŎƘƻƻǎŜ ǘƘŜ ŜȄǇŜŎǘŜŘ ƳƻŘŜ ŦǊƻƳ ǘƘŜ 

wireless operation mode list.  

There are some sub-ǎŜŎǘƛƻƴǎ ŦƻǊ ȅƻǳ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ²ƛCƛ ŦǳƴŎǘƛƻƴΣ ƛƴŎƭǳŘƛƴƎ ά.ŀǎƛŎ /ƻƴŦƛƎǳǊŀǘƛƻƴέ 

ŀƴŘ ά!ŘǾŀƴŎŜŘ /ƻƴŦƛƎǳǊŀǘƛƻƴέΦ Lƴ .ŀǎƛŎ /ƻƴŦƛƎǳǊŀǘƛƻƴ ǎŜŎǘƛƻƴΣ ȅƻǳ ƘŀǾŜ ǘƻ ŦƛƴƛǎƘ ŀƭƳƻǎǘ ŀƭƭ ǘƘŜ ǎŜǘǘƛƴƎǎ ŦƻǊ 

using the WiFi function. And the Advanced Configuration section provides more parameters for advanced 

user to fine tune the connectivity performance for the WiFi function.  
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2.3.1 WiFi Configuration 

 
 

  

 

 

 

Due to optional module(s) and frequency band, you need to setup module one by one. For each 

module, you need to specify the operation mode, and then setup the virtual APs for wireless access.  

Hereunder are the scenarios for each wireless operation mode, you can get how it works, and what is 

the difference among them. To connect your wireless devices with the wireless gateway, make sure your 

application scenario for WiFi network and choose the most adequate operation mode. 
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AP Router Mode 

This mode allows you to get your wired 
and wireless devices connected to form 
the Intranet of the wireless gateway, and 
the Intranet will link to the Internet with 
NAT mechanism of the router. So, this 
router is working as a WiFi AP, but also 
a WiFi hotspot for Internet accessing 
service. It means local WiFi clients can 
associate to it, and go to Internet. With its 
NAT mechanism, all of wireless clients 
ŘƻƴΩǘ ƴŜŜŘ ǘƻ ƎŜǘ ǇǳōƭƛŎ Lt ŀŘŘǊŜǎǎŜǎ ŦǊƻƳ 
ISP. 

 

 

 

 

WDS Only Mode  

WDS (Wireless Distributed System) Only 

mode drives a WiFi gateway to be a bridge 

for its wired Intranet and a repeater to 

extend distance. You can use multiple WiFi 

gateways as a WiFi repeater chain with all 

gateways setup as "WDS Only" mode. All 

gateways can communicate with each 

other through WiFi. All wired client hosts 

within each gateway can also communicate 

each other in the scenario. Only one 

gateway within repeater chain can be DHCP 

server to provide IP for all wired client hosts 

of every gateway which being disabled 

DHCP server. This router can be NAT router 

to provide internet access. 

    

The diagram illustrates that there are two wireless gateways 2, 3 running at "WDS Only" mode. They 

both use channel 3 to link to local Gateway 1 through WDS. Both gateways connected by WDS need to 

setup the remote AP MAC for each other.  All client hosts under gateway 2, 3 can request IP address from 

the DHCP server at gateway 1. Besides, wireless Gateway 1 also execute the NAT mechanism for all client 

hosts Internet accessing.  
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WDS Hybrid Mode 
WDS hybrid mode includes both WDS 

and AP Router mode. WDS Hybrid 

mode can act as an access point for its 

WiFi Intranet and a WiFi bridge for its 

wired and WiFi Intranets at the same 

time. Users can thus use the features 

to build up a large wireless network in 

a large space like airports, hotels or 

campus. 

The diagram illustrates Gateway 1, 

Gateway 2 and AP 1 connected by 

WDS. Each gateway has access point 

function for WiFi client access. 

Gateway 1 has DHCP server to assign 

IP to each client hosts. All gateways 

and AP are under WDS hybrid mode. 

To setup WDS hybrid mode, it need to 

fill all configuration items similar to 

that of AP-router and WDS modes.  

 

Multiple VAPs 
VAP (Virtual Access Point) is function 
to partition wireless network into 
multiple broadcast domains. It can 
simulate multiple APs in one physical 
AP. This wireless gateway supports 
up to 2 VAPs. For each VAP, you need 
to setup SSID, authentication and 
encryption to control Wi-Fi client 
access. 
Besides, there is a VAP isolation 
option to manage the access among 
VAPs. You can allow or blocks 
communication for the wireless 
clients connected to different VAPs. 
As shown in the diagram, the clients 
in VAP-1 and VAP-2 can communicate 
to each other when VAP Isolation is 
disabled.  
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Wi-Fi Security ς Authentication & Encryption 
Wi-Fi security provides complete 
authentication and encryption 
mechanisms to enhance the data 
security while your data is transferred 
wirelessly over the air. The wireless 
gateway supports Shared, WPA-PSK / 
WPA2-PSK and WPA / WPA2 
authentication. You can select one 
authentication scheme to validate the 
wireless clients while they are 
connecting to the AP. As to the data 
encryption, the router supports WEP, 
TKIP and AES. The selected encryption 
algorithm will be applied to the data 
while the wireless connection is 
established.  
 

 

WiFi Configuration Setting 

The WiFi configuration allows user to configure 2.4GHz WiFi settings. 

 
Go to Basic Network > WiFi > WiFi Module One Tab.  

 

If the gateway is equipped with two WiFi modules, there will be another WiFi Module Two. You can 

do the similar configurations on both WiFi modules. 

Basic Configuration 
 

 
 

Basic Configuration 
Item Value setting Description 

Operation Band A Must filled setting 

Specify the intended operation band for the WiFi module. 
Basically, this setting is fixed and cannot be changed once the module is 
integrated into the product. However, there is some module with selectable 
band for user to choose according to his network environment. Under such 
situation, you can specify which operation band is suitable for the application. 
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Configure WiFi Setting 
 

 
 

Configuring Wi-Fi Settings 
Item Value setting Description 

WiFi Module 
The box is checked by 
default 

Check the Enable box to activate Wi-Fi function. 

Channel 
1. A Must filled setting. 
2. Auto is selected be 
default. 

Select a radio channel for the VAP. Each channel is corresponding to 
different radio band. The permissible channels depend on the Regulatory 
Domain.  
There are two available options when Auto is selected: 

 ̧ By AP Numbers 
The channel will be selected according to AP numbers (The less, the 
better). 

 ̧ By Less Interference 
The channel will be selected according to interference. (The lower, the 
better). 

WiFi System A Must filled setting 
Specify the preferred WiFi System. The dropdown list of WiFi system is 
based on IEEE 802.11 standard. 

 ̧ 2.4G WiFi can select b, g and n only or mixed with each other. 

WiFi Operation 
Mode 

 

Specify the WiFi Operation Mode according to your application. 
Go to the following table for AP Router Mode, WDS Only Mode, and WDS 
Hybrid Mode settings. 
 
Note: The available operation modes depend on the product specification. 

 

In the following, the specific configuration description for each WiFi operation mode is given. 
 

AP Router Mode & VAPs Configuration 

For the AP Router mode, the device not only supports stations connection but also the router 

function. The WAN port and the NAT function are enabled. 
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AP Router Mode 
Item Value setting Description 

Green AP 
The box is unchecked 
by default. 

Check the Enable box to activate Green AP function. 

VAP Isolation 
The box is checked by 
default. 

Check the Enable box to activate this function. 
By default, the box is checked; it means that stations which associated to 
different VAPs cannot communicate with each other. 

Time Schedule A Must filled setting 
Apply a specific Time Schedule to this rule; otherwise leave it as (0) Always. 
If the dropdown list is empty ensure Time Schedule is pre-configured. Refer to 

Object Definition > Scheduling > Configuration tab. 

 

 
 

By default, VAP 1 is enabled and security key is required to connect to the gateway wirelessly to 

enhance the security level and prevent unexpected access of un-authorized devices. 

The default WiFi key is printed on both the device label and the Security Card. It is created randomly 

and differs from devices. So, you can connected to the VAP1 (SSID: Staff_2.4G) with the provided key. 

However, it is strongly recommended that you have to change the security key to easy-to-remember 

one by clicking the Edit button. 

 

Click Add / Edit button in the VAP List screen to create or edit the settings for a VAP. A VAP 

Configuration screen will appear. 

 

For VAP 1: 
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For others: 

 
 

VAP Configuration 
Item Value setting Description 

SSID 
1. String format : Any 
text 

Enter the SSID for the VAP, and decide whether to broadcast the SSID or not. 
The SSID is used for identifying from another AP, and client stations will 
associate with AP according to SSID.  

Max. STA 
The box is unchecked 
by default. 

Check this box and enter a limitation to limit the maximum number of client 
station. 
The box is unchecked by default. It means no special limitation on the 
number of connected STAs. 

Authentication 

1. A Must filled setting 
2. VAP1: WPA2-PSK is 

selected be default; 

Others: Open is 

selected be default. 

For security, there are several authentication methods supported. Client 
stations should provide the key when associate with this device. 

When Open is selected 
The check box named 802.1x shows up next to the dropdown list. 

 ̧ 802.1x (The box is unchecked by default) 
When 802.1x is enabled, it means the client stations will be 
authenticated by RADIUS server. 
RADIUS Server IP  (The default IP is 0.0.0.0) 
RADIUS Server Port  (The default value is 1812) 
RADIUS Shared Key 

When Shared is selected 
The pre-shared WEP key should be set for authenticating. 

When Auto is selected 
The device will select Open or Shared by requesting of client automatically. 
The check box named 802.1x shows up next to the dropdown list. 

 ̧ 802.1x (The box is unchecked by default) 
When 802.1x is enabled, it means the client stations will be 
authenticated by RADIUS server. 
RADIUS Server IP  (The default IP is 0.0.0.0) 
RADIUS Server Port  (The default value is 1812) 
RADIUS Shared Key 
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When WPA or WPA2 is selected 
They are implementation of IEEE 802.11i. WPA only had implemented part of 
IEEE 802.11i, but owns the better compatibility. 
WPA2 had fully implemented 802.11i standard, and owns the highest 
security. 

 ̧ RADIUS Server 
The client stations will be authenticated by RADIUS server. 
RADIUS Server IP  (The default IP is 0.0.0.0) 
RADIUS Server Port  (The default value is 1812) 
RADIUS Shared Key 

When WPA / WPA2 is selected 
It owns the same setting as WPA or WPA2. The client stations can associate 
with this device via WPA or WPA2. 

When WPA-PSK or WPA2-PSK is selected 
It owns the same encryption system as WPA or WPA2. The authentication 
uses pre-shared key instead of RADIUS server. 

When WPA-PSK / WPA2-PSK is selected 
It owns the same setting as WPA-PSK or WPA2-PSK. The client stations can 
associate with this device via WPA-PSK or WPA2-PSK. 

Encryption 

1. A Must filled setting. 
2. VAP1: AES is 
selected be default; 
Others: None is 
selected be default. 

Select a suitable encryption method and enter the required key(s). 
The available method in the dropdown list depends on the Authentication 
you selected. 
None 
It means that the device is open system without encrypting.  
WEP 
Up to 4 WEP keys can be set, and you have to select one as current key. The 
key type can set to HEX or ASCII. 
If HEX is selected, the key should consist of (0 to 9) and (A to F). 
If ASCII is selected, the key should consist of ASCII table. 
TKIP 
TKIP was proposed instead of WEP without upgrading hardware. Enter a Pre-
shared Key for it. The length of key is from 8 to 63 characters. 
AES 
The newest encryption system in WiFi, it also designed for the fast 802.11n 
high bitrates schemes. Enter a Pre-shared Key for it. The length of key is from 
8 to 63 characters. 
You are recommended to use AES encryption instead of any others for 
security. 
TKIP / AES 
TKIP / AES mixed mode. It means that the client stations can associate with 
this device via TKIP or AES. Enter a Pre-shared Key for it. The length of key is 
from 8 to 63 characters. 

STA Isolation 

VAP1: The box is 
checked by default; 
Others: unchecked by 
default. 

Check the Enable box to activate this function. 
By default, the box is checked; it means that stations which associated to the 
same VAP cannot communicate with each other. 

Broadcast SSID 

VAP1: The box is 
checked by default; 
Others: unchecked by 
default. 

Check the Enable box to activate this function. 
If the broadcast SSID option is enabled, it means the SSID will be 
broadcasted, and the stations can associate with this device by scanning 
SSID. 

Enable 

VAP1: The box is 
checked by default; 
Others: unchecked by 
default. 

Check the Enable box to activate this VAP. 
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Save N/A Click the Save button to save the current configuration. 

Undo N/A 
Click the Undo button to restore configuration to previous setting before 
saving. 

Apply N/A Click the Apply button to apply the saved configuration. 

 

WDS Only Mode 

For the WDS Only mode, the device only bridges the connected wired clients to another WDS-enabled 

WiFi device which the device associated with. That is, it also means the no wireless clients stat can connect 

to this device while WDS Only Mode is selected. 

 

 
 

WDS Only Mode 
Item Value setting Description 

Green AP 
The box is 
unchecked by 
default. 

Check the Enable box to activate Green AP function. 

Time Schedule 
A Must filled 
setting 

Apply a specific Time Schedule to this rule; otherwise leave it as (0) Always. 
If the dropdown list is empty ensure Time Schedule is pre-configured. Refer 
to Object Definition > Scheduling > Configuration tab. 

{Ŏŀƴ wŜƳƻǘŜ !tΩǎ 
MAC List 

N/A 
Press the Scan button to scan the spatial AP information, and then select one 
from the AP list, the MAC of selected AP will be auto filled in the following 
Remote AP MAC table.  

Remote AP MAC 1~4 
A Must filled 
setting 

9ƴǘŜǊ ǘƘŜ ǊŜƳƻǘŜ !tΩǎ a!/ ƳŀƴǳŀƭƭȅΣ ƻǊ Ǿƛŀ ŀǳǘƻ-scan approach, The device 
will bridge the traffic to the remote AP when associated successfully. 

 

 
 

By default, VAP 1 is enabled and security key is required to connect to the gateway wirelessly to 

enhance the security level and prevent unexpected access of un-authorized devices. 
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The default WiFi key is printed on both the device label and the Security Card. It is created randomly 

and differs from devices. So, you can connected to the VAP1 (SSID: Staff_2.4G) with the provided key. 

However, it is strongly recommended that you have to change the security key to an easy-to-

remember one by clicking the Edit button. 

Under WDS Only mode, only VAP1 is available for further specifying the required authentication and 

Encryption settings. Click Edit button in the VAP List screen and a VAP Configuration screen will appear for 

you to configure the required settings  

 

 
 

For the detail description about VAP configuration, please refer to the description stated in AP-Router 

section. 
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WDS Hybrid Mode 

For the WDS Hybrid mode, the device bridges all the wired LAN and WLAN clients to another WDS or 

WDS hybrid enabled WiFi devices which the device associated with.  

 

 
 

WDS Hybrid Mode 
Item Value setting Description 

Lazy Mode 
The box is checked by 
default. 

Check the Enable box to activate this function.  
With the function been enabled, the device can auto-learn WDS peers 
ǿƛǘƘƻǳǘ Ƴŀƴǳŀƭƭȅ ŜƴǘŜǊƛƴƎ ƻǘƘŜǊ !tΩǎ a!/ ŀŘŘǊŜǎǎΦ .ǳǘ ŀǘ ƭŜŀǎǘ ƻƴŜ ƻŦ ǘƘŜ 
APs has to fill remote AP MAC addresses. 

Green AP 
The box is unchecked 
by default. 

Check the Enable box to activate Green AP function. 

VAP Isolation 
The box is checked by 
default. 

Check the Enable box to activate this function. 
By default, the box is checked; it means that stations which associated to 
different VAPs cannot communicate with each other. 

Time Schedule A Must filled setting 
Apply a specific Time Schedule to this rule; otherwise leave it as (0) Always. 
If the dropdown list is empty ensure Time Schedule is pre-configured. Refer 
to Object Definition > Scheduling > Configuration tab. 

Scan Remote 
!tΩǎ a!/ [ƛǎǘ 

Available when Lazy 
Mode disabled. 

Press the Scan button to scan the spatial AP information, and then select one 
from the AP list, the MAC of selected AP will be auto filled in the following 
Remote AP MAC table.  

Remote AP MAC 
1~4 

Available when Lazy 
Mode disabled. 

9ƴǘŜǊ ǘƘŜ ǊŜƳƻǘŜ !tΩǎ a!/ ƳŀƴǳŀƭƭȅΣ ƻǊ via auto-scan approach, The device 
will bridge the traffic to the remote AP when associated successfully. 

 

 
 

By default, VAP 1 is enabled and security key is required to connect to the gateway wirelessly to 

enhance the security level and prevent unexpected access of un-authorized devices. 
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The default WiFi key is printed on both the device label and the Security Card. It is created randomly 

and differs from devices. So, you can connected to the VAP1 (SSID: Staff_2.4G) with the provided key. 

However, it is strongly recommended that you have to change the security key to an easy-to-

remember one by clicking the Edit button. 

 

Under WDS Hybrid mode, the VAP function is available and you can further specifying the required 

VAP settings for connecting with wireless client devices. 

 

Click Add / Edit button in the VAP List screen to create or edit the settings for a VAP. A VAP 

Configuration screen will appear. 

 

For VAP 1: 
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For others: 

 
 

For the detail description about VAP configuration, please refer to the description stated in AP-Router 

section. 

 

2.3.2 Wireless Client List 

The Wireless Client List page shows the information of wireless clients which are associated with 

this device. 

 

Go to Basic Network > WiFi > Wireless Client List Tab. 

 

Select Target WiFi 

 

¢ŀǊƎŜǘ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item Value setting Description 

Operation Band A Must filled setting. 

Specify the intended operation band for the WiFi module. 
Basically, this setting is fixed and cannot be changed once the module is 
integrated into the product. However, there is some module with selectable 
band for user to choose according to his network environment. 
 Under such situation, you can specify which operation band is suitable for 
the application. 
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Multiple AP 
Names 

1. A Must filled 
setting. 
2. All is selected by 
default. 

Specify the VAP to show the associated clients information in the following Client List. 
By default, All VAP is selected. 

  

Show Client List 

The following Client List shows the information for wireless clients that is associated with the selected 

VAP(s). 

 

 
 

Target Configuration Item Value setting Description 

IP Address Configuration & Address N/A 

Lǘ ǎƘƻǿǎ ǘƘŜ /ƭƛŜƴǘΩǎ Lt ŀŘŘǊŜǎǎ ŀƴŘ ǘƘŜ ŘŜǊƛǾƛƴƎ ƳŜǘƘƻŘΦ 
Dynamic means the IP address is derived from a DHCP server. 
Static means the IP address is a fixed one that is self-filled by 
client. 

Host Name N/A It shows the host name of client. 

MAC Address N/A It shows the MAC address of client. 

Mode N/A 
It shows what kind of Wi-Fi system the client used to associate 
with this device. 

Rate N/A It shows the data rate between client and this device. 

RSSI0, RSSI1 N/A It shows the RX sensitivity (RSSI) value for each radio path. 

Signal N/A The signal strength between client and this device.  

Interface N/A It shows the VAP ID that the client associated with. 

Refresh N/A Click the Refresh button to update the Client List immediately. 
 

2.3.3 Advanced Configuration 

This device provides advanced wireless configuration for professional user to optimize the wireless 

performance under the specific installation environment. Please note that if you are not familiar with the 

WiFi technology, just leave the advanced configuration with its default values, or the connectivity and 

performance may get worse with improper settings. 

 

Go to Basic Network > WiFi > Advanced Configuration Tab. 

Select Target WiFi 
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¢ŀǊƎŜǘ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item Value setting Description 

Module Select A Must filled setting. 
Select the WiFi module to check the information of connected clients. 
For those single WiFi module products, this option is hidden. 

Operation Band A Must filled setting. 

Specify the intended operation band for the WiFi module. 
Basically, this setting is fixed and cannot be changed once the module is 
integrated into the product. However, there is some module with selectable 
band for user to choose according to his network environment. 

 

Setup Advanced Configuration 

 

!ŘǾŀƴŎŜŘ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item  Value setting Description 

Regulatory Domain 
The default setting is 
according to where 
the product sale to 

It limits the available radio channel of this device. 
The permissible channels depend on the Regulatory Domain.  

Beacon Interval 100 
It shows the time interval between each beacon packet broadcasted. 
The beacon packet contains SSID, Channel ID and Security setting. 

DTIM Interval 3 

A DTIM (Delivery Traffic Indication Message) is a countdown informing 
clients of the next window for listening to broadcast message. When the 
device has buffered broadcast message for associated client, it sends the 
next DTIM with a DTIM value. 

RTS Threshold 2347 

RTS (Request to send) Threshold means when the packet size is over the 
setting value, then active RTS technique. 
RTS/CTS is a collision avoidance technique. 
It means RTS never activated when the threshold is set to 2347. 

Fragmentation 2346 
Wireless frames can be divided into smaller units (fragments) to improve 
performance in the presence of RF interference at the limits of RF coverage. 

WMM 
The box is checked 
by default 

WMM (Wi-Fi Multimedia) can help control latency and jitter  when 
transmitting multimedia content over a wireless connection. 
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Short GI 
By default 400ns is 
selected 

Short GI (Guard Interval) is defined to set the sending interval between 
each packet. Note that lower Short GI could increase not only the transition 
rate but also error rate. 

TX Rate 
By default Best is 
selected 

It means the data transition rate. When Best is selected, the device will 
choose a proper data rate according to signal strength. 

RF Bandwidth 
By default Auto is 
selected 

The setting of RF bandwidth limits the maximum data rate. 

Transmit Power 
By default 100% is 
selected 

Normally the wireless transmitter operates at 100% power. By setting the 
transmit power to control the Wi-Fi coverage. 

WIDS 
The box is 
unchecked by 
default 

The WIDS (Wireless Intrusion Detection System) will analyze all packets and 
make a statistic table in WiFi status. 
Go to Status > Basic Network > WiFi tab for detailed WIDS status. 

Save N/A Click the Save button to save the current configuration. 

Undo N/A 
Click the Undo button to restore configuration to previous setting before 
saving. 

 

2.3.4 Uplink Profile 

This device provides WiFi Uplink function for connecting to a wireless access point just like connected 

to a wired WAN or cellular WAN connection. It can operate as a NAT gateway and link the devices wirelessly 

to the uplink network or hosts.  

To connect to the wireless access point, user has to enable the wireless Uplink function for a certain 

WiFi Module (refer to Basic Network > WAN & Uplink > Physical Interface, Internet Setup tabs) first, and 

then configure the Uplink profile(s) for the access point to be connected to in the Uplink Profile page. 

 

Go to Basic Network > WiFi > Uplink Profile tab for configuring the Uplink Profile page. 

 

Uplink Profile Setting 

 

{ŜǘǘƛƴƎ 
Item Value setting Description 

Profile 

1. A Must filled 
setting. 
2. Unchecked by 
default. 

Check the Enable box to activate the profile function. 
It is available only when the selected WiFi module is configured at WiFi Uplink 
mode. 

Module Select A Must filled setting. 
Select the WiFi module to check or configure the expected uplink profile(s). 
For those single WiFi module products, this option is hidden. 
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Operation Band A Must filled setting. 

Specify the intended operation band for the WiFi module. 
Basically, this setting is fixed and cannot be changed once the module is 
integrated into the router product. However, there are some module with 
selectable band for user to choose according to his network environment. 
Under such situation, you can specify which operation band is suitable for the 
application. 

Priority 

1. A Must filled 
setting. 
2. By Signal Strength 
is selected by 
default. 

Specify the network selection methodology for connection to an available 
wireless uplink network. It can be By Signal Strength or By User-defined 
priority.  
When By Signal Strength is selected, the router will try to connect to the 
available uplink network whose wireless signal strength is the strongest. 
When By User-defined is selected, the router will try to connect to the 
available uplink network whose priority is the highest (1 is the highest 
priority, and 16 is the lowest priority). 

 

Note: to apply the defined Uplink profile(s) for the router to find a best fit profile for connecting to a certain 

uplink network, user has to Enable the Profile auto-connect function (Refer to Basic Network > WiFi > 

(Module 1/ Module 2) WiFi Configuration tab. 

 

Create/Edit Uplink Profile 
 

 
 

The Profile List shows the settings for the created uplink profiles. The information includes Profile 

Name, SSID, Channel, Authentication, Encryption, MAC Address, Signal Strength, Priority, and Enable. 

 
When Add button is applied, Profile Configuration screen will appear. 
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tǊƻŦƛƭŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item Value setting Description 

Profile Name 

1. String format can 

be any text 

2. A Must filled 

setting 

Enter a profile name for the uplink network specified below. It is a name that 

is easy for you to understand. 
Value Range: 1 ~ 64 characters. 

Network ID (SSID) 

1. String format : Any 
text 
2. The box is checked 
by default. 

Enter the SSID for the VAP, and decide whether to broadcast the SSID or not. 
The SSID is used for identifying from another AP, and client stations will 
associate with AP according to SSID. If the broadcast SSID option is enabled, it 
means the SSID will be broadcasted, and the stations can associate with this 
device by scanning SSID.  

Channel 

1. A Must filled 
setting. 
2. Auto is selected by 
default. 

Select a radio channel for the VAP. Each channel is corresponding to different 
radio band. The permissible channels depend on the Regulatory Domain.  
There are two available options when Auto is selected: 

 ̧ By AP Numbers 
The channel will be selected according to AP numbers (The less, the 
better). 

 ̧ By Less Interference 
The channel will be selected according to interference. (The lower, the 
better). 

Authentication 

1. A Must filled 
setting 
2. Open is selected by 

default. 

Specify the authentication method for connecting with the uplink network. It 
can be Open, Shared, WPA-SPK, or WPA2-PSK. 
When Open is selected, the pre-shared WEP key could be set for 
authentication; 
When Shared is selected, the pre-shared WEP key should be set for 
authentication; 
When WPA-PSK or WPA2-PSK is selected, The TKIP or AES  pre-shared key 
should be set for authentication; 
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Encryption 

1. A Must filled 
setting. 
2. None is selected 
by default. 

Select a suitable encryption method and enter the required key(s). 
The available method in the dropdown list depends on the Authentication 
you selected. 
None 
It means that the device is open system without encrypting.  
WEP 
Up to 4 WEP keys can be set, and you have to select one as current key. The 
key type can set to HEX or ASCII. 
If HEX is selected, the key should consist of (0 to 9) and (A to F). 
If ASCII is selected, the key should consist of ASCII table. 
TKIP 
TKIP was proposed instead of WEP without upgrading hardware. Enter a Pre-
shared Key for it. The length of key is from 8 to 63 characters. 
AES 
The newest encryption system in WiFi, it also designed for the fast 802.11n 
high bitrates schemes. Enter a Pre-shared Key for it. The length of key is from 
8 to 63 characters. 
You are recommended to use AES encryption instead of any others for 
security. 

MAC Address 

1. MAC Address 

string Format 

2. A Must fill setting 

Specify the MAC Address of the access point (with the Network ID) to be 

connected to. 

Priority 

1. An Optional filled 
setting. 
2. 16 is set by 
default. 

Specify a priority setting for the uplink profile when the By User-defined 
methodology is selected. The priority value can be 1 ~ 16. 1 is the highest 
priority, and 16 is the lowest priority). 

Enable 
The box is checked 

by default. 

Click the Enable box to activate this profile. 

Save N/A Click the Save button to save the configuration. 

Undo N/A 
Click the Undo button to restore what you just configured back to the 

previous setting. 

Back N/A 
When the Back button is clicked, the screen will return to the Profile List 

page. 

 
Instead of manually enter the information for the uplink network, you can also click the Scan button 

to get the available wireless networks around the device, and select one as the uplink network. 

 

When the Scan button is applied, Wireless AP List will appear after few seconds. 
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Once you selected an AP from the AP list, the channel, SSID, Authentication, Encryption, and MAC 

address will be automatically filled into the profile, you just have to enter a key for the uplink connection, 

if required. 
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2.4 IPv6 

The growth of the Internet has created a need for more addresses than are possible with IPv4. IPv6 

(Internet Protocol version 6) is a version of the Internet Protocol (IP) intended to succeed IPv4, which is the 

protocol currently used to direct almost all Internet traffic. IPv6 also implements additional features not 

present in IPv4. It simplifies aspects of address assignment (stateless address auto-configuration), network 

renumbering and router announcements when changing Internet connectivity providers.  

2.4.1 IPv6 Configuration 

 

 
The IPv6 Configuration setting allows user to set the IPv6 connection type to access the IPv6 network. 

This router supports various types of IPv6 connection, including Static IPv6, DHCPv6, and PPPoEv6  

 
Note: For the products just having 3G/4G WAN interface, only IPv6 is supported. Please contact your ISP 

for the IPv6 supports before you proceed with IPv6 setup. 
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IPv6 WAN Connection Type 

Static IPv6 

 Static IPv6 does the same function as static IPv4. The static IPv6 provides manual setting of IPv6 address, 
IPv6 default router address, and IPv6 DNS.  

 
 Above diagram depicts the IPv6 IP addressing, type in the information provided by your ISP to setup the 
IPv6 network.  

DHCPv6 

 DHCP in IPv6 does the same function as DHCP in IPv4. The DHCP server sends IP address, DNS server 
addresses and other possible data to the DHCP client to configure automatically. The server also sends 
a lease time of the address and time to re-contact the server for IPv6 address renewal. The client has then 
to resend a request to renew the IPv6 address. 

 
 !ōƻǾŜ ŘƛŀƎǊŀƳ ŘŜǇƛŎǘǎ 5I/t LtǾс Lt ŀŘŘǊŜǎǎƛƴƎΣ ǘƘŜ 5I/tǾс ǎŜǊǾŜǊ ƻƴ ǘƘŜ L{t ǎƛŘŜ ŀǎǎƛƎƴǎ IPv6 address, 
IPv6 default router address, and IPv6 DNS to ŎƭƛŜƴǘ ƘƻǎǘΩǎ automatically. 
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PPPoEv6 

 tttƻ9Ǿс ƛƴ LtǾс ŘƻŜǎ ǘƘŜ ǎŀƳŜ ŦǳƴŎǘƛƻƴ ŀǎ tttƻ9 ƛƴ LtǾпΦ ¢ƘŜ tttƻ9Ǿс ǎŜǊǾŜǊ ǇǊƻǾƛŘŜǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 
ǇŀǊŀƳŜǘŜǊǎ ōŀǎŜŘ ƻƴ tttƻ9Ǿс ŎƭƛŜƴǘ ǊŜǉǳŜǎǘΦ ²ƘŜƴ tttƻ9Ǿс ǎŜǊǾŜǊ ƎŜǘǎ ŎƭƛŜƴǘ ǊŜǉǳŜǎǘ ŀƴŘ ǎǳŎŎŜǎǎŦǳƭƭȅ 
ŀǳǘƘŜƴǘƛŎŀǘŜǎ ƛǘΣ ǘƘŜ ǎŜǊǾŜǊ ǎŜƴŘǎ Lt ŀŘŘǊŜǎǎΣ 5b{ ǎŜǊǾŜǊ ŀŘŘǊŜǎǎŜǎ ŀƴŘ ƻǘƘŜǊ ǊŜǉǳƛǊŜŘ ǇŀǊŀƳŜǘŜǊǎ ǘƻ 
ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŎƭƛŜƴǘΦ 

 
 ¢ƘŜ ŘƛŀƎǊŀƳ ŀōƻǾŜ ŘŜǇƛŎǘǎ ǘƘŜ LtǾс ŀŘŘǊŜǎǎƛƴƎ ǘƘǊƻǳƎƘ tttƻ9Σ tttƻ9Ǿс ǎŜǊǾŜǊ ό5{[!aύ ƻƴ ǘƘŜ L{t ǎƛŘŜ 
ǇǊƻǾƛŘŜǎ LtǾс ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǳǇƻƴ ǊŜŎŜƛǾƛƴƎ tttƻ9Ǿс ŎƭƛŜƴǘ ǊŜǉǳŜǎǘΦ ²ƘŜƴ tttƻ9Ǿс ǎŜǊǾŜǊ ƎŜǘǎ ŎƭƛŜƴǘ 
ǊŜǉǳŜǎǘ ŀƴŘ ǎǳŎŎŜǎǎŦǳƭƭȅ ŀǳǘƘŜƴǘƛŎŀǘŜǎ ƛǘΣ ǘƘŜ ǎŜǊǾŜǊ ǎŜƴŘǎ Lt ŀŘŘǊŜǎǎΣ 5b{ ǎŜǊǾŜǊ ŀŘŘǊŜǎǎŜǎ ŀƴŘ ƻǘƘŜǊ 
ǊŜǉǳƛǊŜŘ ǇŀǊŀƳŜǘŜǊǎ ǘƻ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŎƭƛŜƴǘΦ 

 

  



 

  ICR-1601 

 82 
 

LtǾс /ƻƴŦƛƎǳǊŀǘƛƻƴ {ŜǘǘƛƴƎ 

Go to Basic Network > IPv6 > Configuration Tab. 
 
The IPv6 Configuration setting allows user to set the IPv6 connection type to access the IPv6 network. 
 

 
 

LtǾс /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item Value setting Description 

IPv6 
The box is 
unchecked by 
default, 

Check the Enable box to activate the IPv6 function. 

WAN Connection 
Type 

1. Only can be 
selected when IPv6 
Enable 
2. A Must filled 
setting 

Define the selected IPv6 WAN Connection Type to establish the IPv6 
connectivity. For this product only IPv6 is supported. 

 

DHCPv6 WAN Type Configuration 
 

  
5I/tǾс ²!b ¢ȅǇŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item Value setting   Description 

DNS 
The option [From 
Server] is selected by 
default 

Select the [Specific DNS] option to active Primary DNS and Secondary DNS. 
Then fill the DNS information. 

Primary DNS 
Cannot modified by 
default 

Enter the WAN primary DNS Server. 

Secondary DNS 
Cannot modified by 
default 

Enter the WAN secondary DNS Server. 

MLD 
The box is 
unchecked by 
default 

Enable/Disable the MLD Snooping function 
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LAN Configuration 
 

 
 

[!b /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item  Value setting Description 
Global Address Value auto-created Enter the LAN IPv6 Address for the router. 

Link-local Address Value auto-created Show the link-local address for LAN interface of router. 

 
Then go to Address Auto-configuration (summary) for setting LAN environment. 

 

If above setting is configured, click the Save button to save the configuration, and click Reboot button 

to reboot the router. 

 
Address Auto-configuration 

 

 
 

!ŘŘǊŜǎǎ !ǳǘƻπŎƻƴŦƛƎǳǊŀǘƛƻƴ 
Item  Value setting Description 

Auto-configuration 

The box is 

unchecked by 

default 

Check to enable the Auto configuration feature. 

Auto-configuration 
Type 

1. Only can be 

selected when Auto-

configuration 

enabled 

2. Stateless is 

selected by default 

Define the selected IPv6 WAN Connection Type to establish the IPv6 

connectivity. 

Select Stateless to manage the Local Area Network to be SLAAC + RDNSS 

Router Advertisement Lifetime (A Must filled setting): Enter the Router 

Advertisement Lifetime (in seconds). 200 is set by default. 

Value Range: 0 ~ 65535. 
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2.5 Port Forwarding 

Network address translation (NAT) is a methodology of remapping one IP address space into another 

by modifying network address information in Internet Protocol (IP) datagram packet headers while they 

are in transit across a traffic routing device. The technique was originally used for ease of rerouting traffic 

in IP networks without renumbering every host. It has become a popular and essential tool in conserving 

global address space allocations in face of IPv4 address exhaustion. The product you purchased embeds 

and activates the NAT function. You also can disable the NAT function in [Basic Network]-[WAN & Uplink]-

[Internet Setup]-[WAN Type Configuration] page. 

 

 

 

Usually all local hosts or servers behind corporate router are protected by NAT firewall. NAT firewall 

will filter out unrecognized packets to protect your Intranet. So, all local hosts are invisible to the outside 

world. Port forwarding or port mapping is function that redirects a communication request from one 

address and port number combination to assigned one. This technique is most commonly used to make 

services on a host residing on a protected or masqueraded (internal) network available to hosts on the 

opposite side of the router (external network), by remapping the destination IP address and port number 

There are several optional Port Forwarding related functions in this router. They are Virtual Server, 

Virtual Computer, IP Translation, Special AP & ALG, DMZ and Pass Through, etc. The available functions 

might be different for the purchased model. 
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2.5.1 Configuration 

NAT Loopback 

This feature allows you to access the WAN global IP address from your inside NAT local network. It is 

useful when you run a server inside your network. For example, if you set a mail server at LAN side, your 

local devices can access this mail server through routerΩǎ Ǝƭƻōŀƭ Lt ŀŘŘǊŜǎǎ ǿƘŜƴ ŜƴŀōƭŜ b!¢ ƭƻƻǇōŀŎƪ 

feature. On either side are you in accessing the email server, at the LAb ǎƛŘŜ ƻǊ ŀǘ ǘƘŜ ²!b ǎƛŘŜΣ ȅƻǳ ŘƻƴΩǘ 

need to change the IP address of the mail server. 

 

Configuration Setting 

Go to Basic Network > Port Forwarding > Configuration tab. 
 

The NAT Loopback allows user to access the WAN IP address from inside your local network. 

 

Enable NAT Loopback 

 

 

/ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item  Value setting Description 

NAT Loopback 
The box is checked by 

default 
Check the Enable box to activate this NAT function 

Save N/A Click the Save button to save the settings. 

Undo N/A Click the Undo button to cancel the settings 
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2.5.2 Virtual Server & Virtual Computer  
 

 

There are some important Pot Forwarding functions implemented within the router, including "Virtual 

Server", "NAT loopback" and "Virtual Computer". 

It is necessary for cooperate staffs who travel outside and want to access various servers behind office 

router. You can set up those servers by using "Virtual Server" feature. After trip, if want to access those 

servers from LAN side by global IP, without change original setting, NAT Loopback can achieve it. 

"Virtual computer" is a host behind NAT router whose IP address is a global one and is visible to the 

outside world. Since it is behind NAT, it is protected by router firewall. To configure Virtual Computer, you 

just have to map the local IP of the virtual computer to a global IP. 
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Virtual Server & NAT Loopback 

"Virtual Server" allows you to access servers 

with the global IP address or FQDN of the 

gateway as if they are servers existed in the 

Internet. But in fact, these servers are located in 

the Intranet and are physically behind the 

gateway. The gateway serves the service 

requests by port forwarding the requests to the 

LAN servers and transfers the replies from LAN 

servers to the requester on the WAN side. As 

shown in example, an E-mail virtual server is 

defined to be located at a server with IP address 

10.0.75.101 in the Intranet of Network-A, 

including SMTP service port 25 and POP3 service 

port 110. So, the remote user can access the E-

Ƴŀƛƭ ǎŜǊǾŜǊ ǿƛǘƘ ǘƘŜ ƎŀǘŜǿŀȅΩǎ Ǝƭƻōŀƭ Lt 

118.18.81.33 from its WAN side. But the real E-

mail server is located at LAN side and the 

gateway is the port forwarder for E-mail service. 

NAT Loopback allows you to access the WAN global IP address from your inside NAT local network. It 

is useful when you run a server inside your network. For example, if you set a mail server at LAN side, your 

ƭƻŎŀƭ ŘŜǾƛŎŜǎ Ŏŀƴ ŀŎŎŜǎǎ ǘƘƛǎ Ƴŀƛƭ ǎŜǊǾŜǊ ǘƘǊƻǳƎƘ ƎŀǘŜǿŀȅΩǎ Ǝƭƻōŀƭ Lt ŀŘŘǊŜǎǎ ǿƘŜƴ ŜƴŀōƭŜ b!¢ ƭƻƻǇōack 

ŦŜŀǘǳǊŜΦ hƴ ŜƛǘƘŜǊ ǎƛŘŜ ŀǊŜ ȅƻǳ ƛƴ ŀŎŎŜǎǎƛƴƎ ǘƘŜ ŜƳŀƛƭ ǎŜǊǾŜǊΣ ŀǘ ǘƘŜ [!b ǎƛŘŜ ƻǊ ŀǘ ǘƘŜ ²!b ǎƛŘŜΣ ȅƻǳ ŘƻƴΩǘ 

need to change the IP address of the mail server. 

 

Virtual Computer 

"Virtual Computer" allows you to assign LAN 
hosts to global IP addresses, so that they can be 
visible to outside world. While so, they are also 
protected by the gateway firewall as being 
client hosts in the Intranet. For example, if you 
set a FTP file server at LAN side with local IP 
address 10.0.75.102 and global IP address 
118.18.82.44, a remote user can access the file 
server while it is hidden behind the NAT 
gateway. That is because the gateway takes 
care of all accessing to the IP address 
118.18.82.44, including to forward the access 
requests to the file server and to send the 
replies from the server to outside world. 
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Virtual Server & Virtual Computer Setting 

Go to Basic Network > Port Forwarding > Virtual Server & Virtual Computer tab. 
 

Enable Virtual Server and Virtual Computer 
 

 

/ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item  Value setting Description 

Virtual Server 
The box is unchecked by 

default 
Check the Enable box to activate this port forwarding function 

Virtual Computer 
The box is checked by 

default 
Check the Enable box to activate this port forwarding function 

Save N/A Click the Save button to save the settings. 

Undo N/A Click the Undo button to cancel the settings. 

 

 

Create / Edit Virtual Server 
 

The router allows you to custom your Virtual Server rules. It supports up to a maximum of 20 rule-

based Virtual Server sets. 

 

 

When Add button is applied, Virtual Server Rule Configuration screen will appear. 
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±ƛǊǘǳŀƭ {ŜǊǾŜǊ wǳƭŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item  Value setting Description 

WAN Interface 
1. A Must filled setting  

2. Default is ALL. 

Define the selected interface to be the packet-entering interface of the 

router.  

If the packets to be filtered are coming from WAN-x then select WAN-x for 

this field.  

Select ALL for packets coming into the router from any interface. 

It can be selected WAN-x box when WAN-x enabled. 

Note: The available check boxes (WAN-1 ~ WAN-4) depend on the number of 

WAN interfaces for the product. 

Server IP A Must filled setting 
This field is to specify the IP address of the interface selected in the WAN 

Interface setting above. 

Protocol 
Public Port 
Private Port 

A Must filled setting 

When άL/atǾпέ is selected 

Lǘ ƳŜŀƴǎ ǘƘŜ ƻǇǘƛƻƴ άtǊƻǘƻŎƻƭέ ƻŦ ǇŀŎƪŜǘ ŦƛƭǘŜǊ ǊǳƭŜ ƛǎ L/atǾпΦ 

Apply Time Schedule to this rule, otherwise leave it as Always. (refer to 

Scheduling setting under Object Definition)  

Then check Enable box to enable this rule. 

 

When ά¢/tέ is selected 

Lǘ ƳŜŀƴǎ ǘƘŜ ƻǇǘƛƻƴ άtǊƻǘƻŎƻƭέ ƻŦ ǇŀŎƪŜǘ ŦƛƭǘŜǊ ǊǳƭŜ ƛǎ ¢/tΦ 

Public Port selected a predefined port from Well-known Service, and Private 

Port is the same with Public Port number.  

Public Port is selected Single Port and specify a port number, and Private 

Port can be set a Single Port number.  

Public Port is selected Port Range and specify a port range, and Private Port 

can be selected Single Port or Port Range. 

Value Range: 1 ~ 65535 for Public Port, Private Port. 
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When ά¦5tέ is selected 

Lǘ ƳŜŀƴǎ ǘƘŜ ƻǇǘƛƻƴ άtǊƻǘƻŎƻƭέ ƻŦ ǇŀŎƪŜǘ ŦƛƭǘŜǊ ǊǳƭŜ ƛǎ ¦5tΦ 

Public Port selected a predefined port from Well-known Service, and Private 

Port is the same with Public Port number.  

Public Port is selected Single Port and specify a port number, and Private 

Port can be set a Single Port number.  

Public Port is selected Port Range and specify a port range, and Private Port 

can be selected Single Port or Port Range. 

Value Range: 1 ~ 65535 for Public Port, Private Port. 

 

When ά¢/t ϧ ¦5tέ is selected 

Lǘ ƳŜŀƴǎ ǘƘŜ ƻǇǘƛƻƴ άtǊƻǘƻŎƻƭέ ƻŦ ǇŀŎƪŜǘ ŦƛƭǘŜǊ ǊǳƭŜ ƛǎ ¢/t ŀƴŘ ¦5tΦ 

Public Port selected a predefined port from Well-known Service, and Private 

Port is the same with Public Port number.  

Public Port is selected Single Port and specify a port number, and Private 

Port can be set a Single Port number.  

Public Port is selected Port Range and specify a port range, and Private Port 

can be selected Single Port or Port Range. 

Value Range: 1 ~ 65535 for Public Port, Private Port. 

 

When άDw9έ is selected 

Lǘ ƳŜŀƴǎ ǘƘŜ ƻǇǘƛƻƴ άtǊƻǘƻŎƻƭέ ƻŦ ǇŀŎƪŜǘ ŦƛƭǘŜǊ ǊǳƭŜ ƛǎ Dw9Φ 

 

When ά9{tέ is selected 

Lǘ ƳŜŀƴǎ ǘƘŜ ƻǇǘƛƻƴ άtǊƻǘƻŎƻƭέ ƻŦ ǇŀŎƪŜǘ ŦƛƭǘŜǊ ǊǳƭŜ ƛǎ 9{tΦ 

 

When ά{/¢tέ is selected 

It means ǘƘŜ ƻǇǘƛƻƴ άtǊƻǘƻŎƻƭέ ƻŦ ǇŀŎƪŜǘ ŦƛƭǘŜǊ ǊǳƭŜ ƛǎ {/¢tΦ 

 

When ά¦ǎŜǊ-ŘŜŦƛƴŜŘέ is selected 

Lǘ ƳŜŀƴǎ ǘƘŜ ƻǇǘƛƻƴ άtǊƻǘƻŎƻƭέ ƻŦ ǇŀŎƪŜǘ ŦƛƭǘŜǊ ǊǳƭŜ ƛǎ ¦ǎŜǊ-defined. 

For Protocol Number, enter a port number. 

Time Schedule 

1. An optional filled 

setting  

2. (0)Always Is selected 

by default. 

Apply Time Schedule to this rule; otherwise leave it as (0)Always. (refer to 

Scheduling setting under Object Definition)  

 

Rule 

1. An optional filled 

setting  

2. The box is unchecked 

by default. 

Check the Enable box to activate the rule. 

Save N/A Click the Save button to save the settings. 

Undo N/A Click the Undo button to cancel the settings. 

Back N/A When the Back button is clicked the screen will return to previous page. 
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Create / Edit Virtual Computer 
 

The router allows you to custom your Virtual Computer rules. It supports up to a maximum of 20 rule-

based Virtual Computer sets. 

 

 

When Add button is applied, Virtual Computer Rule Configuration screen will appear. 

 

 
 

±ƛǊǘǳŀƭ /ƻƳǇǳǘŜǊ wǳƭŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item  Value setting Description 
Global IP A Must filled setting This field is to specify the IP address of the WAN IP. 

Local IP A Must filled setting This field is to specify the IP address of the LAN IP. 

Enable N/A Then check Enable box to enable this rule. 

Save N/A Click the Save button to save the settings. 

 

2.5.3 Special AP & ALG 

As a NAT gateway, it doesn't allow an active connection request from outside world. All this kind of 

requests will be ignored by the NAT gateway. But at the client hosts in the Intranet, users may use 

applications that need more service ports to be allowed for passing through the NAT gateway. The "Special 

AP (application)" feature in the gateway can solve this problem. That is, some applications require multiple 

connections, like Internet games, Video conferencing, Internet telephony, etc. Because of the firewall 

function, these applications cannot work with a pure NAT gateway. The Special AP feature allows some of 

these applications to work with this product. 

Besides, application-level gateway (ALG) allows customized NAT traversal filters to be plugged into the 

gateway to support address and port translation for certain application layer "control/data" protocols such 

as FTP, BitTorrent, SIP, RTSP, file transfer in IM applications, etc. In order for these protocols to work 

through NAT or a firewall, either the application has to know about an address/port number combination 

that allows incoming packets, or the NAT has to monitor the control traffic and open up port mappings 

(firewall pinhole) dynamically as required. Legitimate application data can thus be passed through the 
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security checks of the firewall or NAT that would have otherwise restricted the traffic for not meeting its 

limited filter criteria. 

Special AP 

  
 

The Special AP feature allows you to 

request the gateway open a pre-defined 

service ports for incoming packets to 

pass through once the trigger port is 

activated by local hosts. As shown in the 

diagram, special AP rule define port 554 

as trigger port and 6970~6999 as 

incoming ports. With such setting, local 

user at host 10.0.75.100 can enjoy the 

music by using Quick Time application, 

whose media server is located in the Internet. When you open application, it will activate Trigger Port and 

then incoming data packet from remote application server will pass through incoming port 6970~6999. 

 

SIP ALG 

This gateway supports the SIP ALG feature to allow one SIP phone behind the NAT gateway can call 

another SIP phone in the Internet, even the gateway executes its NAT mechanism between the Intranet 

and the Internet. The NAT gateway monitors the control traffic and open up port mappings (firewall 

pinhole) dynamically as required to know about an address/port number combination that allows incoming 

packets, so it will support address and port translation for SIP application layer "control/data" protocols as 

shown in following diagram. The NAT Gateway enables the SIP ALG feature, so it will monitor the SIP Phone 

#1 actions, open up the required ports and make the address and port translation in a SIP voice 

communication. 
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As shown in the diagram, the calling 

starts from the SIP Phone #1 to the SIP 

server via the NAT gateway. Then the 

SIP server invites the SIP Phone #2 

and finally, the SIP Phone #1 talks to 

the SIP Phone #2. But for the NAT 

gateway, SIP Phone #2 is an unknown 

host, so the active access from the 

Phone #2 will be treated as 

unexpected traffic and will be blocked 

out. With the SIP ALG function 

enabled, the NAT gateway will 

monitor the control traffic for the SIP 

calls, and recognized the traffic from 

SIP Phone #2 is part of the connection 

sessions with SIP Phone #1. 

 

Special AP & ALG Setting 

Go to Basic Network > Port Forwarding > Special AP & ALG tab. 

 

The Special AP setting allows some applications require multiple connections. The ALG setting allows 

user to Support some SIP ALG, like STUN. 

 

Enable Special AP & ALG 

 
 

/ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item  Value setting Description 
Special AP The box is checked by 

default 

Check the Enable box to activate the Special AP function. 

ALG Enable The box is checked by 

default 

Check the Enable box to activate the SIP ALG function. 

Save N/A Click the Save button to save the settings. 

Undo N/A Click the Undo button to cancel the settings 
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Create / Edit Special AP Rule 

The gateway allows you to custom your Special AP rules. It supports up to a maximum of 8 rule-based 

Special AP sets. 

 
When Add button is applied, Special AP Rule Configuration screen will appear. 
 

 
 

Lt ¢Ǌŀƴǎƭŀǘƛƻƴ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item  Value setting Description 
WAN Interface 1. A Must filled setting  

2.All is checked by 

default. 

Check the interface box(es) to apply the Special AP rule.  

By default, All is checked, and the Special AP rule will be applied to all 

WAN interfaces. 

Trigger Port 1. A Must filled setting  

2.User-defined is 

selected by default. 

Enter the expected trigger port (or port range) if User-defined is selected 

in the dropdown list. 

If you select other popular application from the dropdown list, the 

corresponding trigger port(s) and incoming ports will be defined 

automatically. 

Value Range: 1 ~ 65535. 

Incoming Ports 1. A Must filled setting Enter the expected Incoming ports if User-defined is selected in the 

Trigger Port dropdown list. 

If you select other popular application from the dropdown list, the 

corresponding incoming ports will be defined automatically. 

Value Range: 1 ~ 65535; It can be a single port, multiple ports separated 

by ά,έ, .or port range. 

Time Schedule 1. An Must filled setting  

2.(0) Always is selected 

by default. 

Apply Time Schedule to this rule, otherwise leave it as Always. 

If the dropdown list is empty ensure Time Schedule is pre-configured. 

Refer to Object Definition > Scheduling > Configuration tab. 

Rule The box is unchecked by 

default 

Check the Enable box to activate the special AP rule. 

Save N/A Click the Save button to save the settings. 

Undo N/A Click the Undo button to cancel the settings 
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2.5.4 DMZ & Pass Through 
 

DMZ (De Militarized Zone) Host is a host that is exposed to the Internet cyberspace but still within the 

protection of firewall by router device. So, the function allows a computer to execute 2-way communication 

for Internet games, Video conferencing, Internet telephony and other special applications. In some cases 

when a specific application is blocked by NAT mechanism, you can indicate that LAN computer as a DMZ 

host to solve this problem. 

 

 

The DMZ function allows you to ask the router pass through all normal packets to the DMZ host behind 

the NAT router only when these packets are not expected to receive by applications in the router or by 

other client hosts in the Intranet. Certainly, the DMZ host is also protected by the router firewall. Activate 

the feature and specify the DMZ host with a host in the Intranet when needed. 

 

DMZ Scenario 

When the network administrator wants to set 

up some service daemons in a host behind NAT 

gateway to allow remote users request for 

services from server actively, you just have to 

configure this host as DMZ Host. As shown in 

the diagram, there is an X server installed as 

DMZ host, whose IP address is 10.0.75.100. 

Then, remote user can request services from 

X server just as it is provided by the gateway 

whose global IP address is 118.18.81.33. The 

gateway will forward those packets, not 

belonging to any configured virtual server or 

applications, directly to the DMZ host. 
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VPN Pass through Scenario 

Since VPN traffic is different from that of TCP 
or UDP connection, it will be blocked by NAT 
gateway. To support the pass through function 
for the VPN connections initiating from VPN 
clients behind NAT gateway, the gateway must 
implement some kind of VPN pass through 
function for such application. The gateway 
support the pass through function for IPSec, 
PPTP, and L2TP connections, you just have to 
check the corresponding checkbox to activate 
it. 

 

DMZ & Pass Through Setting 

Go to Basic Network > Port Forwarding > DMZ & Pass Through tab. 
 

The DMZ host is a host that is exposed to the Internet cyberspace but still within the protection of 

firewall by router device. 

 

Enable DMZ and Pass Through 
 

 

/ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item  Value setting Description 
DMZ 1. A Must filled setting  

2. Default is ALL. 

Check the Enable box to activate the DMZ function 

Define the selected interface to be the packet-entering interface of the 

router, and fill in the IP address of Host LAN IP in DMZ Host field. 

If the packets to be filtered are coming from WAN-x then select WAN-x 

for this field.  

Select ALL for packets coming into the router from any interfaces. 

It can be selected WAN-x box when WAN-x enabled. 

 

Note: The available check boxes (WAN-1 ~ WAN-4) depend on the 

number of WAN interfaces for the product. 
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Pass Through 
Enable 

The boxes are checked 

by default 

Check the box to enable the pass through function for the IPSec, PPTP, 

and L2TP.  

With the pass through function enabled, the VPN hosts behind the router 

still can connect to remote VPN servers. 

Save N/A Click the Save button to save the settings. 

Undo N/A Click the Undo button to cancel the settings 

 

2.6 Routing 

 

 
 

 

If you have more than one router and subnet, you will need to enable routing function to allow packets 

to find proper routing path and allow different subnets to communicate with each other. Routing is the 

process of selecting best paths in a network. It is performed for many kinds of networks, like electronic 

data networks (such as the Internet), by using packet switching technology. The routing process usually 

directs forwarding on the basis of routing tables which maintain a record of the routes to various network 

destinations. Thus, constructing routing tables, which are held in the router's memory, is very important 

for efficient routing. Most routing algorithms use only one network path at a time. 

The routing tables record your pre-defined routing paths for some specific destination subnets. It is 

static routing. However, if the contents of routing tables record the obtained routing paths from neighbor 

routers by using some protocols, such as RIP, OSPF and BGP. It is dynamic routing. These both routing 

approaches will be illustrated one after one. In addition, the router also built in one advanced configurable 

routing software Quagga for more complex routing applications, you can configure it if required via Telnet 

CLI. 
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2.6.1 Static Routing  

 

 

"Static Routing" function lets you define the 

routing paths for some dedicated hosts/servers or 

subnets to store in the routing table of the router. 

The router routes incoming packets to different 

peer gateways based on the routing table. You 

need to define the static routing information in 

gateway routing rule list. 

When the administrator of the gateway wants to 

specify what kinds of packets to be transferred via 

which gateway interface and which peer gateway 

to their destination. It can be carried out by the 

"Static Routing" feature. Dedicated packet flows 

from the Intranet will be routed to their destination 

via the pre-defined peer gateway and 

corresponding gateway interface that are defined 

in the system routing table by manual. 

As shown in the diagram, when the destination is 

Google access, rule 1 set interface as ADSL, routing 

gateway as IP-DSLAM gateway 192.168.121.253. 

All the packets to Google will go through WAN-1. 

And the same way applied to rule 2 of access 

Yahoo. Rule 2 sets 3G/4G as interface.  
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Static Routing Setting 

Go to Basic Network > Routing > Static Routing Tab. 

 
There are three configuration windows for static routing feature, including "Configuration", "Static 

Routing Rule List" and "Static Routing Rule Configuration" windows. "Configuration" window lets you 

activate the global static routing feature. Even there are already routing rules, if you want to disable routing 

temporarily, just uncheck the Enable box to disable it. "Static Routing Rule List" window lists all your defined 

static routing rule entries. Using "Add" or "Edit" button to add and create one new static routing rule or to 

modify an existed one.  

When "Add" or "Edit" button is applied, the "Static Routing Rule Configuration" window will appear 

to let you define a static routing rule.  

 

Enable Static Routing 
 

Just check the Enable box to activate the "Static Routing" feature. 

 

 

 

{ǘŀǘƛŎ wƻǳǘƛƴƎ 
Item Value setting Description 

Static Routing 
The box is unchecked by 

default 
Check the Enable box to activate this function 

 

 

Create / Edit Static Routing Rules 
 

The Static Routing Rule List shows the setup parameters of all static routing rule entries. To configure 

a static routing rule, you must specify related parameters including the destination IP address and subnet 

mask of dedicated host/server or subnet, the IP address of peer gateway, the metric and the rule activation. 

 

 
 

The router allows you to custom your static routing rules. It supports up to a maximum of 64 rule sets. 

When Add button is applied, Static Routing Rule Configuration screen will appear, while the Edit button 

at the end of each static routing rule can let you modify the rule. 
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LtǾп {ǘŀǘƛŎ wƻǳǘƛƴƎ 
Item Value setting Description 

Destination 
IP 

1. IPv4 Format 

2. A Must filled setting 
Specify the Destination IP of this static routing rule. 

Subnet Mask 
255.255.255.0 (/24) is set 

by default 
Specify the Subnet Mask of this static routing rule. 

Gateway IP 
1. IPv4 Format 

2. A Must filled setting 
Specify the Gateway IP of this static routing rule. 

Interface Auto is set by default 
Select the Interface of this static routing rule. It can be Auto, or the available 

WAN / LAN interfaces. 

Metric 
1. Numeric String Format 

2. A Must filled setting 

The Metric of this static routing rule. 

Value Range: 0 ~ 255. 

Rule 
The box is unchecked by 

default. 
Click Enable box to activate this rule. 

Save NA Click the Save button to save the configuration 

Undo NA 
Click the Undo button to restore what you just configured back to the 

previous setting. 

Back NA 
When the Back button is clicked the screen will return to the Static Routing 

Configuration page. 
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2.6.2 Dynamic Routing  

 

 

 

 

 

 

 

Dynamic Routing, also called adaptive routing, describes the capability of a system, through which 

routes are characterized by their destination, to alter the path that the route takes through the system in 

response to a change in network conditions. 

This router supports dynamic routing protocols, including RIPv1/RIPv2 (Routing Information Protocol), 

and OSPF (Open Shortest Path First), for you to establish routing table automatically. The feature of 

dynamic routing will be very useful when there are lots of subnets in your network. Generally speaking, RIP 

is suitable for small network. OSPF is more suitable for medium network. 
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The supported dynamic routing protocols are described as follows: 

RIP Scenario 

The Routing Information Protocol (RIP) is one of 

the oldest distance-vector routing protocols, 

which employs the hop count as a routing metric. 

RIP prevents routing loops by implementing 

a limit on the number of hops allowed in a path 

from the source to a destination. The maximum 

number of hops allowed for RIP is 15. This hop 

limit, however, also limits the size of networks 

that RIP can support. A hop count of 16 is 

considered an infinite distance, in other words 

the route is considered unreachable. RIP 

implements the split horizon, route poisoning and 

hold-down mechanisms to prevent incorrect 

routing information from being propagated. 
 

OSPF Scenario 

Open Shortest Path First (OSPF) is a routing 

protocol that uses link state routing algorithm. It 

is the most widely used interior gateway protocol 

(IGP) in large enterprise networks. It gathers link 

state information from available routers and 

constructs a topology map of the network. The 

topology is presented as a routing table which 

routes datagrams based solely on the destination 

IP address. 

Network administrator can deploy OSPF gateway 

in large enterprise network to get its routing table 

from the enterprise backbone, and forward 

routing information to other routers, which are 

no linked to the enterprise backbone. Usually, an 

OSPF network is subdivided into routing areas to 

simplify administration and optimize traffic and 

resource utilization.  

As shown in the diagram, OSPF gateway 

gathers routing information from the backbone 

gateways in area 0, and will forward its routing 

information to the routers in area 1 and area 

2 which are not in the backbone. 
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Dynamic Routing Setting 

Go to Basic Network > Routing > Dynamic Routing Tab. 

 
The dynamic routing setting allows user to customize RIP, and OSPF protocols through the router 

based on their office setting. 

In the "Dynamic Routing" page, there are several configuration windows for dynamic routing feature. 

They are the "RIP Configuration" window, "OSPF Configuration" window, "OSPF Area List", and "OSPF Area 

Configuration" window. RIP, and OSPF protocols can be configured individually. 

The "RIP Configuration" window lets you choose which version of RIP protocol to be activated or 

disable it. The "OSPF Configuration" window can let you activate the OSPF dynamic routing protocol and 

specify its backbone subnet. Moreover, the "OSPF Area List" window lists all defined areas in the OSPF 

network. 

 

RIP Configuration 
 

The RIP configuration setting allows user to customize RIP protocol through the router based on their 

office setting. 

 

 
 

RIP Configuration 
Item  Value setting Description 

RIP Enable Disable is set by default 

Select Disable will disable RIP protocol. 

Select RIP v1 will enable RIPv1 protocol. 

Select RIP v2 will enable RIPv2 protocol. 
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OSPF Configuration 
 

The OSPF configuration setting allows user to customize OSPF protocol through the router based on 

their office setting. 

 

 
 

OSPF Configuration 
Item  Value setting Description 
OSPF Disable is set by default Click Enable box to activate the OSPF protocol. 

Router ID 
1. IPv4 Format 

2. A Must filled setting 
The Router ID of this router on OSPF protocol  

Authentication None is set by default 

The Authentication method of this router on OSPF protocol. 

Select None will disable Authentication on OSPF protocol. 

Select Text will enable Text Authentication with entered the Key in this field 

on OSPF protocol. 

Select MD5 will enable MD5 Authentication with entered the ID and Key in 

these fields on OSPF protocol. 

Backbone 
Subnet 

1. Classless Inter Domain 

Routing (CIDR) Subnet 

Mask Notation. (Ex: 

192.168.1.0/24) 

2. A Must filled setting 

The Backbone Subnet of this router on OSPF protocol. 
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Create / Edit OSPF Area Rules 
 

The router allows you to custom your OSPF Area List rules. It supports up to a maximum of 32 rule 

sets. 

 

 
 
When Add button is applied, OSPF Area Rule Configuration screen will appear. 
 

 
 

OSPF Area Configuration 
Item  Value setting Description 

Area Subnet 

1. Classless Inter Domain 

Routing (CIDR) Subnet 

Mask Notation. (Ex: 

192.168.1.0/24) 

2. A Must filled setting 

The Area Subnet of this router on OSPF Area List. 

Area ID 
1. IPv4 Format 

2. A Must filled setting 
The Area ID of this router on OSPF Area List. 

Area 
The box is unchecked by 

default. 
Click Enable box to activate this rule. 

Save N/A Click the Save button to save the configuration 
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2.6.3 Routing Information 

 

The routing information allows user to view the routing table and policy routing information. 
 
Go to Basic Network > Routing > Routing Information Tab. 
 

 

 

Routing Table 
Item Value setting Description 
Destination 
IP 

N/A Routing record of Destination IP. IPv4 Format. 

Subnet 
Mask 

N/A Routing record of Subnet Mask. IPv4 Format. 

Gateway IP N/A Routing record of Gateway IP. IPv4 Format. 

Metric N/A Routing record of Metric. Numeric String Format. 

Interface N/A Routing record of Interface Type. String Format. 
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2.7 DNS & DDNS 

How does user access your server if your WAN IP address changes all the time? One way is to register 

a new domain name, and maintain your own DNS server. Another simpler way is to apply a domain name 

to a third-party DDNS service provider. The service can be free or charged. If you want to understand the 

basic concepts of DNS and Dynamic DNS, you can refer to Wikipedia website1. 

2.7.1 DNS & DDNS Configuration 
 

Dynamic DNS 

To host your server on a changing IP address, 
you have to use dynamic domain name service 
(DDNS). Therefore, anyone wishing to reach 
your host only needs to know the domain 
name. Dynamic DNS will map the name of your 
host to your current IP address, which changes 
each time you connect your Internet service 
provider.  

The Dynamic DNS service allows the gateway 
to alias a public dynamic IP address to a static 
domain name, allowing the gateway to be 
more easily accessed from various locations on 
the Internet. As shown in the diagram, user 
registered a domain name to a third-party 
DDNS service provider (NO-IP) to use DDNS 
function. Once the IP address of designated 
WAN interface has changed, the dynamic DNS 
agent in the gateway will inform the DDNS 
server with the new IP address. The server 
automatically re-maps your domain name with 
the changed IP address. So, other hosts or 
remote users in the Internet world are able to 
link to your gateway by using your domain 
name regardless of the changing global IP 
address. 

 

 

  

                                                      
1 http://en.wikipedia.org/wiki/Domain_Name_System, http://en.wikipedia.org/wiki/Dynamic_DNS  

http://en.wikipedia.org/wiki/Domain_Name_System
http://en.wikipedia.org/wiki/Dynamic_DNS
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DNS & DDNS Setting 

Go to Basic Network > DNS & DDNS > Configuration Tab. 

 
The DNS & DDNS setting allows user to setup Dynamic DNS feature and DNS redirect rules. 

 

Setup Dynamic DNS 
 
The router allows you to custom your Dynamic DNS settings. 

 

 

 

55b{ ό5ȅƴŀƳƛŎ 5b{ύ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item  Value setting Description 

DDNS 
The box is unchecked by 

default 
Check the Enable box to activate this function. 

WAN Interface WAN 1 is set by default Select the WAN Interface IP Address of the router. 

Provider 
DynDNS.org (Dynamic) 

is set by default 

Select your DDNS provider of Dynamic DNS. It can be DynDNS.org(Dynamic), 

DynDNS.org(Custom), NO-IP.com, etc... 

Host Name 

1. String format can be 

any text 

2. A Must filled setting 

Your registered host name of Dynamic DNS. 

Value Range: 0 ~ 63 characters. 

User Name / E-
Mail 

1. String format can be 

any text 

2. A Must filled setting 

Enter your User name or E-mail address of Dynamic DNS. 

Password / Key 

1. String format can be 

any text 

2. A Must filled setting 

Enter your Password or Key of Dynamic DNS. 

Save N/A Click Save to save the settings 

Undo N/A Click Undo to cancel the settings 
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Setup DNS Redirect 
 

DNS redirect is a special function to redirect certain traffics to a specified host. Administrator can 

manage the internet / intranet traffics that are going to access some restricted DNS and force those traffics 

to be redirected to a specified host. 

 

 

 

5b{ wŜŘƛǊŜŎǘ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item  Value setting Description 

DNS Redirect 
The box is unchecked by 

default 
Check the Enable box to activate this function. 

Save N/A Click Save to save the settings 

Undo N/A Click Undo to cancel the settings 
 

If you enabled the DNS Redirect function, you have to further specify the redirect rules. According to 

the rules, the router can redirect the traffic that matched the DNS to corresponding pre-defined IP address. 

 

 
 

When Add button is applied, Redirect Rule screen will appear. 
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wŜŘƛǊŜŎǘ wǳƭŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item  Value setting Description 

Domain Name 

1. String format can be 

any text 

2. A Must filled setting 

Enter a domain name to be redirect. The traffic to specified domain name will 

be redirect to the following IP address. 

Value Range: at least 1 character is requiredΤ ΨϝΩ ŦƻǊ ŀƴȅΦ 

IP 
1. IPv4 format 

2. A Must filled setting 
Enter an IP Address as the target for the DNS redirect. 

Condition 
1. A Must filled setting 
2. Always is selected by 
default. 

Specify when the DNS redirect action can be applied.   

It can be Always, or WAN Block. 

Always: The DNS redirect function can be applied to the matched DNS all the 

time. 

WAN Block: The DNS redirect function can be applied to the matched DNS 

only when the WAN connection is disconnected, or un-reachable. 

Description 

1. String format can be 

any text 

2. A Must filled setting 

Enter a brief description for this rule. 

Value Range: 0 ~ 63 characters. 

Enable 
The box is unchecked by 

default 
Click the Enable button to activate this rule. 

Save N/A Click Save to save the settings 

Undo N/A Click Undo to cancel the settings 
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3. Object Definition 

3.1 Scheduling 

Scheduling provides ability of adding/deleting time schedule rules, which can be applied to other 

functionality. 

3.1.1 Scheduling Configuration 

 
Go to Object Definition > Scheduling > Configuration tab. 

 

 
 

.ǳǘǘƻƴ ŘŜǎŎǊƛǇǘƛƻƴ 
Item Value setting Description 
Add N/A Click the Add button to configure time schedule rule 

Delete N/A Click the Delete button to delete selected rule(s) 

 
When Add button is applied, Time Schedule Configuration and Time Period Definition screens will 

appear. 

 

 
 

¢ƛƳŜ {ŎƘŜŘǳƭŜ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
LǘŜƳ  ±ŀƭǳŜ {ŜǘǘƛƴƎ 5ŜǎŎǊƛǇǘƛƻƴ 
wǳƭŜ bŀƳŜ {ǘǊƛƴƎΥ ŀƴȅ ǘŜȄǘ {Ŝǘ ǊǳƭŜ ƴŀƳŜ 

wǳƭŜ tƻƭƛŎȅ 5ŜŦŀǳƭǘ LƴŀŎǘƛǾŀǘŜ LƴŀŎǘƛǾŀǘŜκŀŎǘƛǾŀǘŜ ǘƘŜ ŦǳƴŎǘƛƻƴ ōŜŜƴ ŀǇǇƭƛŜŘ ǘƻ ƛƴ ǘƘŜ ǘƛƳŜ ǇŜǊƛƻŘ ōŜƭƻǿ 
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¢ƛƳŜ tŜǊƛƻŘ 5ŜŦƛƴƛǘƛƻƴ 
LǘŜƳ  ±ŀƭǳŜ {ŜǘǘƛƴƎ 5ŜǎŎǊƛǇǘƛƻƴ 
²ŜŜƪ 5ŀȅ {ŜƭŜŎǘ ŦǊƻƳ ƳŜƴǳ Select everyday or one of weekday 

{ǘŀǊǘ ¢ƛƳŜ ¢ƛƳŜ ŦƻǊƳŀǘ όƘƘΥƳƳύ Start time in selected weekday 

9ƴŘ ¢ƛƳŜ ¢ƛƳŜ ŦƻǊƳŀǘ όƘƘΥƳƳύ End time in selected weekday 

Save bκ! Click Save to save the settings 

Undo bκ! Click Undo to cancel the settings 

wŜŦǊŜǎƘ bκ! Click the Refresh button to refresh the time schedule list. 
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3.2 External Server 

Go to Object Definition > External Server > External Server tab. 
 
The External Server setting allows user to add external server. 

 

 
 

When Add button is applied, External Server Configuration screen will appear. 
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9ȄǘŜǊƴŀƭ {ŜǊǾŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Item Value setting Description 

Sever Name 

1. String format can be 

any text 

2. A Must filled setting 

Enter a server name. Enter a name that is easy for you to understand. 

Server Type A Must filled setting 

Specify the Server Type of the external server, and enter the required 

settings for the accessing the server. 

Email Server (A Must filled setting) : 

When Email Server is selected, User Name, and Password are also required. 

User Name (String format: any text) 

Password (String format: any text) 

Syslog Server  

RADIUS Server (A Must filled setting) : 

When RADIUS Server is selected, the following settings are also required. 

Primary :   

Shared Key (String format: any text) 

Authentication Protocol (By default CHAP is selected) 

Session Timeout (By default 1) 

The values must be between 1 and 60. 

Idle Timeout: (By default 1) 

The values must be between 1 and 15. 

Secondary :   

Shared Key (String format: any text) 

Authentication Protocol (By default CHAP is selected) 

Session Timeout (By default 1) 

The values must be between 1 and 60. 

Idle Timeout: (By default 1) 

The values must be between 1 and 15. 

Server IP/FQDN A Must filled setting Specify the IP address or FQDN used for the external server. 

Server Port A Must filled setting 

Specify the Port used for the external server. If you selected a certain server 

type, the default server port number will be set. 

For Email Server 25 will be set by default; 

For Syslog Server, port 514 will be set by default; 

For RADIUS Server, port 1812 will be set by default; 

Value Range: 1 ~ 65535. 

Account Port 
1. A Must filled setting 
2. 1813 is set by default 

Specify the accounting port used if you selected external RADIUS server. 

Value Range: 1 ~ 65535. 

Server 
The box is checked by 

default 
Click Enable to activate this External Server. 

Save N/A Click Save to save the settings 

Undo N/A Click Undo to cancel the settings 

Refresh N/A Click the Refresh button to refresh the external server list. 
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3.3 Certificate 

In cryptography, a public key certificate (also known as a digital certificate or identity certificate) is an 

electronic document used to prove ownership of a public key. The certificate includes information about 

the key, information about its owner's identity, and the digital signature of an entity that has verified the 

certificate's contents are genuine. If the signature is valid, and the person examining the certificate trusts 

the signer, then they know they can use that key to communicate with its owner1. 

In a typical public-key infrastructure (PKI) scheme, the signer is a certificate authority (CA), usually 

a company such as VeriSign which charges customers to issue certificates for them. In a web of trust 

scheme, the signer is either the key's owner (a self-signed certificate) or other users ("endorsements") 

whom the person examining the certificate might know and trust. The device also plays as a CA role. 

Certificates are an important component of Transport Layer Security (TLS, sometimes called by its 

older name SSL), where they prevent an attacker from impersonating a secure website or other server. 

They are also used in other important applications, such as email encryption and code signing. Here, it can 

be used in IPSec tunneling for user authentication. 

3.3.1 My Certificate  

My Certificate includes a Local Certificate List. Local Certificate List shows all generated certificates by 

the root CA for the router. And it also stores the generated Certificate Signing Requests (CSR) which will be 

signed by other external CAs. The signed certificates can be imported as the local ones of the router. 

Self-signed Certificate Usage Scenario 

 

Scenario Application Timing 

¶ ²ƘŜƴ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ƻǿƴǎ ǘƘŜ Ǌƻƻǘ /! ŀƴŘ ±tb ǘǳƴƴŜƭƛƴƎ ŦǳƴŎǘƛƻƴΣ ƛǘ Ŏŀƴ ƎŜƴŜǊŀǘŜ ƛǘǎ ƻǿƴ ƭƻŎŀƭ 
ŎŜǊǘƛŦƛŎŀǘŜǎ ōȅ ōŜƛƴƎ ǎƛƎƴŜŘ ōȅ ƛǘǎŜƭŦ ƻǊ ƛƳǇƻǊǘ ŀƴȅ ƭƻŎŀƭ ŎŜǊǘƛŦƛŎŀǘŜǎ ǘƘŀǘ ŀǊŜ ǎƛƎƴŜŘ ōȅ ƻǘƘŜǊ ŜȄǘŜǊƴŀƭ 
/!ǎΦ  

¶ !ƭǎƻ ƛƳǇƻǊǘ ǘƘŜ ǘǊǳǎǘŜŘ ŎŜǊǘƛŦƛŎŀǘŜǎ ŦƻǊ ƻǘƘŜǊ /!ǎ ŀƴŘ /ƭƛŜƴǘǎΦ Lƴ ŀŘŘƛǘƛƻƴΣ ǎƛƴŎŜ ƛǘ Ƙŀǎ ǘƘŜ Ǌƻƻǘ /!Σ ƛǘ ŀƭǎƻ 

                                                      
1 http://en.wikipedia.org/wiki/Public_key_certificate  

http://en.wikipedia.org/wiki/Public_key_certificate


 

  ICR-1601 

 116 
 

Ŏŀƴ ǎƛƎƴ /ŜǊǘƛŦƛŎŀǘŜ {ƛƎƴƛƴƎ wŜǉǳŜǎǘǎ ό/{wύ ǘƻ ŦƻǊƳ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ŎŜǊǘƛŦƛŎŀǘŜǎ ŦƻǊ ƻǘƘŜǊǎΦ  

¶ ¢ƘŜǎŜ ŎŜǊǘƛŦƛŎŀǘŜǎ Ŏŀƴ ōŜ ǳǎŜŘ ŦƻǊ ǘǿƻ ǊŜƳƻǘŜ ǇŜŜǊǎ ǘƻ ƳŀƪŜ ǎǳǊŜ ǘƘŜƛǊ ƛŘŜƴǘƛǘȅ ŘǳǊƛƴƎ ŜǎǘŀōƭƛǎƘƛƴƎ 
ŀ ±tb ǘǳƴƴŜƭΦ 
 

Scenario Description 

¶ DŀǘŜǿŀȅ м ƎŜƴŜǊŀǘŜǎ ǘƘŜ Ǌƻƻǘ /! ŀƴŘ ŀ ƭƻŎŀƭ ŎŜǊǘƛŦƛŎŀǘŜ όIv/w¢ύ ǎƛƎƴŜŘ ōȅ ƛǘǎŜƭŦΦ LƳǇƻǊǘ ŀ ǘǊǳǎǘŜŘ 
ŎŜǊǘƛŦƛŎŀǘŜ ό.ǊŀƴŎƘ/w¢ύ ςŀ .ǊŀƴŎƘ/{w ŎŜǊǘƛŦƛŎŀǘŜ ƻŦ DŀǘŜǿŀȅ н ǎƛƎƴŜŘ ōȅ Ǌƻƻǘ /! ƻŦ DŀǘŜǿŀȅ мΦ 

¶ DŀǘŜǿŀȅ н ŎǊŜŀǘŜǎ ŀ /{w ό.ǊŀƴŎƘ/{wύ ǘƻ ƭŜǘ ǘƘŜ Ǌƻƻǘ /! ƻŦ ǘƘŜ DŀǘŜǿŀȅ м ǎƛƎƴ ƛǘ ǘƻ ōŜ ǘƘŜ .ǊŀƴŎƘ/w¢ 
ŎŜǊǘƛŦƛŎŀǘŜΦ LƳǇƻǊǘ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ƛƴǘƻ ǘƘŜ DŀǘŜǿŀȅ н ŀǎ ŀ ƭƻŎŀƭ ŎŜǊǘƛŦƛŎŀǘŜΦ Lƴ ŀŘŘƛǘƛƻƴΣ ŀƭǎƻ ƛƳǇƻǊǘ ǘƘŜ 
ŎŜǊǘƛŦƛŎŀǘŜǎ ƻŦ ǘƘŜ Ǌƻƻǘ /! ƻŦ ǘƘŜ DŀǘŜǿŀȅ м ƛƴǘƻ ǘƘŜ DŀǘŜǿŀȅ н ŀǎ ǘƘŜ ǘǊǳǎǘŜŘ ƻƴŜǎΦ όtƭŜŀǎŜ ŀƭǎƻ ǊŜŦŜǊ 
ǘƻ ŦƻƭƭƻǿƛƴƎ ǘǿƻ ǎǳōπǎŜŎǘƛƻƴǎΦύ 

¶ 9ǎǘŀōƭƛǎƘ ŀƴ Lt{ŜŎ ±tb ǘǳƴƴŜƭ ǿƛǘƘ LY9 ŀƴŘ ·Φрлф ǇǊƻǘƻŎƻƭǎ ōȅ ǎǘŀǊǘƛƴƎ ŦǊƻƳ ŜƛǘƘŜǊ ǇŜŜǊΣ ǎƻ ǘƘŀǘ ŀƭƭ ŎƭƛŜƴǘ 
Ƙƻǎǘǎ ƛƴ ǘƘŜǎŜ ōƻǘƘ ǎǳōƴŜǘǎ Ŏŀƴ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ ŜŀŎƘ ƻǘƘŜǊΦ 
 

Parameter Setup Example 

For Network-A at HQ 

¶ CƻƭƭƻǿƛƴƎ ǘŀōƭŜǎ ƭƛǎǘ ǘƘŜ ǇŀǊŀƳŜǘŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŀǎ ŀƴ ŜȄŀƳǇƭŜ ŦƻǊ ǘƘŜ Ϧaȅ /ŜǊǘƛŦƛŎŀǘŜϦ ŦǳƴŎǘƛƻƴ ǳǎŜŘ 
ƛƴ ǘƘŜ ǳǎŜǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƻŦ Lt{ŜŎ ±tb ǘǳƴƴŜƭ ŜǎǘŀōƭƛǎƘƛƴƎΣ ŀǎ ǎƘƻǿƴ ƛƴ ŀōƻǾŜ ŘƛŀƎǊŀƳΦ  

¶ ¢ƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŜȄŀƳǇƭŜ Ƴǳǎǘ ōŜ ŎƻƳōƛƴŜŘ ǿƛǘƘ ǘƘŜ ƻƴŜǎ ƛƴ ŦƻƭƭƻǿƛƴƎ ǘǿƻ ǎŜŎǘƛƻƴǎ ǘƻ ŎƻƳǇƭŜǘŜ ǘƘŜ 
ǿƘƻƭŜ ǳǎŜǊ ǎŎŜƴŀǊƛƻΦ 

¶ ¦ǎŜ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ŦƻǊ ǘƘƻǎŜ ǇŀǊŀƳŜǘŜǊǎ ǘƘŀǘ ŀǊŜ ƴƻǘ ƳŜƴǘƛƻƴŜŘ ƛƴ ǘƘŜ ǘŀōƭŜǎΦ 
 

Configuration Path [My Certificate]-[Root CA Certificate Configuration] 

Name HQRootCA 

Key Key Type: RSA   Key Length: 1024-bits 

Subject Name Country(C): TW   State(ST): Taiwan   Location(L): Tainan 
Organization(O): AMITHQ   Organization Unit(OU): HQRD 
Common Name(CN): HQRootCA   E-mail: hqrootca@amit.com.tw 

 

Configuration Path [My Certificate]-[Local Certificate Configuration] 

Name HQCRT   Self-signed: ƴ 

Key Key Type: RSA   Key Length: 1024-bits 

Subject Name Country(C): TW   State(ST): Taiwan   Location(L): Tainan 
Organization(O): AMITHQ   Organization Unit(OU): HQRD 
Common Name(CN): HQCRT   E-mail: hqcrt@amit.com.tw 
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Configuration Path [IPSec]-[Configuration] 

IPSec ƴ Enable 

 

Configuration Path [IPSec]-[Tunnel Configuration] 

Tunnel ƴ Enable 

Tunnel Name s2s-101 

Interface WAN 1 

Tunnel Scenario Site to Site 

Operation Mode Always on 

 

Configuration Path [IPSec]-[Local & Remote Configuration] 

Local Subnet 10.0.76.0 

Local Netmask 255.255.255.0 

Full Tunnel Disable 

Remote Subnet 10.0.75.0 

Remote Netmask 255.255.255.0 

Remote Gateway 118.18.81.33 

 

Configuration Path [IPSec]-[Authentication] 

Key Management IKE+X.509  Local Certificate: HQCRT  Remote Certificate: BranchCRT 

Local ID User Name   Network-A 

Remote ID User Name   Network-B 

 

Configuration Path [IPSec]-[IKE Phase] 

Negotiation Mode Main Mode 

X-Auth None 

 
For Network-B at Branch Office 

¶ CƻƭƭƻǿƛƴƎ ǘŀōƭŜǎ ƭƛǎǘ ǘƘŜ ǇŀǊŀƳŜǘŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŀǎ ŀƴ ŜȄŀƳǇƭŜ ŦƻǊ ǘƘŜ Ϧaȅ /ŜǊǘƛŦƛŎŀǘŜϦ ŦǳƴŎǘƛƻƴ ǳǎŜŘ 
ƛƴ ǘƘŜ ǳǎŜǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƻŦ Lt{ŜŎ ±tb ǘǳƴƴŜƭ ŜǎǘŀōƭƛǎƘƛƴƎΣ ŀǎ ǎƘƻǿƴ ƛƴ ŀōƻǾŜ ŘƛŀƎǊŀƳΦ  

¶ ¢ƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŜȄŀƳǇƭŜ Ƴǳǎǘ ōŜ ŎƻƳōƛƴŜŘ ǿƛǘƘ ǘƘŜ ƻƴŜǎ ƛƴ ŦƻƭƭƻǿƛƴƎ ǘǿƻ ǎŜŎǘƛƻƴǎ ǘƻ ŎƻƳǇƭŜǘŜ ǘƘŜ 
ǿƘƻƭŜ ǳǎŜǊ ǎŎŜƴŀǊƛƻΦ 

¶ ¦ǎŜ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ŦƻǊ ǘƘƻǎŜ ǇŀǊŀƳŜǘŜǊǎ ǘƘŀǘ ŀǊŜ ƴƻǘ ƳŜƴǘƛƻƴŜŘ ƛƴ ǘƘŜ ǘŀōƭŜǎΦ 
 

Configuration Path [My Certificate]-[Local Certificate Configuration] 

Name BranchCRT   Self-signed: Ǐ 

Key Key Type: RSA   Key Length: 1024-bits 

Subject Name Country(C): TW   State(ST): Taiwan   Location(L): Tainan 
Organization(O): AMITBranch   Organization Unit(OU): BranchRD 
Common Name(CN): BranchCRT   E-mail: branchcrt@amit.com.tw 

 
 

Configuration Path [IPSec]-[Configuration] 

IPSec ƴ Enable 
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Configuration Path [IPSec]-[Tunnel Configuration] 

Tunnel ƴ Enable 

Tunnel Name s2s-102 

Interface WAN 1 

Tunnel Scenario Site to Site 

Operation Mode Always on 

 

Configuration Path [IPSec]-[Local & Remote Configuration] 

Local Subnet 10.0.75.0 

Local Netmask 255.255.255.0 

Full Tunnel Disable 

Remote Subnet 10.0.76.0 

Remote Netmask 255.255.255.0 

Remote Gateway 203.95.80.22 

 

Configuration Path [IPSec]-[Authentication] 

Key Management IKE+X.509  Local Certificate: BranchCRT  Remote Certificate: HQCRT 

Local ID User Name   Network-B 

Remote ID User Name   Network-A 

 

 

Configuration Path [IPSec]-[IKE Phase] 

Negotiation Mode Main Mode 

X-Auth None 

 
Scenario Operation Procedure 

¶ Lƴ ŀōƻǾŜ ŘƛŀƎǊŀƳΣ ϦDŀǘŜǿŀȅ мϦ ƛǎ ǘƘŜ ƎŀǘŜǿŀȅ ƻŦ bŜǘǿƻǊƪπ! ƛƴ ƘŜŀŘǉǳŀǊǘŜǊǎ ŀƴŘ ǘƘŜ ǎǳōƴŜǘ ƻŦ ƛǘǎ 
LƴǘǊŀƴŜǘ ƛǎ млΦлΦтсΦлκнпΦ Lǘ Ƙŀǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ млΦлΦтсΦн ŦƻǊ [!b ƛƴǘŜǊŦŀŎŜ ŀƴŘ нлоΦфрΦулΦнн ŦƻǊ ²!bπ
м ƛƴǘŜǊŦŀŎŜΦ ϦDŀǘŜǿŀȅ нϦ ƛǎ ǘƘŜ ƎŀǘŜǿŀȅ ƻŦ bŜǘǿƻǊƪπ. ƛƴ ōǊŀƴŎƘ ƻŦŦƛŎŜ ŀƴŘ ǘƘŜ ǎǳōƴŜǘ ƻŦ ƛǘǎ LƴǘǊŀƴŜǘ ƛǎ 
млΦлΦтрΦлκнпΦ Lǘ Ƙŀǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ млΦлΦтрΦн ŦƻǊ [!b ƛƴǘŜǊŦŀŎŜ ŀƴŘ ммуΦмуΦумΦоо ŦƻǊ ²!bπм ƛƴǘŜǊŦŀŎŜΦ 
¢ƘŜȅ ōƻǘƘ ǎŜǊǾŜ ŀǎ ǘƘŜ b!¢ ǎŜŎǳǊƛǘȅ ƎŀǘŜǿŀȅǎΦ 

¶ DŀǘŜǿŀȅ м ƎŜƴŜǊŀǘŜǎ ǘƘŜ Ǌƻƻǘ /! ŀƴŘ ŀ ƭƻŎŀƭ ŎŜǊǘƛŦƛŎŀǘŜ όIv/w¢ύ ǘƘŀǘ ƛǎ ǎƛƎƴŜŘ ōȅ ƛǘǎŜƭŦΦ LƳǇƻǊǘ ǘƘŜ 
ŎŜǊǘƛŦƛŎŀǘŜǎ ƻŦ ǘƘŜ Ǌƻƻǘ /! ŀƴŘ Iv/w¢ ƛƴǘƻ ǘƘŜ Ϧ¢ǊǳǎǘŜŘ /! /ŜǊǘƛŦƛŎŀǘŜ [ƛǎǘϦ ŀƴŘ Ϧ¢ǊǳǎǘŜŘ /ƭƛŜƴǘ /ŜǊǘƛŦƛŎŀǘŜ 
[ƛǎǘϦ ƻŦ DŀǘŜǿŀȅ нΦ 

¶ DŀǘŜǿŀȅ н ƎŜƴŜǊŀǘŜǎ ŀ /ŜǊǘƛŦƛŎŀǘŜ {ƛƎƴƛƴƎ wŜǉǳŜǎǘ ό.ǊŀƴŎƘ/{wύ ŦƻǊ ƛǘǎ ƻǿƴ ŎŜǊǘƛŦƛŎŀǘŜ ό.ǊŀƴŎƘ/w¢ύ 
όtƭŜŀǎŜ ƎŜƴŜǊŀǘŜ ƻƴŜ ƴƻǘ ǎŜƭŦπǎƛƎƴŜŘ ŎŜǊǘƛŦƛŎŀǘŜ ƛƴ ǘƘŜ DŀǘŜǿŀȅ нΣ ŀƴŘ ŎƭƛŎƪ ƻƴ ǘƘŜ Ϧ±ƛŜǿϦ ōǳǘǘƻƴ ŦƻǊ ǘƘŀǘ 
/{wΦ Wǳǎǘ ŘƻǿƴƭƻŀŘǎ ƛǘύΦ ¢ŀƪŜ ǘƘŜ /{w ǘƻ ōŜ ǎƛƎƴŜŘ ōȅ ǘƘŜ Ǌƻƻǘ /! ƻŦ DŀǘŜǿŀȅ м ŀƴŘ ƻōǘŀƛƴ ǘƘŜ .ǊŀƴŎƘ/w¢ 
ŎŜǊǘƛŦƛŎŀǘŜ όȅƻǳ ƴŜŜŘ ǊŜƴŀƳŜ ƛǘύΦ LƳǇƻǊǘ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ƛƴǘƻ ǘƘŜ Ϧ¢ǊǳǎǘŜŘ /ƭƛŜƴǘ /ŜǊǘƛŦƛŎŀǘŜ [ƛǎǘϦ ƻŦ ǘƘŜ 
DŀǘŜǿŀȅ м ŀƴŘ ǘƘŜ Ϧ[ƻŎŀƭ /ŜǊǘƛŦƛŎŀǘŜ [ƛǎǘϦ ƻŦ DŀǘŜǿŀȅ нΦ 

¶ DŀǘŜǿŀȅ н Ŏŀƴ ŜǎǘŀōƭƛǎƘ ŀƴ Lt{ŜŎ ±tb ǘǳƴƴŜƭ ǿƛǘƘ Ϧ{ƛǘŜ ǘƻ {ƛǘŜϦ ǎŎŜƴŀǊƛƻ ŀƴŘ LY9 ŀƴŘ ·Φрлф ǇǊƻǘƻŎƻƭǎ ǘƻ 
DŀǘŜǿŀȅ мΦ 

¶ CƛƴŀƭƭȅΣ ǘƘŜ ŎƭƛŜƴǘ Ƙƻǎǘǎ ƛƴ ǘǿƻ ǎǳōƴŜǘǎ ƻŦ млΦлΦтрΦлκнп ŀƴŘ млΦлΦтсΦлκнп Ŏŀƴ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ ŜŀŎƘ 
ƻǘƘŜǊΦ 
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My Certificate Setting 

Go to Object Definition > Certificate > My Certificate tab. 
 

The My Certificate setting allows user to create local certificates. In "My Certificate" page, there are 

two configuration windows for the "My Certificate" function. The "Local Certificate List" window shows the 

stored certificates or CSRs for representing the gateway. The "Local Certificate Configuration" window can 

let you fill required information necessary for corresponding certificate to be generated by itself, or 

corresponding CSR to be signed by other CAs. 

 

Create Local Certificate 
 

 
 
When Add button is applied, Local Certificate Configuration screen will appear. The required 

information to be filled for the certificate or CSR includes the name, key and subject name. It is a certificate 

if the "Self-signed" box is checked; otherwise, it is a CSR. 
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Local Certificate Configuration 
Item Value setting Description 
Name 1. String format can be 

any text 
2. A Must filled setting 

Enter a certificate name. It will be a certificate file name 
If Self-signed is checked, it will be signed by root CA. If Self-signed is not 
checked, it will generate a certificate signing request (CSR). 

Key A Must filled setting This field is to specify the key attributes of certificate. 
Key Type to set public-key cryptosystems. Currently, only RSA is supported.  
Key Length to set the length in bits of the key used in a cryptographic 
algorithm. It can be 512/768/1024/1536/2048. 
Digest Algorithm to set identifier in the signature algorithm identifier of 
certificates. It can be MD5/SHA-1. 

Subject Name A Must filled setting This field is to specify the information of certificate. 

Country(C) is the two-letter ISO code for the country where your organization 

is located. 

State(ST) is the state where your organization is located. 

Location(L) is the location where your organization is located. 

Organization(O) is the name of your organization. 

Organization Unit(OU) is the name of your organization unit. 

Common Name(CN) is the name of your organization. 

Email is the email of your organization. It has to be email address setting only.  

Extra 
Attributes 

A Must filled setting This field is to specify the extra information for generating a certificate. 

Challenge Password for the password you can use to request certificate 

revocation in the future. 

Unstructured Name for additional information. 

Save N/A Click the Save button to save the configuration. 

Back N/A When the Back button is clicked, the screen will return to previous page. 

 
When Import button is applied, an Import screen will appear. You can import a certificate from an 

existed certificate file, or directly paste a PEM encoded string as the certificate. 

https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Key_(cryptography)
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Import 

Item Value setting Description 
Import A Must filled setting {ŜƭŜŎǘ ŀ ŎŜǊǘƛŦƛŎŀǘŜ ŦƛƭŜ ŦǊƻƳ ǳǎŜǊΩǎ ŎƻƳǇǳǘŜǊΣ ŀƴŘ ŎƭƛŎƪ ǘƘŜ Apply button to 

import the specified certificate file to the router. 

PEM Encoded 1. String format can be 
any text 
2. A Must filled setting 

This is an alternative approach to import a certificate.  
You can directly fill in (Copy and Paste) the PEM encoded certificate string, 
and click the Apply button to import the specified certificate to the router. 

Apply  N/A Click the Apply button to import the certificate. 

Cancel N/A Click the Cancel button to discard the import operation and the screen will 
return to the My Certificates page. 

 

3.3.2 Trusted Certificate  

Trusted Certificate includes Trusted CA Certificate List, Trusted Client Certificate List, and Trusted 

Client Key List. The Trusted CA Certificate List places the certificates of external trusted CAs. The Trusted 

Client Certificate List places the others' certificates what you trust. And the Trusted Client Key List places 

ǘƘŜ ƻǘƘŜǊǎΩ ƪŜȅǎ what you trusted. 

 

  



 

  ICR-1601 

 122 
 

Self-signed Certificate Usage Scenario 

 

Scenario Application Timing (same as the one described in "My Certificate" section) 

¶ ²ƘŜƴ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ƻǿƴǎ ǘƘŜ Ǌƻƻǘ /! ŀƴŘ ±tb ǘǳƴƴŜƭƛƴƎ ŦǳƴŎǘƛƻƴΣ ƛǘ Ŏŀƴ ƎŜƴŜǊŀǘŜ ƛǘǎ ƻǿƴ ƭƻŎŀƭ 
ŎŜǊǘƛŦƛŎŀǘŜǎ ōȅ ōŜƛƴƎ ǎƛƎƴŜŘ ōȅ ƛǘǎŜƭŦΦ !ƭǎƻ ƛƳǇƻǊǘǎ ǘƘŜ ǘǊǳǎǘŜŘ ŎŜǊǘƛŦƛŎŀǘŜǎ ŦƻǊ ƻǘƘŜǊ /!ǎ ŀƴŘ /ƭƛŜƴǘǎΦ  

¶ ¢ƘŜǎŜ ŎŜǊǘƛŦƛŎŀǘŜǎ Ŏŀƴ ōŜ ǳǎŜŘ ŦƻǊ ǘǿƻ ǊŜƳƻǘŜ ǇŜŜǊǎ ǘƻ ƳŀƪŜ ǎǳǊŜ ǘƘŜƛǊ ƛŘŜƴǘƛǘȅ ŘǳǊƛƴƎ ŜǎǘŀōƭƛǎƘƛƴƎ 
ŀ ±tb ǘǳƴƴŜƭΦ 
 

Scenario Description (same as the one described in "My Certificate" section) 

¶ DŀǘŜǿŀȅ м ƎŜƴŜǊŀǘŜǎ ǘƘŜ Ǌƻƻǘ /! ŀƴŘ ŀ ƭƻŎŀƭ ŎŜǊǘƛŦƛŎŀǘŜ όIv/w¢ύ ǎƛƎƴŜŘ ōȅ ƛǘǎŜƭŦΦ LƳǇƻǊǘ ŀ ǘǊǳǎǘŜŘ 
ŎŜǊǘƛŦƛŎŀǘŜ ό.ǊŀƴŎƘ/w¢ύ ςŀ .ǊŀƴŎƘ/{w ŎŜǊǘƛŦƛŎŀǘŜ ƻŦ DŀǘŜǿŀȅ н ǎƛƎƴŜŘ ōȅ Ǌƻƻǘ /! ƻŦ DŀǘŜǿŀȅ мΦ 

¶ DŀǘŜǿŀȅ н ŎǊŜŀǘŜǎ ŀ /{w ό.ǊŀƴŎƘ/{wύ ǘƻ ƭŜǘ ǘƘŜ Ǌƻƻǘ /! ƻŦ ǘƘŜ DŀǘŜǿŀȅ м ǎƛƎƴ ƛǘ ǘƻ ōŜ ǘƘŜ .ǊŀƴŎƘ/w¢ 
ŎŜǊǘƛŦƛŎŀǘŜΦ LƳǇƻǊǘ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ƛƴǘƻ ǘƘŜ DŀǘŜǿŀȅ н ŀǎ ŀ ƭƻŎŀƭ ŎŜǊǘƛŦƛŎŀǘŜΦ Lƴ ŀŘŘƛǘƛƻƴΣ ŀƭǎƻ ƛƳǇƻǊǘǎ ǘƘŜ 
ŎŜǊǘƛŦƛŎŀǘŜǎ ƻŦ ǘƘŜ Ǌƻƻǘ /! ƻŦ DŀǘŜǿŀȅ м ƛƴǘƻ ǘƘŜ DŀǘŜǿŀȅ н ŀǎ ǘƘŜ ǘǊǳǎǘŜŘ ƻƴŜǎΦ όtƭŜŀǎŜ ŀƭǎƻ ǊŜŦŜǊ ǘƻ 
Ϧaȅ /ŜǊǘƛŦƛŎŀǘŜϦ ŀƴŘ ϦLǎǎǳŜ /ŜǊǘƛŦƛŎŀǘŜϦ ǎŜŎǘƛƻƴǎύΦ 

¶ 9ǎǘŀōƭƛǎƘ ŀƴ Lt{ŜŎ ±tb ǘǳƴƴŜƭ ǿƛǘƘ LY9 ŀƴŘ ·Φрлф ǇǊƻǘƻŎƻƭǎ ōȅ ǎǘŀǊǘƛƴƎ ŦǊƻƳ ŜƛǘƘŜǊ ǇŜŜǊΣ ǎƻ ǘƘŀǘ ŀƭƭ ŎƭƛŜƴǘ 
Ƙƻǎǘǎ ƛƴ ǘƘŜǎŜ ōƻǘƘ ǎǳōƴŜǘǎ Ŏŀƴ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ ŜŀŎƘ ƻǘƘŜǊΦ 
 

Parameter Setup Example (same as the one described in "My Certificate" section) 

For Network-A at HQ 

¶ CƻƭƭƻǿƛƴƎ ǘŀōƭŜǎ ƭƛǎǘ ǘƘŜ ǇŀǊŀƳŜǘŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŀǎ ŀƴ ŜȄŀƳǇƭŜ ŦƻǊ ǘƘŜ Ϧ¢ǊǳǎǘŜŘ /ŜǊǘƛŦƛŎŀǘŜϦ ŦǳƴŎǘƛƻƴ 
ǳǎŜŘ ƛƴ ǘƘŜ ǳǎŜǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƻŦ Lt{ŜŎ ±tb ǘǳƴƴŜƭ ŜǎǘŀōƭƛǎƘƛƴƎΣ ŀǎ ǎƘƻǿƴ ƛƴ ŀōƻǾŜ ŘƛŀƎǊŀƳΦ  

¶ ¢ƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŜȄŀƳǇƭŜ Ƴǳǎǘ ōŜ ŎƻƳōƛƴŜŘ ǿƛǘƘ ǘƘŜ ƻƴŜǎ ƛƴ Ϧaȅ /ŜǊǘƛŦƛŎŀǘŜϦ ŀƴŘ ϦLǎǎǳŜ /ŜǊǘƛŦƛŎŀǘŜϦ 
ǎŜŎǘƛƻƴǎ ǘƻ ŎƻƳǇƭŜǘŜ ǘƘŜ ǎŜǘǳǇ ŦƻǊ ǘƘŜ ǿƘƻƭŜ ǳǎŜǊ ǎŎŜƴŀǊƛƻΦ 

 

Configuration Path [Trusted Certificate]-[Trusted Client Certificate List] 

Command Button Import 

 

Configuration Path [Trusted Certificate]-[Trusted Client Certificate Import from a File] 

File BranchCRT.crt 
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For Network-B at Branch Office 

¶ CƻƭƭƻǿƛƴƎ ǘŀōƭŜǎ ƭƛǎǘ ǘƘŜ ǇŀǊŀƳŜǘŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŀǎ ŀƴ ŜȄŀƳǇƭŜ ŦƻǊ ǘƘŜ Ϧ¢ǊǳǎǘŜŘ /ŜǊǘƛŦƛŎŀǘŜϦ ŦǳƴŎǘƛƻƴ 
ǳǎŜŘ ƛƴ ǘƘŜ ǳǎŜǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƻŦ Lt{ŜŎ ±tb ǘǳƴƴŜƭ ŜǎǘŀōƭƛǎƘƛƴƎΣ ŀǎ ǎƘƻǿƴ ƛƴ ŀōƻǾŜ ŘƛŀƎǊŀƳΦ  

¶ ¢ƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŜȄŀƳǇƭŜ Ƴǳǎǘ ōŜ ŎƻƳōƛƴŜŘ ǿƛǘƘ ǘƘŜ ƻƴŜǎ ƛƴ Ϧaȅ /ŜǊǘƛŦƛŎŀǘŜϦ ŀƴŘ ϦLǎǎǳŜŘ /ŜǊǘƛŦƛŎŀǘŜϦ 
ǎŜŎǘƛƻƴǎ ǘƻ ŎƻƳǇƭŜǘŜ ǘƘŜ ǎŜǘǳǇ ŦƻǊ ǘƘŜ ǿƘƻƭŜ ǳǎŜǊ ǎŎŜƴŀǊƛƻΦ 

 

Configuration Path [Trusted Certificate]-[Trusted CA Certificate List] 

Command Button Import 

 

Configuration Path [Trusted Certificate]-[Trusted CA Certificate Import from a File] 

File HQRootCA.crt 

 

Configuration Path [Trusted Certificate]-[Trusted Client Certificate List] 

Command Button Import 

 

Configuration Path [Trusted Certificate]-[Trusted Client Certificate Import from a File] 

File HQCRT.crt 

 
Scenario Operation Procedure (same as the one described in "My Certificate" section) 

¶ Lƴ ŀōƻǾŜ ŘƛŀƎǊŀƳΣ ǘƘŜ ϦDŀǘŜǿŀȅ мϦ ƛǎ ǘƘŜ ƎŀǘŜǿŀȅ ƻŦ bŜǘǿƻǊƪπ! ƛƴ ƘŜŀŘǉǳŀǊǘŜǊǎ ŀƴŘ ǘƘŜ ǎǳōƴŜǘ ƻŦ ƛǘǎ 
LƴǘǊŀƴŜǘ ƛǎ млΦлΦтсΦлκнпΦ Lǘ Ƙŀǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ млΦлΦтсΦн ŦƻǊ [!b ƛƴǘŜǊŦŀŎŜ ŀƴŘ нлоΦфрΦулΦнн ŦƻǊ ²!bπ
м ƛƴǘŜǊŦŀŎŜΦ ¢ƘŜ ϦDŀǘŜǿŀȅ нϦ ƛǎ ǘƘŜ ƎŀǘŜǿŀȅ ƻŦ bŜǘǿƻǊƪπ. ƛƴ ōǊŀƴŎƘ ƻŦŦƛŎŜ ŀƴŘ ǘƘŜ ǎǳōƴŜǘ ƻŦ ƛǘǎ LƴǘǊŀƴŜǘ 
ƛǎ млΦлΦтрΦлκнпΦ Lǘ Ƙŀǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ млΦлΦтрΦн ŦƻǊ [!b ƛƴǘŜǊŦŀŎŜ ŀƴŘ ммуΦмуΦумΦоо ŦƻǊ ²!bπм 
ƛƴǘŜǊŦŀŎŜΦ ¢ƘŜȅ ōƻǘƘ ǎŜǊǾŜ ŀǎ ǘƘŜ b!¢ ǎŜŎǳǊƛǘȅ ƎŀǘŜǿŀȅǎΦ 

¶ Lƴ DŀǘŜǿŀȅ н ƛƳǇƻǊǘ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜǎ ƻŦ ǘƘŜ Ǌƻƻǘ /! ŀƴŘ Iv/w¢ ǘƘŀǘ ǿŜǊŜ ƎŜƴŜǊŀǘŜŘ ŀƴŘ ǎƛƎƴŜŘ ōȅ 
DŀǘŜǿŀȅ м ƛƴǘƻ ǘƘŜ Ϧ¢ǊǳǎǘŜŘ /! /ŜǊǘƛŦƛŎŀǘŜ [ƛǎǘϦ ŀƴŘ Ϧ¢ǊǳǎǘŜŘ /ƭƛŜƴǘ /ŜǊǘƛŦƛŎŀǘŜ [ƛǎǘϦ ƻŦ DŀǘŜǿŀȅ нΦ 

¶ LƳǇƻǊǘ ǘƘŜ ƻōǘŀƛƴŜŘ .ǊŀƴŎƘ/w¢ ŎŜǊǘƛŦƛŎŀǘŜ όǘƘŜ ŘŜǊƛǾŜŘ .ǊŀƴŎƘ/{w ŎŜǊǘƛŦƛŎŀǘŜ ŀŦǘŜǊ DŀǘŜǿŀȅ мΩǎ Ǌƻƻǘ /! 
ǎƛƎƴŀǘǳǊŜύ ƛƴǘƻ ǘƘŜ Ϧ¢ǊǳǎǘŜŘ /ƭƛŜƴǘ /ŜǊǘƛŦƛŎŀǘŜ [ƛǎǘϦ ƻŦ ǘƘŜ DŀǘŜǿŀȅ м ŀƴŘ ǘƘŜ Ϧ[ƻŎŀƭ /ŜǊǘƛŦƛŎŀǘŜ [ƛǎǘϦ ƻŦ 
ǘƘŜ DŀǘŜǿŀȅ нΦ CƻǊ ƳƻǊŜ ŘŜǘŀƛƭǎΣ ǊŜŦŜǊ ǘƻ ǘƘŜ bŜǘǿƻǊƪπ. ƻǇŜǊŀǘƛƻƴ ǇǊƻŎŜŘǳǊŜ ƛƴ Ϧaȅ /ŜǊǘƛŦƛŎŀǘŜϦ ǎŜŎǘƛƻƴ 
ƻŦ ǘƘƛǎ ƳŀƴǳŀƭΦ 

¶ DŀǘŜǿŀȅ н Ŏŀƴ ŜǎǘŀōƭƛǎƘ ŀƴ Lt{ŜŎ ±tb ǘǳƴƴŜƭ ǿƛǘƘ Ϧ{ƛǘŜ ǘƻ {ƛǘŜϦ ǎŎŜƴŀǊƛƻ ŀƴŘ LY9 ŀƴŘ ·Φрлф ǇǊƻǘƻŎƻƭǎ ǘƻ 
DŀǘŜǿŀȅ мΦ 

¶ CƛƴŀƭƭȅΣ ǘƘŜ ŎƭƛŜƴǘ Ƙƻǎǘǎ ƛƴ ǘǿƻ ǎǳōƴŜǘǎ ƻŦ млΦлΦтрΦлκнп ŀƴŘ млΦлΦтсΦлκнп Ŏŀƴ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ ŜŀŎƘ 
ƻǘƘŜǊΦ 
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Trusted Certificate Setting 

Go to Object Definition > Certificate > Trusted Certificate tab. 
 
The Trusted Certificate setting allows user to import trusted certificates and keys. 

 

Import Trusted CA Certificate 
 

 
 

When Import button is applied, a Trusted CA import screen will appear. You can import a Trusted CA 

certificate from an existed certificate file, or directly paste a PEM encoded string as the certificate. 

 

 

 

Trusted CA Certificate List 

Item Value setting Description 
Import from a 
File 

A Must filled setting {ŜƭŜŎǘ ŀ /! ŎŜǊǘƛŦƛŎŀǘŜ ŦƛƭŜ ŦǊƻƳ ǳǎŜǊΩǎ ŎƻƳǇǳǘŜǊΣ ŀƴŘ ŎƭƛŎƪ ǘƘŜ Apply button to 
import the specified CA certificate file to the router. 

Import from a 
PEM 

1. String format can be 
any text 
2. A Must filled setting 

This is an alternative approach to import a CA certificate.  
You can directly fill in (Copy and Paste) the PEM encoded CA certificate string, 
and click the Apply button to import the specified CA certificate to the router. 

Apply  N/A Click the Apply button to import the certificate. 

Cancel N/A Click the Cancel button to discard the import operation and the screen will 
return to the Trusted Certificates page. 
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Import Trusted Client Certificate 
 

 
 
When Import button is applied, a Trusted Client Certificate Import screen will appear. You can import 

a Trusted Client Certificate from an existed certificate file, or directly paste a PEM encoded string as the 

certificate. 

 

 

 

Trusted Client Certificate List 

Item Value setting Description 
Import from a 
File 

A Must filled setting {ŜƭŜŎǘ ŀ ŎŜǊǘƛŦƛŎŀǘŜ ŦƛƭŜ ŦǊƻƳ ǳǎŜǊΩǎ ŎƻƳǇǳǘŜǊΣ ŀƴŘ ŎƭƛŎƪ ǘƘŜ Apply button to 
import the specified certificate file to the router. 

Import from a 
PEM 

1. String format can be 
any text 
2. A Must filled setting 

This is an alternative approach to import a certificate.  
You can directly fill in (Copy and Paste) the PEM encoded certificate string, 
and click the Apply button to import the specified certificate to the router. 

Apply  N/A Click the Apply button to import certificate. 

Cancel N/A Click the Cancel button to discard the import operation and the screen will 
return to the Trusted Certificates page. 
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Import Trusted Client Key 
 

 
 

When Import button is applied, a Trusted Client Key Import screen will appear. You can import 

a Trusted Client Key from an existed file, or directly paste a PEM encoded string as the key. 

 

 
 

Trusted Client Key List 
Item Value setting Description 
Import from a 
File 

A Must filled setting {ŜƭŜŎǘ ŀ ŎŜǊǘƛŦƛŎŀǘŜ ƪŜȅ ŦƛƭŜ ŦǊƻƳ ǳǎŜǊΩǎ ŎƻƳǇǳǘŜǊΣ ŀƴŘ ŎƭƛŎƪ ǘƘŜ Apply button 
to import the specified key file to the router. 

Import from a 
PEM 

1. String format can be 
any text 
2. A Must filled setting 

This is an alternative approach to import a certificate key.  
You can directly fill in (Copy and Paste) the PEM encoded certificate key 
string, and click the Apply button to import the specified certificate key to the 
router. 

Apply  N/A Click the Apply button to import the certificate key. 

Cancel N/A Click the Cancel button to discard the import operation and the screen will 
return to the Trusted Certificates page. 
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4. Security 

4.1 VPN 

A virtual private network (VPN) extends a private network across a public network, such as the 

Internet. It enables a computer to send and receive data across shared or public networks as if it were 

directly connected to the private network, while benefitting from the functionality, security and 

management policies of the private network. This is done by establishing a virtual point-to-point connection 

through the use of dedicated connections, encryption, or a combination of the two. The tunnel technology 

supports data confidentiality, data origin authentication and data integrity of network information by 

utilizing encapsulation protocols, encryption algorithms, and hashing algorithms. 

 

 

 

 

The product series supports different tunneling technologies to establish secure tunnels between 

multiple sites for data transferring, such as IPSec, OpenVPN, L2TP (over IPSec), PPTP and GRE. Besides, 

some advanced functions, like Full Tunnel, Tunnel Failover, NetBIOS over IPSec, NAT Traversal are also 

supported. 
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4.1.1 IPSec  

 
 

 
 

Internet Protocol Security (IPSec) is a protocol suite for securing Internet Protocol (IP) communications 

by authenticating and encrypting each IP packet of a communication session. IPSec includes protocols for 

establishing mutual authentication between agents at the beginning of the session and negotiation of 

cryptographic keys to be used during the session. 

An IPSec VPN tunnel is established between IPSec client and server. Sometimes, we call the IPSec VPN 

client as the initiator and the IPSec VPN server as the responder. This router can be configured as different 

roles and establish number of tunnels with various remote devices. Before going to setup the VPN 

connections, you may need to decide the scenario type for the tunneling. 

IPSec Tunnel Scenarios 

To build IPSec tunnel, you need to 

fill in remote gateway global IP, and 

optional subnet if the hosts behind 

IPSec peer can access to remote 

site or hosts. Under such 

configuration, there are four 

scenarios: 

Site to Site: You need to setup 

remote gateway IP and subnet of 

both gateways. After the IPSec 

tunnel established, hosts behind 

both gateways can communication 

each other through the tunnel. 
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Site to Host: Site to Host is suitable for tunneling between clients in a subnet and an application server 

(host). As in the diagram, the clients behind the M2M gateway can access to the host "Host-DC" located in 

the control center through Site to Host VPN tunnel. 

 

Host to Site: On the contrast, for a single host (or mobile user to) to access the resources located in an 

intranet, the Host to Site scenario can be applied. 

 

Host to Host: Host to Host is a special configuration for building a VPN tunnel between two single hosts. 

 

Site to Site with "Full Tunnel" enabled 

In "Site to Site" scenario, client hosts in remote 

site can access the enterprise resources in the 

Intranet of HQ gateway via an established IPSec 

tunnel, as described above. However, Internet 

access originates from remote site still go through 

its regular WAN connection. If you want all 

packets from remote site to be routed via this 

IPSec tunnel, including HQ server access and 

Internet access, you can Ƨǳǎǘ ŜƴŀōƭŜ ǘƘŜ άCǳƭƭ 

Tunnel" setting. As a result, every time users surfs 

web or searching data on Internet, checking 

personal emails, or HQ server access, all traffics 

will go through the secure IPSec tunnel and route 

by the Security Gateway in control center. 
 

Site to Site with "Hub and Spoke" mechanism 

For a control center to manage the secure 

Intranet among all its remote sites, there is 

a simple configuration, called Hub and Spoke, for 

the whole VPN network. A Hub and Spoke VPN 

Network is set up in organizations with centralized 

control center over all its remote sites, like shops 

or offices. The control center acts as the Hub role 

and the remote shops or Offices act as Spokes. All 

VPN tunnels from a remote sites terminate at this 

Hub, which acts as a concentrator. Site-to-site 

connections between spokes do not exist. Traffic 

originating from one spoke and destined for 

another spoke has to go via the Hub. Under such 

configuration, yƻǳ ŘƻƴΩǘ ƴŜŜŘ ǘƻ Ƴŀƛƴǘŀƛƴ ±tb 

tunnels between each two remote clients. 
























































































































































































































































































