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1. Introduction

Cellular router ICR601 is designed for wireless communication in the mobile networks that make use

of traditional cellulartechnologies. The primary purpose of this router is its use in the newest Category
4 (Cat.4) services on the cellular LTE network.

LTE Category 4 (Cat.4) is the next step in 4G LTE device capability. Cat.4 raGdl IORters are

capable of achievingditer typical speeds in 4G coverage areas where the network is enabled with 20 MHz
of contiguous spectrum. The peak downlink data rate fQadegory 4 is approximately 150 Mbps. Also in
the uplink, LTE Category 4 provides a peak data rate of 50 Mbps.

Bebw is the list othe mainNR dzifeaiNisa

)l

)l

[ 2YLI Ol . BAHFEIEY YR O2y FAIdzNI 6t S 90GKSNYySG 2! ¢t
O2yySOGA2Y (G2 AYGSNYSOk WANWYBNNDRK [[ED @AY KSA
NBlj dZA NBYSy i o

+SNAEF GATtSNETSEINNER NYSNIBA OS aSt SOlGAzy OlFy aAiyYLd.
Oy O2y iNRf 06dzRISGT O2yFAIdz2NI 6t S {a{ O2YYIl VYR
/| 2YLX SGSY b SdgwtiNJc kt 2NII C2NB | NRk @248 A gBHKk &G B3I |1
| A3AKE & HISNIdNGd 4yt b LINR (1202f g a0OSylyNICA NBloy t &S
YFEEAOA2dza FGdlrO1aT !'/[ 9 1 dzikKSyGAaAOFridAzy o6& al
Ct SEAGES | REDAYAEGNEIOIZABE (AYNTO ILANR INI YYI 066 S /]
dzZa SR FT2NJ I ROl yOSR O2y FAAdzNI GA2y TmxapxdiSyY OFy o
{ Y NI 9@SyBOKIHWRAWAYI 2 YI RISFSI yISRG SIS yHANIOIEINS R
Oy 6S GNAIISABR 2W YRAAFSXBSRYOSNFI OS awit Aifdsn O

1.1 Basic HW Information

As a standard, the ICGES01 router is equipped with two Fast Ethernet 10/100 Mbps interfaces, two

readers for SIM cards and reader for MicroSD card (log storage).olitex can be equipped with WiFi
module or with GPS module. This router is supplied in a metal bracket c&singnore detail se&ser
Manual for ICR601[2].

|

Before you install and use this product, please read this manudetailfor fully exploiting the
functions of this product.



1.2 Installation & Maintenance Notice

1.2.1 System Requirements

Network Requirements 9! FrFad woapdENG S i
T oDk@HE f dzf I NJ AaSNIIAOS & dzo a (
T L999 ynudmmMokIKY @ANBE Sa:
9 Mmankmnn 9QGKSNYSG FRIFLIGSN

Web-based Configuration Utility =~ Computer with the following:

Requirements 1 2AyR26ats al OBYESRK2 LIBNI |
9 'y AyaildlftSR 9GKSNYySi I RI
Browserrequirements:
T LYGSNYySG 9ELX 2NBNJ cdn 2 NJ
T / KNRYS nHdn 2N KAIKSNI
T CANBFT2E odn 2NJ KAIKSNJ

1.2.2 Warnings

10nly use the power adapter that comes with the package. Using a different voltage rating power
adaptor is dangerous and maamage the product.

® ——m

1 Do not open or repair the case yourself. If the product is too hot, turn off the power immediately
and have it repaired at a qualified service center.

1 Place the product on a stable surface and avoid using this product and all aceessaddoors.

1.2.3 Hot Surface Caution

Burn hazard.
Hot surface inside.

Allow to cool before
servicing.

1 The surface temperature for the metallic enclosure can be very high!

| 1 Especially after operating for a long time, installed at a closed cabinet without air conditioning
support, or in a high ambient temperature space.

1DO NOT touch the hot surface with your fingers while servicing!



1.3 Access to the Web Configuration

| Attention! Wireless transmissions work only when you activate the SIM card for data traffic and
* insert it into the router. Remove the power source before itisgrthe SIM card.

You may use the web interface to monitor, configure and manage the router. To do so, enter the
NR dzi SNDR& Lt | RRNBaa Ay & RtgzND20l68P 4 Pedsdote thed theFDHER dz
server is enabled by default.

When you see the login page, enter the user name and password and thehadjckbutton. The
default username isddmin”. The default password i@imin". Change the default password as soon as
possible!

For increased security of the network connected to the router, change the default router
e password.

1 The default LAN IP address of this gateway is 192.168flou change it, you need to login by using the
new IP address.

8
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2. Basic Network
2.1 WAN& Uplink

Basic Network Physical Interface el En 04

WANE Uplink . .
= Physical Interface List

Interface Name Physical Interface Operation Mode Action
Phyzical Interface
WAN-1 3GM4G Always on Edit
WAN-2 - Disable Edit

Internet Setup

Therouter provides multiple WAN interfaces to let all client hosts in Intranet ofrthéer access the
Internet via ISP. But ISPs in the world apply various connection protocolsrtutets or user's devices
dial in ISPs and then link to the Internet via different kinds of transmit media.

2.1.1 Physical Interface

Physical Interface - Physical Interface List
Interface Name Physical Interface Operation Mode Action
Physical WAN-1 3G/4G Always on Edit
Interface List
WAN-2 - Disable Edit
Popup
Interface -
" . . Interface Configuration ( WAN - 1)
Configuration
J’SEM Item Setting
Physical » Physical Interface 3G/4G -
Interface
» Operation Mode Always on
v Select Enabl (1-4095)
i nable -
Operation Mode » VLAN Tagging o
*Always on

5

ICR1601 routers are usuajyl equipped with various WAN interfacess to support different WAN
connection scenario for requirement. You can configure the WAN interface one by one to get prope
internet connection setupRefer to the product specification for the available WAN interfacén the

product you purchased.
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The first step to configure one WAN interface is to specify which kind of connection media to be use
for the WAN connection, as shown in "Physical Interface" page.

In "Physical Interface" page, there are two configuratisimdows, "Physical Interface List" and
"Interface Configuration”. "Physical Interface List" window shows all the available physical interfaces. Afte
clicking on the "Edit" button for the interface in "Physical Interface List" window the "Interface
Configuation" window will appear to let you configure a WAN interface.

Physical Interface:

1 Ethernet WAN:Therouter has oneRJ45 WAN pothat can be configured tibe WAN connectioa
You can directly connect &xternal DSL modewr setup behind direwall devce.

1 3G/4AG WANTherouter has onebuilt-in 3G/4Gcellularas WAN connection. For each cellular WAN,
there are 1 or 2 SIM cards to be inserted for special failover function

1 PleasePOWER ORRe router before you insert or remove SIM card
1 The SIM card can be damaged if you insert or remove SIM card whileutiee is in operation
f WiFi Uplink WANFor the product with WiFi Uplink functioone WiFi modulecan be configured to

be WAN connections. For the WiFi module with Uplink functiivated, you can further create some
uplink profiles for ease of connecting to an uplink network.

Operation Mode:
There are thremptionA 6 SYa B8y e Bl &8 Af 20SNEZ |yR a5AalofSé

Alwayson: Set this WAN interface to be active all the tinvéhentwo or more WAN are establishedat
"Always on" modeoutgoing data wilthroughthese WAN connections

Failover
Diagram For Faifover A failover interface is a backup connection to the primary.
[+ gms___ ®Disconnected ‘P That means only when itsrimary WAN connection is
= < QL) . ary ¥
I5P-DSLAM ®Fa“overl N roken, the backup connection will be started up to
) Yove Gateway substitute the primary connection.
m& @cm(m o WAN-2 As shown in the diagram, WANs backup WANor
"WAN-Z Failover WAN1 WAN1. WAN1 serves as the primary connection with
@ Connection Recovery [ operation mode "Always on". WAN ¢ 2y Qi 0S |
% _,sp[;g wan- % untii WAN1 disconnected. When WAN connectionis
®Fa""a°"‘°w’*”'1| WAN.Zeway recovered back with a connectioit,will take overdata
‘_((g)\u _ _ traffic again. At that time, WAI connection Wil be
J @ WAN-2 Terminate Connection

Cellular /

terminated.

WAN-1
Physical Interface: Ethernet
Operation Mode: Always on

WAN-2
Physical Interface: 3G/4G
Operation Mode: Failover [WAN-1)

*WAN-1 Failback, WAN-2 Terminate

10
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Seamless Failover:

In addition, there is a "Seamless" option for
Failover operation mode. When seamless option

_ )
m%__CE ®D's°°""e°ted is activated by checking on the "Seamless" box in
IWAN -1 & . ) . .

Diagram For Seamless Failover

ISP-DSLAM configuration window, both the primary

@) WAN-2 Gateway  connection and the failoverc_onnection are
ml“h”& oc %ang{mmg - WANS st:_;trted up after _system rebooting. But only the
WAN.-2 Failover WAN1 primary connection executes the data transfer,

while the failover one just keeps alive of
m@__[; ® Connection Recovery ) connection line. As soon as the primary
I5PS E f “ connection is broken, the system will switch,

®) Failback to WAN 1| - | meaning failoverthe routing path to the failover

@) - connection to save the dial up time of failover
' é\ “® Keep alive, no traffic connection since it has been alive.

@ Failover

Cellular /

*WAN-1 Failback, WAN-2 Keep Alive

Whenthed { SI Yt S&a¢ Siyactivdtes, it CaialBWthedrailBver interfac® be connected
continuouslyfrom system booting up. Failov&WANinterfacejust keeps connectingithout data traffic.
The purpose is teshorten the switch time during failover proces§o, whenprimary connection is
disconnectedfailover interface wiltake over the datdransfer missia instantlyby only changing routing
path to the failover interface. The dialingp time of failover connection is saved since it has been
connected beforehand.

VLAN Tagging

Sometimes, your ISP required a VLAN tag to be inserted into the WAN packeBdubenfor specific
services. Please enable VLAN tagging and specify tag in the WAN physical interface. Please be noted
only Ethernet and ADSL physical interfaces support the feature. For the device with 3G/4G WAN only, it
disabled.

11
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Physicalnterface Setting
Go toBasic Network > WAI& Uplink> Physical Interfacéab.

¢tKS t KeaAaoltf LYGSNFIOS fft2a dzaSNJ G2 aSiddzl (K

Physical Interface List
Interface Name Physical Interface Operation Mode Action

WWAN-1 3GM4G Always on Edit
WWAN-2 - Disable Edit

When Edit button is applied aninterface Configurationscreen will appear. WAN interface is used
in this example.

Interface Configuration:

Interface Configuration ( WAN -1 )

Item Sefting
» Physical Interface 3G/4G -
» Operation Mode Always on ~
F V0LAMN Taggmg Enable 0 (1-4095)

Interface Configuration
Value setting

1. A Must fill setting Select one expected interface from the available interface dropdowntlis
2. WANL1 is the can be3G/4G Etherret or WiFi Module

Physical Interface primary interface and Depending on theouter model, Disableand Failoveroptions will be
is factory set to Always available only to multiple WAMuters. WAN2 ~WAN-4 interfaces are only
on. available to multiple WAKbuter.

Define the operation mode of the interface.

SelectAlways onto make this WAN always active.

SelectDisableto disable this WAN interface.

Selectrailoverto make his WAN a Failover WAN when the primary or th

Operation Mode A Mustfill setting secondary WAN link failed. Then select the primary or the existed
secondary WAN interface to switch Failover from.
(Note: for WANL, onlyAlways onoption is available.)
CheckiEnablebox to enter tag value provided by your ISP. Otherwise
uncheck the box.

VLAN Tagging Optional setting Value Rangel ~ 4095.

Note: This feature iBlOTavailable for 3G/4G WAN connection.

12
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2.1.2 ConnectiorSetup

Connection Setup 2 Physical Interface List
Interface Name Physical Interface Operation Mode Action
WWAN-1 Ethernet Always on
et Lo WAN-2 36/4G Failover
| VWA N-x
351,‘“5 T Eth"r?a'ptu . g Internet Connection Configuration ( WAN - 1)
Internet Connect ' Item Setting
S ' » WAN Type Dynamic IP ~
< WAN Type > 2 Dynamic IP WAN Type Configuration
o \HAN Item Setting
. i, » Host Name (Optional)
Qﬁ' » fdz:izgistered MAC (Optional)
» MTU Setup [] Enable
» NAT Enable
» IGMP Disable
» WAN IP Alias [C] Enable 10.0.0.1

After specifying the physical interface for each WAN connection, administrator must configure their
connection profile to meet the dial in process of ISP, so that all client hosts in the Intranetrotitbecan
access the Internet.

In "ConnectionSetup"” page, there are some configuration windows: "Internet Connection List",
"Internet Connection Configuration”, "WAN Type Configuration" and related configuration windows for
each WAN type. For the Internet setup of each WAN interface, you must specifAMNstyfde of physical
interface first and then its related parameter configuration for that WAN type.

After clicking on the "Edit" button of a physical interface in "Internet Setup List" window, the "Internet
Connection Configuration" window will appear & {/ou specify which kind of WAN type that you will use
for that physical interface to make an Internet connection. Based on your chosen WAN type, you ca
configure necessary parameters in each corresponding configuration window.

13
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Internet Connection List Ethernet WAN

- Internet Connection Configuration ( WAN - 1)
Internet Connection List

Item Setting
.l,popup » WAN Type Dynamic IP | =
Internet Connect X
Static IP
| setect one . Dynamic IP WAN -tion
WAN Type=
( A ) Item PPPOE Setting
DynamicIP
its;lfglp » Host Name PPTP (Optional)
borr ISP Registered L2TP
i L4 Setup ¥ )
XXX WAN Type MAC Address (Optional)
Configuration
¥ MTU Setup [C] Enable
L4 Setup
Ethernet Connection » MAT Enable
Common Configure
¥ IGMP Disable -
</
) » WAN IP Alias [[] Enable |10.0.0.1

WAN Type for Ethernet Interface:

Ethernet is the most common WAN and uplink interfacel@R1601routers. Usually it is connected
with xDSL or cable modem for you to setup the WAN connection. There are various Ve&Nbiygnnect
with ISP:

1 {Glﬁ%@tﬁf)u’( GKAE 2LIA2Y AT L{t OB RKS 4 SNEBE
Y2NB SELISyairgdSiodzs NDORE LIS NLE 8IINSlj dZA NBYSy i o

f 58yl YXB®SLtr®%aA3aySR Lt | RRNBaa NBPWNINKSH 23 dS v
OKSFLISN YR dzadz- t €& F2NJ O2y adzySNJ dzaSo

Tttt 20SNI AIKEgRYPSIYaE ttt29d ¢KAA 2! b (&LIS Aa ¢
dzadzl f £ @ RAFFSNBYG F2N) SOSNE RALF T  dzLio

T tte¢emAE 21 b (@8LIS Aa LRLWAZAIN®G Ay a2YS O2dzy i NASa

T [HeeKNXa 2!b (LIS Aa LRLMzZFN Ay a2YS O2dzy i NA Sa

14
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Configure Ethernet WAN Setting

Internet Connection Configuration ( WAN - 1)

Item Setting
» WAN Type Dynamic [P ~

WhenEditbutton is appliedinternet Connection Configuratioscreen will appear. WAl interface
Is used in this example.

WAN Type Hynamic IP
When you select it, "Dynamic IP WAN Type Configuration" will appear. diearnsetting is explained below

Dynamic IP WAN Type Configuration

Item Setting
¥ Host Mame (Optional)
ISP Registered MAC Cl— _
’ one | (Optional)

Address

Dynamic IP WAN Type Configuration

Host Name An optional setting Enter the host name provided by your Sernirevider.

Enter the MAC address that you have registered with your service
provider. Or Click th€loned dzii i 2y G2 Oft 2y S @&2dz
ladz-fte GKA&A A& GKS t/Qa a!/ IR
Internet.

ISP Registered MAC

Address An optional setting

WAN Type= StaticlP
Internet Connection Configuration ({ WAN - 1)

ltem Setting

» WAN Type Static IP -

When you select it, "Static IP WAN Type Configuration” will appear. Iltems and setting is explained below

15



Static IP WAN Type Configuration

ltem Setting
» WAN IP Address
¥ WAN Subnet Mask 255.255.255.0 (/24) ~
r WAN Gateway
¥ Primary DNS

¥ Secondary DNS (Optional)

Static IP WAN Type Configuration

Value setting

WAN IP Address A Must filled setting Enter the WAN IP address given by your Service Provider
WAN Subnet Mask A Must filled setting Enter the WAN subnet mask given by your Service Provider

WAN Gateway A Must filled setting Enter the WAN gateway IP address given by your Service Provider
Primary DNS A Must filled setting Enter the primary WAN DNS IP address given by your Service Provid
Secondary DNS An optional setting Enter the secondary WAN DNS IP address given by gotic&Provider

WAN Type= PPPoE

Internet Connection Configuration ( WAN - 1)
Item Setting

» WAN Type PPPok hd

When you select it, "PPPoE WAN Type Configuration” will appear. Items and setting is explained below

PPPoE WAN Type Configuration
Item Setting

» IP Type IPv4 -

v

PPPoE Account

.

PPPoE Password

¥ Primary DNS (Optional)
» Secondary DNS (Optional)
F Service Name (Optional)
» Assigned IP Address (Optional)

16



PPPoE WAN Type Configuration

PPPoOE Account A Must filled setting Enter the PPPoE User Name provittgd/our Service Provider.
PPPoE Password A Must filled setting Enter the PPPoE password providsdyour Service Provider.
Primary DNS An optional setting Enterthe IP address of Primary DNS server.

Secondary DNS Anoptional setting Enterthe IP address of Secondary DNS server.

Service Name An optional setting Enter the service name if your ISP requires it

Assigned IP Address An optional setting Enter the IP address assigned by your Service Provider.

Internet Connection Configuration ( WAN - 1)

ltem Setting

» WAN Type PPTP v

WANType= PPTP

When you select it, "PPTP WAN Type Configuration” will appear. Iltems and setting is explained below

PPTP WAN Type Configuration
Item Setting
» IP Mode Dynamic IP Address ~
» Server IP Address / Name
» PPTP Account
» PPTP Password

» Connection ID (Optional)

» MPPE Enable

PPTP WAN Type Configuration

Value setting

Select either Static or Dynamic IP addries$PPTP Internet connection.
WhenStatic IP Addrests selected, you will need to enter tWgAN
IP AddressWAN Subnet Maskand WAN Gateway
A WAN IP AddresfA Must filledsetting) Enterthe WAN IP

. . address given by your Service Provider.
SRR A Mustfilled setting A WAN SubnetMask (A Must filled setting: Enter the WAN
subnet mask given by your Service Provider.
WAN Gateway(A Must filled setting)Enterthe WAN
gateway IP address given by your Service Provider.
WhenDynamic IHs selected, there are no above settings require

Server IP A Must filled setting Enter the PPTP server name or IP Address.

5

Address/Name
PPTP Account A Must filled setting Enter the PPTP username provided by your Service Provider.
PPTP Password A Must filled setting Enter the PPTP connection passwprdvided by your Service Provider.
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Connection ID An optional setting Enter a name to identify the PPTP connection.
SelectEnableto enable MPPEMicrosoft Pointto-Point Encryption)
security for PPTP connection.

MPPE An optional setting

WAN Type=L2TP

Internet Connection Configuration ( WAN - 1)
Item Setting

» WAN Type L2TP A

When you select it, "L2TP WAN Type Configuration” will appear. Items and setting is explained below

L2TP WAN Type Configuration
Item Setting

» IP Mode Dynamic IP Address -

» Server IP Address / Mame
¥ L2TP Account

¥ L2TP Password

» Service Port User-defined >~ 1702

» MPPE [C] Enable

L2TP WAN Type Configuration

Value setting

Select either Static or Dynamic IP addresd.&FP Internet connection.
When Static IP Address selected, you will need to enter tWgAN
IP AddressWAN Subnet Maskand WAN Gateway
A WAN IPAddress(A Must filled setting)Enterthe WAN IP
address given by your Service Provider.
A WAN Subnet MaskA Must filled setting) Enter theWAN
subnet mask given by your Service Provider.
WAN GatewayA Must filled setting)Enter theWAN
gateway IP address given by your Service Provider.
WhenDynamic IRs selected, there are no above settings require

ServerlP A Must filled setting Enter the L2TP server name or IP Address.

5

IP Mode A Must filled setting

Address/Name
L2TP Account A Must filled setting Enter theL2TRusername provided by your Service Provider.
L2TP Password A Must filled setting Enter theL2TRconnection password provided by your Service Provide

18
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Service Port

MPPE

A Must filled setting

An optional setting

ICR1601

Enter the service port that the Internet service.
There are three options can be selected :

5

Auto: Port will be automatically assigned.

1701 (For Ciscopet servic@ort to port 1701 to connect to
CISCO server.
Userdefined: enter a service port provided by your Service
Provider.
SelectEnableto enable MPPEMicrosoft Pointto-Point Encryption)
security for PPTP connection.

EthernetConnection Common Configuration

\L Select
Connection

Control

Setup
*MTU
*NAT Enable?

¢ Enable

Metwork
Monitor

No

Yes
Select
*DNS Query
*ICMP Checking

‘L Setup

*Loading Check?
*Check Interval
*Check Timeout
*Latency Threshold
*Fail Threshold
*Target 1

*Target 2

t Enable

IGMP Enable?
WAN IP Alias?
073

» NAT
» IGMP

» WAN IP Alias

[] Enable
Enable
Disable ~

[[] Enable [10.0.0.1

2 Network Monitoring Configuration

Item

» Network Monitoring
Configuration

» Checking Method
*» Loading Check

» Query Interval

» Latency Threshold
» Fail Threshold

» Target1

» Target2

Enable
DNS Query -
Enable
5 (seconds)
3000 (ms)
5 (Times)
DNS1 A
None -

Setting

There are some important parameters to be sg@tno matter which Ethernet

WAN type is selected. You should follow up the rule to configure.

Connection Contro

'SP'[_’ LAM (D Disconnected
\@ ‘ 7 Exl::SLO _

(@ Re-connecting
Auto-reconnect

zateway

Auto-reconnect: This gateway will establish
Internet connection automatically once it has
been booted up, and try to reconnect once
GKS O2yySOiGA2Y A& R24y
choose this scheme if for mission critical
applications to ensure full-time Internet
connection
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M 5 start Connectin Gateway Connecton-demand: ¢ K A & A1 G§Sg I &
. g @ start to establish Internet connection until

ISP-DSLA

*DSL local data is going to be sent to WAN side.
After normal data transferring between LAN
and WAN sides, this gateway will disconnect
WAN connection if idle time reachealue of

Maximum ldle Time.

@ Disconnect when idle timeout?

OLomLLOL Lo

Connect-on-demand |
(D Request Coming

SPDSLAM )61+ Connecting Gatewsy Manually: ¢ KA & I GSgte& g2,
@ _C.4_ ___________ establish WAN ,connection,u[ltil you press
' xDSL a/ 2yySOuée odziuzy 2y ¢
(9 Disconnect when idle timeout | data transferring between LAN and WAN
Manually I sides, this gateway will disconnect WAN
(D Connect Button connection if idle time redwes value of

- . .
- Maximum ldle Time.

Please be noted, if the WAN interface serves as the primary one for another WAN interface in Failove
role, the Connection Control parameter will not be available to you to configure as the system must set |
tod! dRO2yySOl 6! fglea 2y0éd
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Network Monitoring

It is necessary to monitor connection status

Stirt continuous. To do it, "ICMP Check" and "FQDN Query"
Fai‘IP=0 are used to check. When there isftiia of connection,
checking packet will waste bandwidth. Respotise
No | Check Leading’ of replied packets may also increase. To avoid
Yesl "Network Monitoring" work abnormally, enabling
o ves T e "Checking Loading" option will stop connection check
Enough? | “Check Interval” when there is traffic. It will wait for another "Check
'i""-L Select One Interval” and then check loading again.
Y s{  -raon query or When youR2 &b&8Gs2N] a2yAdl2NR
"ICMP Check longer than "Latency" or even no response longer than
--ch.i:ang No e "Checking Timeout", "Fail" count will be increased. If it
Timeout”? — > "Latency” Is continuous and "Fail" count is more than "Fail
e bl Threshold”, gateway will do exception handing
Fail = Fail +1 process ad redinitial this connection again.
J Otherwise, network monitoring process will be start
[No Fail > again.

Fail Thresh ?

[ ves

Exception Handing
System Re-initial

{ SU dzLJ a9UKSNY SO /2YY2y [ 2yFAIdz2NT GA2YyE

Ethernet WAN Common Configuration

Thereare three connection modes.

i Auto-reconnectenables the router to always keep the Interne
connection on.

1 Connecton-demandenables the router to automatically e
establish Internet connection as soon as user attempts to
access the Internet. Internet conntgan will be disconnected
when it has been inactive for a specified idle time.

1 Connect Manuallyallows user to connect to Internet manually
Internet connection will be inactive aftérhas been inactive for
specified idle time.

Specify the maximum Idle time setting to disconnect the internet
1. AnOptional setting  connection when the connection idle timed out.

Connection Control A Must filled setting

Maximum Idle Time 2. By defaul600 Value Range300 ~ 86400.
seconds is filledh Note: This field is available only wh&@onnecton-demandor Connect

Manuallyis selected as the connection control scheme.
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MTU Setup

MTU Setup

NAT

Network Monitoring

IGMP

1. An Optional setting
2. Uncheckby default

1. ' adzad F7
aSidAay3
2. | dzdo®I £ dzS
Aa asSi o¢
3. alydzZ £ &a¢
MHANYMp nJ
1. 1y 2LJ0A2)y
2. bl¢ A& 0%y
RSTI dzt G
1. 1y 2LJ0A2)
2. 9yFot SR ¢

1. A Must filled setting
2. Disable is set b
default

ICR1601

Check the Enable box to enable the MTU (Maximum Transmission Ul
limit, and specify théTUfor the 3G/4G connection.

MTUrefers to Maximum Transmission Unit. It specifies the largest pa
size permitted for Internet transmission.

Value Range1200 ~ 1500.

MTUrefers to Maximum Transmission Unitspecifies the largest packe
size permitted for Internet transmission.

When settoAuto o @I £ dzS WYwnQu I GKS NERdzi SN
Internet connection performance.

Enable NAT to apply NAT on the WAN connection. Uncheck the box
disable NAT function.

Whenthe Network Monitoring feature is enabled, the gateway will use
DNS Query or ICMP to periodily check Internet connectiogtonnected
or disconnected.

Choose eitheDNS Querypr ICMP Checkingp detect WAN link.

With DNS Querythe system checks the connection by sending C

Query packets to the destination specified in Target 1 and Targe

With ICMP Checkindhe system will check connection by sending

ICMP request packets to the destination specified in Target 1 ar

Target 2.

Loading Check

Enable Loading Check allows the router to ignore unreturned DI

Queries or ICMP requests when WAN thaidth is fully occupied.

This is to prevent false lirdown status.

Check Intervatefines the transmitting interval between two DNS

Query or ICMP checking packets.

Check Timeoutlefines the timeout of each DNS query/ICMP.

Latency Thresholdefines the tderance threshold of responding

time.

—  Fail Thresholdpecifies the detected disconnection before the
router recognize the WAN link down status. Enter a number of
detecting disconnection times to be the threshold before
disconnection is acknowledged.

—  Targetl(DNSIiset by defaulf specifies the first target of sending
DNS query/ICMP request.

A DNS1 set the primary DNS to be the target.

DNS2 set the secondary DNS to be the target.

Gateway set the Current gateway to be the target.

Other Host enter an IRaddress to be the target.

Target2(Noneset by default specifies the second target of

sending DNS query/ICMP request.

A None to disableTarget2.

DNS1 set the primary DNS to be the target.

DNS2 set the secondary DNS to be the target.

Gateway set the Curent gateway to be the target.

Other Host enter an IP address to be the target.

Enable IGMP (Internet Group Management Protocol) would enable tr

router to listen to IGMP packets discoverwhich interfaces are

connected to which device. The router uses the interface information
generated by IGMP to reduce bandwidth consumption in a radtiess
network environment to avoid flooding the entire network.

5

> > > >

> > > > >
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EnableWAN IP Aliashen enter the IP address provided by your servici
1. An optional setting  provider.

AP AT 2.Uncheckby default ~WAN IP Aliass used by the device router and is treated as a second s
of WAN IP to provide dual WAN IP address to your LAN network.

Save N/A ClickSaveto save the settings.

Undo N/A ClickUndoto cancel the settings.

Internet Connectionc 3G/4G WAN

w Internet Connection Configuration ( WAN -2 )

Item Setting
Internet Connect » WAN Type 3G/4G ~
Configure -
L 3G/4G WAN Type Configuration
WAN Type= ) Item Setting
3G/4G .
4 » Preferred SIM Card SIM-A First v Faiback: [] Enable

» Auto Flight Mode [] Enable

3G/4G WAN Type
Configuration

= Connection with SIM-A Card
L4 Setup

Item Setting
Configure
SIM-A/ SIM-B » Network Type Auto -

L 3G/4G Connection Common Configuration
SIM-A/ SIM-B

- It Setti
APN Profile List em etting
\Lnepeat Addfedit | * Tme Schedule (0) Always ~
- Enable
APN Profile-x > MTU Setup B
» IP Passthrough (Cellular [7] Enable Fixed MAC -
Bridge)
SIM-A/B APN » NAT Enable
Profile Configuration
= » WAN IP Alias [[] Enable 10.0.0.1

3G/4G Connection
Common Configure

Preferred SIM Card Dual SIM Fail Over

For 3G/4G embedded device, one embedded cellular module can create only one WAN interface. Tt
device hadeatured by using dual SIM cards for one module with speciab¥ait mechanism. It is called
5dz-f {La ClIAf20SNY» ¢KAa&a FSIFGdzZNE A& dzaASTFdzZ F2N
CHAt20SNESYX GKSNB | NB OFSNEAFuigd, "SIk | TS NEOBY G WK K& & C
2N y20zZ! Rt G{-LyRyGEL D
SIMA/SIM-B only

2 KSYy -B{h¢tesé 2mMNyfadd aria dzaSRX G(GKS
for negotiation parameters between gatewaywuee and cellular ISP.
23
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SIMA / SIM-B first without enable Failback
= sl .8 RSTI-HzZ GENBEEL£aaO0Sy I NA2 A3 d
, ISCOINBSCLOA Siv-A L{t F2NJRIGI NI yaTMNRE Gy CINCE

(((g . & () scenario, the gateway will try to connect to the Internet by
6:3' |

using SIMA or SIMB card first. And when the connection is
broken, the gateway will switch to use the other SIM card for
an alternate automatically anavill not switch backto use

ISP1 .
Failpver original SIM card except current SIM connection is also broken.
((( ))) Thatis, SIMA and SIMB are used iteratively, but either one will
' JC[[’ keepbeing used for data transfer when current connection is
1 P .
y.$ Connected still alive.

ISP2 Not back to SIM-A

SIMA / SIMB first with Failback enable

2 A0K CFAfOol O] 24Ji ACAYNA!
scenario is used to connect when the
connection is broken, gateway system will
switch to use SIMB. And when SIMA
connection is recovered, it will switch back to
use original SIM\ card

Disconnected g4

i
|SP1 FaiI.ver

)

ISP2

.
"""
]

Configure 3G/4G WAN Setting

When Edit button is applied Internet Connection Configurationand 3G/4G WAN Configuration
screerswill appear.

2 Internet Connection Configuration ( WAN - 1)

Item Setting

¥ WAN Type 3G/4G -

4 3G/4G WAN Type Configuration

Item Setting
v Preferred SIM Card SIM-A First ~ Failback: [] Enable
» Auto Flight Mode [] Enable
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3G/4GConnection Configuration

1. ' adzid 7T’ From the dropdown box, select Internet connection method for 3G/4C
aSidAay3 WAN Connection. OnBG/4Gis available.

2. oDkhR® &S
RS T dz

WAN Type

Choose which SIM card you want to use for the connection.
WhenSIMA Firstor SIM-B Firstis selected, it means the connection is
built first by using SIM A/SIM B. Aiidhe connection is failed, it will
change to the other SIM card and try to dial again, until the connectio

, : up.
1. A Musffilled setting . — . .
2. By defaulSIMA WhenSIM-A onlyor SIMB onlyis selected, it will try to dial up only usir

.2 the SIM card you selected.
AN Flrstl_s sele_cted WhenFailbackis checked, it meaif the connection is dialedp not
3. Failbackis . . R .
using the main SIM you selected, it will failback to the main SIM and 1
unchecked by default . . .

to establish the connection periodically.
Note_1: For the product with single SIM design, o8l\+A Onlyoption
is available.
Note_2 Failbackis available only wheS8IM-A Firstor SIM-B Firstis
selected.
Check theenablebox to activate the function.
By default, if you disabled th&uto Flight Mode the cellular module will
always occupy a physicchannel with cellular tower. It can get data
connection instantly, and receive managing SMS all the time on requi
If you enabled théAuto Flight Mode the gateway will pop up a messag
GCt A3IKG Y2RS gAaftt Ol dza S O @lien thef |
REGF &SaaAaangitwilanake i celillgh Srquéleinto flight
mode and disconnected with cellular tower goally. In, addition,
whenever the cellular module is going to be used for data connection
backup the failed primary cometion, the cellular module will be active
to connect with cellular tower and get the data connection for use, It
takes few more seconds.

The box is unchecked

Auto Flight Mode o rault

Note: Keep it unchecked unless your cellular ISP asked the connecte
gateway to enable the Auto Flight Mode.
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Configure SIMA / SIM-B Card

Here you can set configurations for the cellular connection according to your situation or requirement.

Connection with SIM-A Card

ltem Setting
¥ Metwork Type Auto -
» Dial-Up Profile Manual-configuration -
» APN gprsa.agnep
» IP Type Pv4 -
» PIN Code (Optional)
» Dial Number (Optional)
» Account (Optional)
» Passwaord (Optional)
» Authentication Auto
» IP Mode Dynamic IP
¥ Primary DNS (Optional)
¥ Secondary DNS (Optional)
* Roaming Enable

Note_1 Configurations of SINB Card follows the same rule of Configurations of-8IMard, here we list
SIMA as the gample.
Note_2 Both Connection with SIMA Cardand Connection with SIMB Cardwill pop up only when the

SIMA Firstor SIMB Firstis selected, otherwise it only pops out one of them.

Connection with SIMA/-B Card

SelectAuto to register a network automatically, regardless of the
network type.
Selec2G Onlyto register the 2G network only.
1. A Must filled setting Select2G Preferto register the 2G network first if it is available.
Network Type 2. By defauliAuto is Select3G onlyto register the 3G network only.
selected Select3G Prefetto register the 3G network first if it is available.
Select TE onlyo register the LTE network only.

Note: Options may be different duto the specification of the module.
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DialUp Profile

APN

IP Type

PIN code

Dial Number,
Account,
Password

Authentication

IP Mode

Primary DNS

Secondary DNS

1. A Must filled setting
2. By defaultManual
configurationis
selected

1. A Must filled setting
2. String format any
text

1. A Must filled setting
2. By defaultlPv4 is
selected

1. An Optionaketting
2. String format
integer

1. An Optionalsetting
2. String format any
text

1. A Must filled setting
2. By defaultAuto is
selected

1. A Must filled setting
2. By defaultDynamic
IPis selected

1. An Optionaketting
2. String format IP
address (IPv4 type)
1. An Optionaketting
2. String format IP
address (IPv4 type)

ICR1601

Specify the type of dialp profile for your 3G/4G network. It can be
Manualconfiguration, APN Profile Listor Auto-detection.

SelectManualconfigurationto setAPN(Access Point Name)jal
Number, Account andPasswordo what your carrier provides.
SelectAPN Profile Listo set more than one profile to dial up in turn,
until the connection is established. It will pop up awnfied, please go to
Basic Network > WAN & Uplink > Internet Setup > SAM\PN Profile
Listfor details.

SelectAuto-detection to automatically bring out all configurations
needed while dialingup, by comparing the IMSI of the SIM card to the
recordlistdlR Ay GKS YIydzFlI O dzZNBNR& R

Note_1:You are highly recommended to select tianual or APN
Profile Listto specify the network for your subscription. Your ISP alwa
provides such network settings for the subscribers.

Note_2: If you selectAuto-detection, it is likely to connect to improper
network, or failed to find a valid APN for your ISP.

Enter theAPNyou want to use to establish the connection.

This is a mustilled setting if you selecteanualconfigurationas dial
up profile scheme.

Specify the IP type of the network service provided by your 3G/4G
network. It can bdPv4 IPvG or IPv4/6.

Enter the PIN (Personal Identification Number) code if it needs to ur
your SIM card.

Enter the optionaDial Number Account and Passwordsettings if your
ISP provided such settings to you.

Note: These settings are only displayed when Masaalfiguration is
selected.

SelectPAP(Password Authentication Protocol) and use such protocol
0S dziKSYyGiAOFiSR 6A0GK GKS OF NN&
SelectCHARChallenge Handshake Authentication Protocol) and use ¢
LINPG202f (G2 0S | dziKSyGAOFriSR gA
WhenAuto is selected, it means it will authenticate with the server
either PAPor CHAP

WhenDynamic IRs selected, it means it will get all IP configurations
FNRY (KS OFNNASNDR&E aSNBSNI FyR &
If you have specific application provided by the carrier, and want to se
configurations on your own, you can switchStatic IPmode ard fill in

all parameters that required, such as IP address, subnet mask and
gateway.

Note: IP Subnet Masks a must filled setting, and make sure you have
the right configuration. Otherwise, the connection may get issues.
Enter the IP address to change the primary DNS (Domain Name Sen
setting. If it is not filleedn, the server address is given by the carrier wh
dialingup.

Enter the IP address to change the secondary DNS (Domain Name S
setting. If it is not filleedn, the server address is given by the carrier wh
dialingup.
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Check the bw to establish the connection even the registration status
The box is unchecke roaming, not in home network.
by default

Roaming

Note: It may cost additional charges if the connection is under roamin

Create/Edit SIMA / SIM-B APN Profile List

You can add a new APN profile for the connection, or modify the content of the APN profile you addec
It is available only when you seldaitatUp ProfileasAPN Profile List

SIM-A APN Profile List | Add | | Delete]

D ir:::!: APN IP Type Account Password Authentication Priority Enable Actions

List all the APN profile you created, easily for you to check and modify. It is available only when yo

selectDialUp ProfileasAPN Profile LisMWWhenAddbutton is applied, al\PN Profile Configuratioscreen
will appear.

SIM-A APN Profile Configuration

Item Setting
» Profile Name Profile-1
» APN
» IP Type IPvd -
» Account (Optianal)
» Password (Optional)
» Authentication Auto -
» Priority
» Profile Enable

SIM-A/-B APN Profile Configation

1. By defaulProfile-xis  Enter the profile name you want to describe for this profile.

. listed

Profile Name 2. String format any

text
APN String format any text  Enter theAPNyou want to use to establish the connection.

1. A Must filled setting  Specify the IP type of the network service provided by your 3G/4G
IP Type 2. By default IPv4 is network. It can bdPv4 IPvG or IPv4/6.

selected
Account String format any text Enter theAccountyou want to use for the authentication.

Value Range0 ~ 53 characters.

Password String format any text  Enter thePasswordyou want to use for the authentication.
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1. A Must filled setting
Authentication 2. By default Auto is
selected

1. A Must filled setting

Priority 2. String format integer
. The box is checked b
Profile
default
Save N/A
Undo N/A
Back N/A

ICR1601

Select the Authentication method for the 3G/4G connection.
It can beAuto, PAP CHAP or None.

Enter the value for the dialingp order. The valid value is from 1 to 16.
will start to dial upwith the profile that assigned with the smallest
number.

Value Rangel ~ 16.

Check the box to enable this profile.

Uncheck the box to disable this profile in diatung action.

Click theSavebutton to save the configuratian

Click theUndo button to restore what you just configured back to the
previous setting.

When theBackbutton is clickedthe screen will return to th@revious

page.

Setup 3G/4G Connection Comm@&wonfiguration

Here you can change common configurations for 3G/4G WAN.

3G/4G Connection Common Configuration

ltem Setting
Time Schedule (0) Always ~
MTU Setup Enable
IP Passthrough (Cellular Enable Fixed MAG -
Bridge)
NAT 7| Enable
IGMP Disable ~
WAN IP Alias Enable 10.0.0.1

3G/4G Connection Common Configuration

By defaultAuto-

Connection Control .
reconnectis selected

1. An Optional setting
Maximum Idle Time 2. By defaul600
seconds is fillegn

WhenAuto-reconnectis selected, it means it will try to keep the Internt
connection on all the time whenever the physical link is connected.
WhenConnecton-demandis selected, it means the Internet connectiol
will be established only when detecting data traffic.

WhenComect Manuallyis selected, it means you need to click the
Connectbutton to dial up the connection manually. Please g&tatus >
Basic Network > WAN & Uplintab for details.

Note: If the WAN interface serves as the primary one for another WAI
interfacein Failover role( and vice versa), the Connection Control
parameter will not be available on both WANSs as the system must se’
G2 &NBO2yySOize

Specify the maximum Idkeme setting to disconnect the internet
connection when the connection idle timed out.

Value Range300 ~ 86400.
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Time Schedule

MTU Setup

IP Pasghrough
(Cellular Bridge)

NAT
IGMP

WAN I[P Alias

1. A Must filled setting
2. By defaul{0)
Alwaysis selected

1. An Optional setting
2. Uncheckby default

1. The box is
unchecked by default
2. String formator
Fixed MAC

MAC address.g.
00:50:18:aa:bb:cc

Checkby default
By defaultDisableis
selected

1. Unchecked by
default

2. String format: IP
address (IPviype)

ICR1601

Note: This field is available only wh&@wonnecton-demandor Connect
Manuallyis selected as the connection control scheme.

When(0) Alwaysis selected, it means this WAN is under operation all
time. Once you have set other schedule rules, there will be other opti
to select. Please go Object Definition > Schadling for details.

Check the Enable box to enable the MTU (Maximum Transmission U
limit, and specify theéMTUfor the 3G/4G connection.

MTUrefers to Maximum Transmission Unit. It specifies the largest pa
size permitted for Internet transmission.

Value Range1200 ~ 1500.

WhenEnablebox is checked, it means the device will directly assign tt
WAN IP to the first connected local LAN client.

However, when an optiondixed MAGs filled-in a norizero value, it
means only the client with this MAC address can get the WAN IP add

Note: When thelP Pasghroughis on,NATandWAN IP Aliasvill be
unavailable until the function is disabled again.

Uncheck lhe box to disabl& AT(Network Address Translation) function
SelectAuto to enablelGMPfunction.

Check theEnablebox to enabldGMP Proxy

Check the box to enabM/AN IP Aliasand fill in the IP address you war
to assign.

Network Monitoring Configuration

Item

» Metwork Monitoring
Configuration

¥ Checking Method
* Loading Check

¥ Cluery Interval

¥ Latency Threshaold
v Fail Threshold

¥ Target!

¥ Target?

Setting
Enable
DNS Query ~
Enable
5 (seconds)
3000 (ms)
5 (Times)
DNS1 hd
None v
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Network Monitoring Configuration
Value setting

Network Monitoring
Configuration

Checking Method

Loading Check

Query Interval

Latency Threshold

Fail Threshold

Target 1

Target 2

Save
Undo

1. An optional setting
2. Box is checked by
default

1. An Optional setting
2.DNS Querys set by
default

1. An optional settig
2. Box is checked by
default

1. A Must filled setting
2. By default3 seconds

is filledtin

1. A Must filled setting
2. By defaulB000ms is
filled-in

1. A Must filled setting
2. By defaultlOtimes is
filled-in

1. A Optional filled
setting
2. DNSlis selectedby
default

1. A Optional filled
setting
2. None is selectedby
default

N/A
N/A

ICR1601

Check theenablebox to activate the network monitoring function.

Choose eitheDNS Querypr ICMP Checkingp detect WAN link.

With DNS Querythe system checks the connection §gnding DNS
Query packets to the destination specified in Target 1 and Target 2.
With ICMP Checkindhe system will check connection by sending ICM
request packets to the destination spied in Target 1 and Target 2.
Check theEnablebox to activate the loading check function.

Enable Loading Check allows the gateway to ignore unreturned DNS
queries or ICMP requests when WAN bandwidth is fully occupied. Th
to prevent false linkdown status.

Query Intervaldefines the transmitting interval between two DNS Que
or ICMP checking packets.

Latency Thresholdefines the tolerance threshold of responding time.

Fail Thresholdpecifies the detected disconnection before the router
recognize the WANnk down status. Enter a number of detecting
disconnection times to be the threshold before disconnection is
acknowledged.

Targetlspecifies the first target of sending DNS query/IG#BtiRiest.
DNS1 set the primary DNS to be the target.

DNS2 set the secondary DNS to be the target.

Gateway set the Current gateway to be the target.

Other Host enter an IP address to be the target.

Targetlspecifies the second target of sending DNS query/ICMP requ:
None:no second target is required.

DNS1 set the primary DNS to be the target.

DNS2 set the secondary DNS to be the target.

Gateway set the Current gateway to kbe target.

Other Host enter an IP address to be the target.

ClickSaveto save the settings.

ClickUndoto cancel the settings.
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Internet Connectiong WiFi Uplink WAN

If the device connects to Internet through WiFi Uplink, théstion will help you to complete WiFi
Uplink connection setup.

Go toBasic Network > WAN & UplinkGonnection Setupab.

WiFi Uplink interface: The Uplink network is a wireless network, and the gateway can connect to th
Uplink network through WiFi carection.

If you have the access permission to a certain wireless network, you can setup a WiFi Uplink connecti
by using therouter device. TIs router can support 802.14/g/b data conrection, and it can connect to
awireless network (access point) undée regular infrastucture mode.

Internet Connection List

Interface Name Physical Interface Operation Mode WAN Type Action
WVVAN-1 3G/M4G Always on 3G/M4G Edit
WWAN-2 WiFi Module One Failover Uplink Edit

Configure WiFi Uplink Setting

WhenEditbutton is appliedInternet Connection Configuratioscreen will appear. WAR interface
Is used in this example.
Internet Connection Configuration ( WAN - 2 )

ltem Setting

» WAN Type Uplink =

Internet Connection Configuration
Value setting

1. A Must filled setting From the dropdown box, select Internet connection method for WiFi
WAN Type 2. Uplink is sdectedby Uplink Connection. Onlyplinkis available.
default
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WiFi Uplink
WiFi Uplink WAN Type Configuration

ltem Setting
» Connect to AP default-Ch#12-Open (None) m
» Network Type NAT Mode ~
» IP Mode Dynamic IP
» Host Name (Optional)
» Fast Roaming Enable Signal Threshold 40 %o
¢+ Fast Roaming N/A ~ N/A ~ N/A ~

Channels

WiFi Uplink WAN Type Configuration

Display the information of AP for connecting.
You can Click th8canbutton and select a AP for the uplink network.
Connect to AP N/A Besides, you can also create uplink profile(s) for ease of connecting t
available Uplink network. Refer asic Network > WiFi > Uplink Profile
tab.
Select the expected network type for the WiFi Uplink connection. It ce
be NAT Mode Bridge Mode or NAT Disable
WhenNAT Modeis selected, the NAT function is activated on the
Wireless Uplink connection;
1. A Must filled setting WhenBridge Modeis selected, the bridge functids activated on the
Network Type 2. NAT Mode is Wireless Uplink connection; The supporting of bridge mode depends
sdected by default 0§KS LINRPRdzOG aLISOAFTAOFNGA2YSE AF 0
bridge mode, it will be greyed out from selection.
WhenNAT Disablés selected, the NAT functids deactivated on the
Wireless Uplink connection, and it can function as a router with manu
configured routing setting.
Specify the IP mode for the wireless uplink Interface. It caBysgamic
IPor Static IP
1. A Must filled setting WhenDynamic IRs selected,_the.device will request a IP from the Upli
Network as the IP for the uplink interface

2. Dynamic IP is - ,
Il ded )c/jb default WhenStatic IPis selected, you have to manuattonfigure the IP addres:
seededby defau settings for the uplink interface. The settings include IP address, subr
mask, gateway, and primary/secondary DNS.
Host Name An Optional setting Specify the Host Name.

Click theEnablecheckbox to activate the fast roaming function.
1. An Optionalsetting  In addition, you can also specify a threshold value for changing from
Fast Roaming 2. Uncheckeds AP to another neaby AP. The default threshold value is 40%.
selected by default. Value Range30 ~ 60%.

FastRoaming
Channels

An Optional setting Select up to three fast roaming WiFi channels.
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Network Monitoring

Network Monitoring Configuration

Item Setting
Contigraton Enable
» Checking Method DNS Query ~
¢ Loading Check +| Enable
» Query Interval 5 (seconds)
» Latency Threshold 3000  (ms)
» Fail Threshold 5 (Times)
» Target1 DNS1 A
» Target? None A

Network Monitoring Configuration
Value setting

1. An Optionalsetting  Click theEnablecheckbox to activate the function.
2.The box izhecked
by default.

Network Monitoring
Configuration

Choose eitheDNS Queryr ICMP Checkingnethod and specify

1. An Optional setting aQuery/Check Interval to detect WAN link.

Checking Method 2.DNS Querys

selected by default. With such configuration, the gateway will use DNS Query or ICMP

Checking to periodically check Internet connecti@onnected or
disconnected.

Click theEnablecheckbox to activate the function.

Enable Loading Check allows the gateway to ignore unreturned DNS
Queries or ICMP requests when WAN bandwidth is fully occupied. Tk
to prevent false linkdown status.

Latency Thresholdefines the tolerance threshold of responding time.
Fail Thresholdspecifies the detected disconnection before the router
recognize the WAN link down status. Enter a number of detecting
disconnection times to be the threshold before disconnection is
acknowledged.

Specify a time interval as the DI®8ery Interval

Query Intervaldefines the transmitting interval between two DNS Que
or ICMP checking packets.

With DNS Querythe system checks the connection by sending DNS
Query packets to th destination specified in Target 1 and Target 2.
Value Range2 ~ 14400.

1. An optional setting

Load Checking 2. Enabled by default

1. An Optional setting
Query Interval 2.5 secondss selected
by default.
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Check Interval

Latency Threshold

Fail Threshold

Target 1

Target 2

Save
Undo

1. An Optional setting
2.5 secondss selected
by default.

1. An Optional setting
2.3000 msis selected
by default.

1. An Optional setting
2.5 timesis selected
by default.

1. An Optional setting
2.DNSlIis selected by
default.

1. An Optional setting
2.Noneis selected by
default.

N/A
N/A

ICR1601

Specify a time interval as the ICNIRecking Interval

Query Intervaldefines the transmitting intervddetween two DNS Query
or ICMP checking packets.

With ICMP Checkindhe system will check connection by sending ICM
request packets to the destination specified in Target 1 and Target 2.
Value Range2 ~ 14400.

Specify a time interval as theatency Threshold

Latency Thresholdefines the tolerance threshold of responding time.

Enter a number ofletecting disconnection times to be the threshold
before disconnection is acknowledged.

Fail Thresholdspecifies the detected disconnection before the router
recognize the WAN link down status.

Value Rangel ~ 10.

Targetl(DNS1set by defaulf specifies the first target of sending DNS
query/ICMP request.

A DNS1 set the primary DNS to be the target.

DNS2 set the secondary DNS to be the target.

Gateway set the Current gateway to be tharget.

Other Host enter an IP address to be the target.
Target2(Noneset by defaulf specifies the second target of sending DN
query/ICMP request.

A None to disableTarget2.

DNSL1 set theprimary DNS to be the target.

DNS2 set the secondary DNS to be the target.

Gateway set the Current gateway to be the target.

Other Host enter an IP address to be the target.
ClickSaveto save the settings.

ClickUndoto cancel the settings.

> > > >

> > > > >
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2.2 LAN & VLAN

This section providethe configurationof LAN andVLAN VLAN is an optional feature, and it depends
on the product specification of the purchased gateway.

2.2.1 Ethernet LAN

(o)) The Local Area Network (LAN) can
be used teshare data or files among

xDSL and,for
4G Cellular S computers attached to a network.
“ Following diagram illustrates the
Gateway network that wired and inter

connects computers.

e
Please follow the following instructions to do IFsthernet LANGetup.
Configuration
Item Setting
» IP Mode Static IP
» LAN IP Address 192.168.123.254
» Subnet Mask 255.255.255.0 (f24) ~

It shows the LAN IP mode for theuter according the related configuration

Static IP If there is at least one WAN interface activated, the LAN IP mo:
IP Mode N/A fixed in Static IP mode.

Dynamic IPIf all the available WANtierfaces are disabled, the LAN IP

mode can be Dynamic IP mode.

Enter he local IP address of this device.

Thenetwork device(spn your network must use the LAN IP address of tk

s £ bUUEE L) el device as their Default Gatewayou can change it if necessary.

2.192.168.1.1is set by
default

LAN IP
Address

Note: LGQ& Ffaz G4KS Lt | RRNBaa 2F ¢
new IP address in the browser to see web Ul
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Select the sbnet maskor this gateway from the dropdown list

Subnet mask defines how many clients are allowed in one network or
subnet. The default subnet mask is 255.255.2%£8), andit means
maximum 254 IP addresses are allowed in this subnet. However, one of
them is occupied by LAN IP address of this gateway, so there are maxir
253 clients allowed in LAN network.

1. A Must filled setting
Subnet Mask 2.255.255.255.0 (/24)s
set by default

Value Range255.0.0.0 (/8) ~ 255.255.255.252 (/30).
Save N/A Click theSavebutton to save the configuration
Click theUndo button to restore what you just configured back to the

Undo N/A . .
previous setting.

Create / Edit Additional IP

Thisrouter provides the LAN IP alias function for some special management consideration. You ca
add additional LAN IP for thisuter, and access to thiuter with the additional IP.

Additional IP | Add | | Delete |
1D Name Interface IP Address Subnet Mask Enable Action

WhenAdd button is applied Additional IP Configuratiorscreen will appear.

Additional IP Configuration

ltem Setting

» MName

v Interface lo ~

r IP Address

» Subnet Mask 255.255.255.0 (f24) ~

» Enable

Save

LGSy |+t fd8 aSGGA58a0NALIGARY
Name 1. An Optional Setting Enter the name for the alias IP address.

1. A Must filled setting

2.lois set by default

1. An Optionatetting
IP Address 2.192.168.11is set by Enter he addition IP addressor this device.
default

Interface Specify the Interface type. It can keor brO.
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Select the sbnet maskor this gateway from the dropdown list

Subnet mask defines homany clients are allowed in one network or
subnet. The default subnet mask is 255.255.2%£8), and it means
maximum 254 IP addresses are allowed in this subnet. However, one of
them is occupied by LAN IP address of this gateway, so there are maxir
253 clients allowed in LAN network.

1. A Must filled setting
Subnet Mask 2.255.255.255.0 (/24)s
set by default

Value Range255.0.0.0 (/8) ~ 255.255.255.255 (/32).
Save NA Click theSavebutton to save the configuration

2.2.2 VLAN

VLAN (Virtual LAN) is a logical network under a certain switch or router device to group client host
with a specific VLAN ID. This gateway supports bothiBamed VLAN and Tdgsed VLAN. These functions
{26 @&2dz G2 RAGARS {@AONIidzyvS G[o20NH € PA yLIR ARA TASBK
application scenario. For example, there are various departments within SMB. All client hibstsame
department should own common access privilege and QoS property. You can assign departments either
port-based VLAN or tagased VLAN as a group, and then configure it by your plan. In some cases, ISP m
YSSR NRBdziSNJ (2 &dzZlJLl2NI ax[!b GF3¢é F2NJ OSNIIAY
required this service as one tdiased VLAN.

U Port-based VLAN

Portbased VLAN function can group Ethernet ports, Rort Port4, and WiFi Virtual Access Points,
VAR1 ~ VARS8, together for differentiated services like Internet surfing, multimedia enjoyment, VolP
talking, and so on. Two operation ma)eNAT and Bridge, can be applied to each VLAN group. One DHCI
server can be allocated for a NAT VLAN group to let group host member get its IP address. Thus, each t
can surf Internet via the NAT mechanism of business access gateway. In bridge ntadet packet flow
is delivered out WAN trunk port with VLAN tag to upper link for different services.
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VLAN Group 1

= =~ Wireless Network

WiFi

) ;D

NAT

e SEPEEE

Al

wri Bridge
((c

xDSL Modem

- —
- ==

Wireless Network

Internet
&

/@D@ VLAN Group 2
S B EE

Wired Netwerk

S LY

Wired Netwerk

A portbased VLAN is a group of ports on an Ethernet or Virtual APs of Wired or Wireless Gateway th
form a logical LAN segment. Following is an gpam

For example, in a company, administrator schemes out 3 network segments, Lobby/Meeting Roorr
Office, and Data Center. In a Wireless Gateway, administrator can configure Lobby/Meeting Room segme
with VLAN ID 3. The VLAN group includes-BaridVARS (SSID: Guest) with NAT mode and DBi€&ver
equipped. He also configure Office segment with VLAN ID 2. The VLAN group inclu¢earfoxtARL
(SSID: Staff) with NAT mode and Di2GRrver equipped. At last, administrator also configure Data Cente
segment with VLAN ID 1. The VLAN group includeslPwith NAT mode to WAN interface as shown in

following diagram.

Wireless Gateway ()

& xDSL and/or
4G Cellular

Port-1. 2

VLANID 1

m
= LQ
]
=
m
VID1: ~
DHCP Server: DHCP-1 ( )
VID2:
DHCP Server: DHCP-2 N
VID3: S S
DHCP Server: DHCP-3 @ Office Network

VLANID 2
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Above is the general case for 3 Ethernet LAN ports in the gateway. But if the device just has or
Ethernet LAN port, there will be gnbne VLAN group for the device. Under such situation, it still supports
both the NAT and Bridge mode for the Rbesed VLAN configuration.

U Tagbased VLAN

Tagbased VLAN function can group Ethernet ports, Rott Port4, and WiFi Virtual Access Points,
VAR1 ~ VAR, together with different VLAN tags for deploying subnets in Intranet. All packet flows can
carry with different VLAN tags even at the same physical Ethernet port for Intranet. These flows can b
directed to different destination because théyave differentiated tags. The approach is very useful to
group some hosts at different geographic location to be in the same workgroup.

Tagbased VLAN is also called a VLAN Trunk. The VLAN Trunk collects all packet flows with differ
VLAN IDs from Routetevice and delivers them in the Intranet. VLAN membership in a tagged VLAN is
determined by VLAN ID information within the packet frames that are received on a port. Administrator
can further use a VLAN switch to separate the VLAN trunk to different gioaged on VLAN ID. Following
Is an example.

VLAN Group 1

J ™ /\) Internet
ty ‘2 xDSL Modem Q-
; | WiFi =

-"7’..-1- 2 N\
LA A d

I _ o Wireless Network

SE BEY )

Wired Netwerk V

For example, im companyadministrator schemes out 3 network segmeritap,Meeting Roonrs,
and Office. In a Security VPN Gateway, administrator can configure Office segment with VLAN ID 12. T
VLAN groujs equipped with DHG® server to construct a 192.168.12.x subnet. He also configure Meeting
Rooms segment with VLAN ID 11. The VLAN group is equipped with-2DEHI¥Rr to construct
a192.168.11.x subnet for Intranet only. That is, any client host in WLAN I NR dzLJ Ol y Qi | O
At last, e configures Lab segment with VLAN ID 10. The VLAN group is equipped with Bét@# to
construct a 192.168.10.x subnet.
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Gateway VID10 :
\@ xD5L and/or

DHCP Server: DHCP-1{192.168.10.x)
4G Cellular

VID11 :

DHCP Server: DHCP-2{192.168.11.x)
VID12:

DHCP Server: DHCP-3(192.168.12.x)

Port-3,4
ViD=11
Port-3,4 VID=12 Meeting Rooms
VID=11
Port-1,2 Port-3,4
VID=10 VIiD=12 v
Meeting Rooms Office Office)
a@ a@ |

U VLAN Groups Access Control

Administrator can specify the Internet access permisdar all VLAN groups. He can also configure
which VLAN groups are allowed to communicate with each other.

VLAN Group Internet Access

Administrator can specify members of one VLAN group to be able to access Internet or not. Followin
is an example tha¥LAN groups of VID is 2 and 3 can access Internet but the one with VID is 1 cannot acce
Internet. That is, visitors in meeting room and staffs in office network can access Internet. But the
computers/servers in data center cannot access Internet sinceirgg consideration. Servers in data
center only for trusted staffs or are accessed in secure tunnels.
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Wireless Gateway )

@ SL and/or

46*Qellular

| X
VLANID1 !

|

Port '\ VLANID3

VLANID3

K @3@}“
B4

L@} 0O

@ Offlce Network /

VLANID 2

Inter VLAN Group Routing

In Portbased tagging, administrator can specify member hosts of one VLAN group to be able t
communicate with the ones ainother VLAN group or not. This is a communication pair, and one VLAN
ANRdzL) Oy 22AY Ylyeé 02YYdzyAOF A2y LI ANBR® . dzi O
¢CKFG Aaz ! OFly O2YYdzyAOF (S 6AGK . 3 atAc& commlricgte O 2
with C. An example is shown at following diagram. VLAN groups of VID is 1 and 2 can access each other
0KS 2ySa 0SisSSy L5 ™M YR L5 o FyR 0SGsSSy =+
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Wireless Gateway )

\ m@ xDSL and/or

4G Cellular

Port-1. 2

. %%Qx s
S8 ae

VLANID 3

m
g g ,' @ Meeting Room
ERS
[ ‘\
| YIS
\\‘___ “

S S

@ Office Network
VLANID 2

VLANID 2

VLANSetting
Go toBasic Network AN & VLAN VLANTah

The VLAN function allows you to divide local network into different virtual LANs. There are Port
based and Tafjased VLAN types. Select one that applies.

Configuration [ Help ]
ltem Setting
» VLAN Types Port-based ~
» System Reserved VLANID ~ StartiD 1 (1-4091) ~End D 5

VLAN Type  Port-basedis selected by Select the VLAN type that you want to adopt for organizing jazal
default subnets.
Port-based Portbased VLAMIlows you to add rule for each LAN port, and
you can do advanced control with its VLAN ID.
Tagbased Tagbased VLAMIlows you to add VLAN ID, aselect member
and DHCP Server for this VLAN ID. Giaghased VLAN Ligable.
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System A Must filled setting Define theStart IDfor the VLANandthe End IDwill be automatically counted
Reserved as Start ID +.4
VLAN ID

Value Rangel ~ 4091
Save NA Click theSavebutton to save the configuration

Port-based VLAN Create/Edit VLAN Rules

The portbased VLAN allows you to custom each LAN port. There is a default rule shows th
configuration of all LAN ports. Also, if your device has a DMZ porty§laaee DMZ configuration, too. The
maxima rule numbers is based on LAN port numbers.

. Port-based VLAN List

VLAN Port

Name VLAN ID Tagging NAT / Bridge Members LAN IP Address Subnet Mask |Joined WAN | WAN VID Enable Actions
Mative .
LN anTeg1 X NAT 10.40.28.246 2552552520 | Al WANSs 0
VLAN - 1 10 X NAT 192.168.2.254 2552552550 | VAN -1 0 0

Select

When Add button is applied, Porbased VLAN Configuration screenl wppear, which is including
3 sections:Port-based VLAN ConfigurationP Fixed Mapping Rule Itjsand Inter VLAN Group Routing
(enter through a button)
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Port-based VLAN Configuration

. Port-based VLAN Configuration

Item Setting
» Name VLAN - 1
» WVLAN ID
» VLAN Tagging Disable -
» NAT / Bridge NAT ~
v Port Members Port: [ ] PORT-1 [ | PORT-2
» LAN to Join [[] Enable |DHCP 1 ~
» WAN & WAN VID to Join All WANs ~ |None
» LAN IP Address 192.168.2.254
» Subnet Mask 255.255.255.0(/24) ~
» DHCP Server / Relay Server -

¥ DHCP Server Name

Starting Address: 192.168.2.100

7ol Ending Address:  192.168.2.200
» Lease Time 86400 seconds

¥ Domain Mame (Optional)

» Primary DNS (Optional)

» Secondary DNS (Optional)

¥ Primary WINS (Optional)

» Secondary WINS (Optional)

v Gateway (Optional)

» Enable O
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Name

VLAN ID

VLAN Tagging

NAT / Bridge
Port
Members

LAN to Join

WAN &WAN
VID to Join
LAN IP
Address

Subnet Mask

DHCP Server
/Relay

DHCP Server
IP Address
(for DHCP
Relayonly)
DHCP Server
Name

IP Pool

Lease Time

Domain
Name
Primary DNS
Secondary
DNS

Primary
WINS
Secondary
WINS
Gateway

1. A Must filled setting
2. String format: already
have default texts

A Must filled setting

Disableis selected by
default.

NATis selected by default.
These box is unchecked k
default.

1. An Optional Setting

2. The box is unchecked t
default.

All WANSIs selected by
default.

A Must filled setting

255.255.255.0(/24)s
selected by default.

Serveris selected by
default.

A Must filled setting

A Must filled setting

A Must filledsetting

A Must filled setting

String format can be any
text
IPv4 format

IPv4 format
IPv4 format

IPv4 format

IPv4 format

/| 2y FAIdzNF GAZ2Y

ASGOGANS5SAONRLIIAZY

ICR1601

Define theNameof this rule. It has a default text and cannot be modified.

Define the VLAN ID number, range is 1~4094.
The rule is activated according AN IDand Port Membersconfiguration
when Enableis selected.

The rule is activated accordifprt Membersconfiguration wherDisableis
selected.

SelectNATmode orBridgemode for the rule.

Select which LAN port(s) and VAP(s) that you want to add to the rule.
Note: The available member list can be different for the purchased produc
Select the LAN to join.

Select whichWANor All WANsthat allow accessing Internet.

Note: If Bridge mode is selected, you need to select a WAN and enter a \
Assign anP Addressor the DHCFRServer that the rule used, this IP address
a gateway IP.

Select e&Subnet Maskor the DHCP Server.

Define theDHCP Serveype.

There are three types you can seleserver Relay andDisable

Relay SeleciRelayto enable DHCP Relay function for the VLAN group, an
you only need to fill th@©@HCP Server IP Addrefssd.

Server SeleciServerto enable DHCP Server function for MeAN group, and
you need to specify the DHCP Server settings.

Disable SelectDisableto disable the DHCP Server function for the VLAN
group.

If you selecRelaytype of DHCP Server, assigDnldCP Server IP Addretsst
the gateway will relay the DHCP requests to the assigned DHCP server.

Define name of the DHCP Server for the specified VLAN group.

Define the IP Pool range.

There areStarting Addresand Ending Addres§elds. If a client requests an
IP address from this DHCP Server, it will assign an IP address in the rih¢
pool.

Define a period of tira for an IP Addressiat the DHCP Server leases to
anew device. By default, thHease timeis 86400 seconds.

The Domain Name of this DHCP Server.
Value Range0 ~ 31 characters.

ThePrimary DNS of this DHCP Server.
The Secondary DNS of this DHCP Server.

The Primary WINS of this DHCP Server.

The Secondary WINS of this DHCP Server.
TheGateway of this DHCP Server.
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The box is unchecked by ClickEnablebox to activate this rule.

S default.
Save NA Click theSavebutton to save the configuration
Undo NA Click theUndo button to restore what you just configured back to the

previoussetting

Besides, you can add some IP rules inlthd=ixed Mapping Rule LigtDHCP Server for the VLAN
groups is required.

IP Fixed Mapping Rule List [ Add | | Delete

MAC Address IP Address Enable Actions

Mapping Rule Configuration

ltem Setting

F MAC Address
F IP Address

+ Enable

Save

WhenAdd button is appliedMapping Rule Configuratioscreen will appear.

MAC Address A Must filled setting Define theMAC Addressarget that the DHCP Server wants to match.
Define thelP Addresghat the DHCP Server will assign.
If there is a request from the MAC Address filled in the above field, the DF

e Server will assign thi® Addresgo the client whoseMIAC Addressnatched

the rule.
The box is unchecked by ClickEnablebox to activate this rule.
Enable
default.
Save NA Click theSavebutton to save the configuration

Note: ensure to alwayslick onApply button to apply the changes aftéhe web browser refreshed taken
you back to the VLAN page.

47



ADMNTECH ICR1601

. Port-based VLAN List | Add | | Delete |

VLAN = VLAN = NAT/ Port LAN IP Joined WAN .

Name | *\n" | Tagging Bridge Members  Address | ~ubnetMask “yn™  yyp |Enable Actions
Mative Al

LAN %ST X NAT 104028246 2552562520\, 0 Edit

-Edit
VE’?N 10 X NAT 192 168.2.254 | 255 255 2550 Wﬂ‘”' 0 0

Select

[ Apply ” Inter VLAN Group Routing
Please Click Apply button to take effect.

Port-based VLAN Inter VLAN Group Routing

ClickVLAN Group Routingutton, the VLAN Group Internet Access Definitiamd Inter VLAN Group
Routingscreen will appear.

2 VLAN Group Internet Access Definition

VLAN IDs Members Internet Access(WAN)

1 Port: 1.2 Allow

2 Inter VLAN Group Routing
VLAN IDs Members Action
Edit

Edit

Edit
Edit

Save || Back

WhenEditbutton is applied, a screen similar to this will appear.
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VLAN Group Internet Access Definition

VLAN IDs Members Internet Access(WAN)

v 1] 2 Port:12 Allow | Edit

Inter VLAN Group Routing

VLAN IDs Members Action

1,002 Edit

LYGSNJ [ ! b DNRdzL) w2dzi Ay 3
[LGSY |+FtdzS aSGGN5SaONRLIIAZY
By default, all boxes are checked mean®/&IAN IDmembers are allow to

VALN Group access WAN interface.

Internet All boxes are checked by Ifuncheck acertailWLANIDD 2 EX Al YSIFya (GKS [
Access default. Internet anymore.

Definition Note: VLAN ID 1s available always; it is the default VLAN IDANrule. The

other VLAN IDsire available only when they are enabled.
Click the expected VLAN IDs box to enable the Inter VLAN access functic

Inter VLAN . . @ RSTldzZ G YSYOSNARA Ay RAFFSNByY
The box is unchecked by .
Group default gateway supports up to 4 rules forter VLAN Group Routing.
Routing ' For example, if ID_1 and ID_2 are checked, it means members in VLAN |
can access members of VLAN ID_2, and vice versa.
Save N/A Click theSavebutton to save the configuration

Tagbased VLAN Create/Edit VLAN Rules

TheTagbased VLANllows you to customize each LAN port according to VLAN ID. There is a defaul
rule shows the configuration of all LAN ports andV#@iPs. Also, if your device has a DMZ port, you will see
DMZ configuration, too. The router supports up to a maximum of 12&&sgd VLAN rule sets.

Tag-based VLAN List | Add | | Delete |

VLANID | Internet Port Members Bridge Interface IP Address Subnet Mask Actions
Native Port: [7] Port-1 [7] Port-2 DHCP 1 | Edit |
VLAN Select

WhenAdd button is applied;Tagbased VLAN Configuratioscreen will appear.
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Tag-based VLAN Configuration

ltem Setting
» VLAN ID 0
¥ Internet Access ¥ | Enable
¥ Port Members Port: Port-1 Port-2
» Bridge Interface DHCP1 -

Save

¢l ASR [ ING G/AZ2WT A I dz

[LGSY [z fdzS aSGGA585a0NRMLIGAZY

VALN ID A Must filled setting Define theVLAN IDhumber, range is 6~4094.
Internet The box is checked by ClickEnablebox to allow the members in the VLAN group access to interr
Access default.
Port The box isinchecked by  Check the LAN port bogg) to join the VLAN group.
default.
VAP The box is unchecked by Check the VAP bpn(s) to join the VLAN group. .
default. Note: Only the wireless gateway has the VAP list.

Sebct aDHCP Servep these members of this VLAN group.

DHCP Is selected by To create or edit DHCP server for VLAN, refé@asic Network > LAN &

DHCP Server

CEREUL, VLAN > DHCP Server
ClickSavebutton to save the configuration
Save N/A Note: After clickingavebutton, always clickpply button to apply the

settings.
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2.2.3 DHCP Server

u DHCP Server

The gateway supports up to 4 DHCP servers to fulfill the DHCP requests from different VLAN grou
(please refer to VLAN section for getting more usage details). And there is one default setting for whos
LAN IP Address is the same onerofiter LAN interfae, with its default Subnet Mask setting as
AHPPPHPPPHPPPNES YR AGa RSFrdzZ G Lt t22f NIy3S

page orrouterQa 2 9 . 'L O

()

Gateway

0
%
&n
e
=
@

g k @ Meeting Room
00
L% B B
@ Office Network
'aSNJ Oy TRR Y2NB 51/t &aSNISNI O2 yor3r@dzNR UG\EI)//at
[AdGéZ 2NJ OfAOlAY3 2y UKS G9RAGE odzidz2y d GKS
SaARS&T dzaSNJ OFy &aStSO00G | 51/t { SNIZBENIIHWR RS
button
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U Fixed Mapping

User can assign fixed IP address to map the specific client MAC address by select them then copy, wi
targets were already existed in tH2gHCP Client Lisbr to add some other Mapping Rules by manually in
advance, once the target's MAC address waisready to connect.

oo

@ Meeting Room

PC-A

5008

PC-B @ Office Network
........... MACAddress . ...
{ PC-A: 00-12-34-AB-CD-0A |_ 1§ 192.168.123.150
: : Fixed Mapping :
: PC-B: ——
PC-C

..................................................................................

DHCP Server Setting
Go toBasic Network AN & VLAN DHCP Servérah

The DHCP Server setting allows user to create and customize DHCP Server policies to assigl
Addresses to the devices on the local area network (LAN)

Create / Edit DHCP Server Policy

Therouter allows you to custom your DHCP Server Policy. If multiple LAN ports are available, you ce
define one policy for each LAN (or VLAN group), and it supports up to a maximum of 4 policy sets.

) DHCP Server List | Add | | Delete | [ DHCP Client List | [Help]
..‘?eHr\?:r LAN IP Subnet Mask IP Pool Lease Domain Primary Secondary Primary Secondary Gateway | Enable Fragfans
e Address Time Name DNS DNS WINS WINS Y

DHCP 192.168.123.200- Edit
1

192.168.123.254 255.255.255.0 192 168.123 240 86400 0.0.00 0.000 0.0.00 0.000 0.0.0.0 Fixed Mapping

WhenAdd button is applied DHCP Server Configuraticereen will appear.
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DHCP Server Configuration
ltem Setting

» DHCP Server Name DHCP 2

» LAN IP Address 192.168.2.254

» Subnet Mask 255.0.0.0 (/8) v
Starting Address:

17 Pool Ending Address:

b Lease Time

86400 seconds

¥ Domain Mame

» Primary DN

S

» Secondary DNS

¥ Primary WINS

» Secondary WINS

r Gateway

b Server

(Optional)
(Optional)
(Optional)
(Optional)
(Optional)

(Optional)

Enable

51/t {SNIBSNI/2yTFAIdzNI A2y

LGSy l+}fdzS

DHCP Server
Name

LAN IP
Address

Subnet Mask

IP Pool

Lease Time

Domain
Name
Primary DNS
Secondary
DNS

Primary
WINS

1. String format can be
any text

2. A Must filled setting

1. IPv4 format.

2. A Must filled setting
255.0.0.0 (/8) is set by
default

1. IPv4 format.

2. A Must filled setting

1. Numeric string format.
2. A Must filled setting
String format can be any
text

IPv4 format

IPv4 format

IPv4 format

aSUUA5SaO0ONRLIGA2Y

Enter a DHCP Server name. Enter a name that isf@agygu to understand.

The LAN IP Address of this DHCP Server.

The Subnet Mask of this DHCP Server.

ThelP Pool of this DHCP Server. It composed of Starting Address enterec
this field and Ending Address entered in this field.

The Lease Time of this DHCP Server.

Value Range300 ~ 604800 secais.

The Domain Name of this DHCP Server.

The Primary DNS of this DHCP Server.
The Secondary DNS of this DHCP Server.

The Primary WING&F this DHCP Server.
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aﬁﬁﬁgdary IPv4 format The Secondary WINS of this DHCP Server.
Gateway IPv4 format The Gateway of this DHCP Server.
The box i hecked b . : .
Server © box1s Unchecked by ClickEnablebox to activate thiDHCRServer.
default.
Save N/A Click theSavebutton to save the configuration
Undo N/A C|ICk. theUndg button to restore what you just configured back to the
previous setting.
When theBackbutton is clicked the screen will return to the DHCP Server
Back N/A

Configuration page.

Create / EditMapping Rule List on DHCP Server

Therouter allows you to custom your Mapping Rule List &P Server. It supports up tor@ximum
of 64 rule setsWhenFix Mappingoutton is applied, theMapping Rule Lisscreen will appear.

Mapping Rule List | Add Delete [Help ]
MAC Address IP Address Enable Actions

WhenAdd button is appliedMapping Rule Configuratioscreen will appear.

Mapping Rule Configuration
ltem Setting

» MAC Address

¥ IP Address
r Rule Enable

al LAY 3 wdz'S /2y FAITdzNI GAZY

Value setting

1. MAC Address string

MAC Address format The MAC Address of this mapping rule.
2. A Must filled setting
1. IPv4format.

IP Address The IP Address of this mapping rule.

2. A Must filled setting
The box is unchecked by

Rule ClickEnablebox to activate this rule.
default.
Save N/A Click theSavebutton to save the configuration
Undo N/A C|IC|(' theUndgbutton to restore what you just configured back to the
previous setting.
When theBackbutton is clicked the screen will return to tigHCP Server
Back N/A

Configurationpage.
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View / Copy DHCP Client List

WhenDHCP Client Ligtutton is applied DHCRClient Listscreen will appear.

DHCP Client List | Copy to Fixed Mapping |

LAN Interface IP Address Host Name MAC Address Remaining Lease Time Actions

Ethernet Dynamic /192.168.123.222 UPER-NB 50:7B:9D:A6:53:4B 23:56:27 [] Select

When the DHCP Client is selected &@wpy to Fixed Mappindputton is applied. The IP and MAC
address of DHCP Client will apply to the Mapping Rule List on specific DHCP Server automatically.

Enable / Disable DHCP Serv@ptions

The DHCP Server Optiorsetting allows user to sdDHCP OPTIONS,6@, or 114. Click theEnable
button to activate the DHCP option function, and the DHCP Server will add the expected options in i
sending ouDHCPOFFHERICPACPackages.

66 TFTP server name [REC 2132]
72 Default World Wide Web Server [REC 2132]
114 URL [REC 3679]
Configuration
Item Setting
» DHCP Server Options [] Enable

Create / Edit DHCP Server Options

Therouter supports up to a maximum of 99 option settings.

DHCP Server Option List

ID Option Name DHCP Sever Select | Option Select Type Value Enable Actions

WhenAdd/ Editbutton is applied DHCP Server Option Configuratisareen will appear.
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DHCP Server Option Configuration | Save | | Undo |

Item

Option Name
DHCP Sever Select
Option Select

Type

Value

Enable

Option 1
DHCP1 ~

ICR1601

Setting

DHCP OPTION 66 ~

Single IP Address ~

Enable

DHCP Server Option Configuration

Option Name

DHCP Server
Select

Option Select

Type

Value

Enable
Save

Undo

1. String format can be an
text

2. A Must filled setting.
Dropdown list of all
available DHCP servers.

1. A Must filled setting.
2. Option 66is selected by
default.

Dropdown list of DHCI
aSNIBSNJ 2 LI A2

1. IPv4 format

2. FQDN format

3. IP list

4. URlformat

5. A Must filled setting

The box isunchecked by
default.
NA

NA

Enter a DHCP Server Option naremter a nhame that is easy for you
understand.

Choose the DHCP server this option should apply to.

Choose the specific option from the dropdown list. It carCition 66 Option
72, Option 144 Option 42, Option 15Q or Option 16Q

Option 42for ntp server;

Option 66for tftp;

Option 72for www;

Option 144for url;

Each different options has different value types.

Single IP Address

66 Single FQDN
72 Lt ! RRNBSaasSa [Aaidx aSLI NI GSR
114  Single URL
42 Lt ! RRNBSaasSa [Aaidx aSLI NI GSR
150 Lt ! RRNBaasSa [AadGz aSLI NI GSR
Single IP Address
160 :
Single FQDN
Should conform to Type
Type Value
66 Single IP Address IPv4 format
Single FQDN FQDN format
72 I'P Afjdresses List, separated Lt &n F2NNIGS 3¢
azxe
114  Single URL URL format

ClickEnablebox to activate this setting.

Click theSavebutton to save the setting.
When the Undo button is clicked the screen will return back with nothi
changed.
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Create / Edit DHCP Relay

Therouter supports up to a maximum of 6 DHCP Relay configurations.

DHCP Relay Configuration List | Add Delete

ID Agent Name LAN interface WAN interface Server IP Enable Actions

WhenAdd/ Editbutton is applied DHCP Relay Configuratiaereen will appear.

DHCP Relay Configuration | Save | | Undo

Item Setting
Agent Name
LAN interface LAN ~
WAN interface WAN-1 ~
Server IP
Enable

DHCP Relay Configuration

1. String format can be an
Agent Name  text

2. A Mustffilled setting.

1. A Must filled setting.
LAN Interface 2. LAN is selected by
default.
1. A Must filled setting.

Enter a DHCP Relay nar&mter a name that is easy for you to understand.
Value Rangel~64 characters.

Choose a LAN Interface for the dropdown list to apply with BH¢CP Rela
function.

WAN 5 WAN1 is selected b Choose a WAN Interface for the dropdown list to apply with the DHCP |
Interface défault Y function. It can be the available WAN interface(s), and L2TP connection.
Server |P 1. A Must filled setting. Assign DHCP Server IP Addrabst the gateway will relay the DHCP reque
2.null by default. to the assigned DHCP server via specified WAN interface.
Enable U3 [0 15 (k] s ClickEnablebox to activate thisetting.
default.
Save NA Click theSavebutton to save the setting.
When the Undo button is clicked the screen will return back with nothi
Undo NA
changed.
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2.3 WiFi

Wi-Fi Module 1 - Basic Configuration
Configuration

[Help]

. Item Setting
L& List

Basic » Operation Band 2.4G Single Band ~
Configuration

'L 4 2.4G WIFi Configuration
Wi-Fi Module 2 Item Setting
Configuration
J tavie » WiFi Module Enable
Basic » Channel 12 -
Configuration
\L » WiFi System 802.11b/g/n Mixed ~
Adwvanced » WiFi Operation Mode AP Router Mode ~
Configuration Enabl
l’ select Each > Green AP D nable
» VAP Isolation Enable
WiFi Module
» Time Schedule (0) Always ~
i Popup Jr Popup
Mocdule 1 Module 2 .
camrgurasion 2 246 VAP Lt

L . STA Broadcast :
| I ID | VAP SSID Authentication Encryption fefettarr $SID Enable Actions

Therouter provides WiFi interface for mobile devices or BYOD devices to connect for Internet/Intranet
accessing. WiFi function is usually madizied design in eouter, and there can be single or dual modules
within arouter. The WiFi system ithe router complieswith IEEB02.11n/11g/11b standard in 2.4GHz
single band¢ KSNBE | NE &aS@OSNIf GANBt Saa 2LISNI G ARRoutef 2 R
Mode¢ WD8 Only Modé = IWMDR Hybirid Modé @ |, 2dz Oy OK22aS (KS S
wireless operatiormode list.

There are somesud SOUA 2y & F2N) 82dz G2 O2yFAIdzZNBE GKS 2
YR ! ROFYOSR /2y FAAdzNI GA2yeéd Ly . FaAa0O /2y TAaddz
using the WiFi function. And the »ahced Configuration section provides more parameters for advanced
user to fine tune the connectivity performance for the WiFi function.
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2.3.1 WiFi Configuration

= 2.4G WiFi Configuration

Item Setting
+ WiFi Module Enable
+ Channel 12 -
» WiFi System 802.11b/g/n Mixed ~
» WiFi Operation Mode AP Router Mode  ~
< WiFi Operation > » Green AP [ Enable
Mode + VAP Isolation Enable
AP Rout::r Mode | + Time Schedule (0) Always ~
Wos ﬁ,ﬁ ?;iwxﬂ?de 1 2.4 VAP List
: ID VAP SSID Authentication Encryption STA Isolation B’?S‘}B“t Enable Actions
1 VAP 1 Staff_2 4G Open None Select
Operation Mode
Profile Configuration 4 VAP Configuration
Item Setting
Multiple AP VAP VAPL =
Conﬁguration + SSID Staff_2.4G
b Max STA [] Enable
+ Authentication WPA2-PSK hd
® » Encryption AES -
» Preshared Key 1234567890
+ STAIsolation
+ Broadcast SSID
+ Enable

Due to optional module(s) and frequency band, you need to setup module one by one. For eac
module, you need to specify the operation mode, and then setup the virtual APs for wireless access.
Hereunder are the scenarios for each wireless operation maole can get how it works, and what is
the difference among them. To connect your wireless devices with the wireless gateway, make sure yol
application scenario for WiFi network and choose the most adequate operation mode.
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AP Router Mode

( i 2.4G WiFi \
) 55ID: VAP-1 K

10.0.75.0/24

Local IP: 10.0.75.2 l‘

WiFi Operation Mode: AP Router !
Multiple AP Names: VAP-1
Network ID: WAP1

Channel: Auto

WiFi System: 802.11b/g/n Mixed
Authentication: WPA2-PSK
Encryption: AES

Key: 1234567890 o~ e

WDS Only Mode

Gateway 2 & 3 Settings: Wi-Fi Gateway 3 ( )
[Configuration]-[WiFi Configuration] ~ @ WDS Only Mode
WiFi Operation Mode: WDS Only Ethernet LAN 7T (( ))

Lazy Mode: Enable
Channel: 3
Authentication: WPA2-PSK
Encryption: AES

Key: 1234567890

Wi-Fi Gateway 2
@ WDS Only Mode

Ethernet LAN

Gateway 1 Settings:
[Configuration]-{WiFi Configuration]

WDS Only I\rrlode
|

WiFi Operation Mode: WDS Only [

|
Lazy Mode: Disable

Channel:3
Authentication: WPA2-PSK
Encryption: AES

Key: 1234567890

[Configuration]-[Remote AP's MAC]

Remote AP MAC1: MAC of Gateway 2
Remote AP MAC2: MAC of Gateway 3
Remote AP MAC3:

Wi-Fi Gateway 1

@ WDS Only Mode
Globe IP: 118.18.81.33
Local IP: 10.0.75.2

ICR1601

This mode allows you to get your wired
and wireless devices connected to form
the Intranet of the wireless gateway, and
the Intranet will link to the Internet with
NAT mechanism of theouter. So, this
router is working as a WiFi AP, but also
aWiFi hotspd for Internet accessing
service. It means local WiFi clients can
associate to it, and go to Internet. With its
NAT mechanism, all of wireless clients
R2y Qi ySSR G2 384G Lz
ISP.

WDS (Wireless Distributed Systei@nly
mode drives a WiFi gateway to be a bridge
for its wired Intranet and a repeater to
extend distance. You can use multiple WiFi
gatewaysas aWiFi repeater chain with all
gateways setup as "WDS Only" mode. All
gateways cancommunicate with each
other through WiFi All wired client hosts
within each gatewaganalsocommunicate
each other in the scenario Only one
gateway within repeater chain can be DHCP
server to provide IP for all wired client hosts
of every gateway which being disabled
DHCP server. ldrouter can be NAT router
to provide internet access

The diagram illustrates that there are two wireless gateways 2, 3 running at "WDS Only" mode. The
both use channel 3 to link to local Gateway 1 through WDS. Both gateways connected by WDS need
setup the remote AP MAC for each other. All client hosts under gateway 2, 3 can request IP address frc

the DHCP server at gateway 1. Besides, wireless Gateway 1 also execute the NAT mechanism for all cl
hosts Internet accessing.
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WDS Hybrid Mode

Gateway 2/ AP 1Settings:
[Configuration]-[WiFi Configuration]

WiFi Operation Mode: WDS Hybrid
Lazy Modle: Enable

Multiple AP Names: VAP1
Network ID: Extended-WiFi
Channel: same as Router 1
Authentication: same as Router 1
Encryption: same as Router 1

Key: same as Router 1

Gateway 1 Settings:
[Configuration]-[WiFi Configuration]

WiFi Operation Mode: WDS Hybrid
Lazy Mode: Disable

Multiple AP Names: VAP1
Network ID: Extended-WiFi
Channel: 3

Authentication: WPA2-PSK
Encryption: AES

Key: 1234567830

[Configuration]-[Remote AP’s MAC]

Remote AP MAC1: MAC of Router 2
Remote AP MAC2: MAC of AP 1
Remote AP MAC3:

Multiple VAPs

Gateway Settings:

WiFi Operation Mode: AP Router
VAP1

SSID: VAP-1
Authentication: WPA2-PSK
Encryption: TKIP

Key: 1234567890

VAP2

S55ID: VAP-2
Authentication; WPA2-PSK
Encryption: TKIP

Key: 1234567890

VAP3

§S1D: VAP-3

Authentication: WPA2
Encryption: TKIP

RADIUS Server IP: 192.168.168.
RADIUS Server Port: 1812
RADIUS Shared Key

Wi-FiAP1
(« Dﬁf__@ ) WDS Hybrid

. Wi-Fi Gateway2

WDS Hybrid
\ WDS. DS ‘f’ ver

\

\ .
Wi-F}Gatewayl {{ [ ))

Accessible if
VAP Isolation disabled
S —— >
Wi-Fi VAP-1 24656
SSID: VAP-1 WiFi

Authentication: WPA2-PSK
Encryption: TKIP

i
RADIUS Server
xDSL and/or

4G Cellular

Wireless Gateway
@ AP Router Mode
Dynamic IP Address:
192.168.123.x/24

p—
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WiFi Netuork

Wi-Fi VAP-2
S5ID: VAP-2

Authentication: WPA2-PSK

Encryption: TKIP

WiFi Network

Wi-Fi VAP-3
SSID: VAP-3
Authentication: WPA2
Encryption: TKIP

ICR1601

WDShybrid mode includes both WDS
and AP Router mode. WDSybrid
mode caract as a access poinfor its
WiFi Intranetand aWiFi bridgefor its
wired and WiFi Intranetat the same
time. Users cathus use the features

to build up a large wireless netwonk

a large space like airports, hoteds
campus

The diagram illustrates Gateway 1,
Gateway 2 and AP 1 connected by
WDS. Each gateway has access point
function for WiFi client access.
Gateway 1 has DHCP server to assign
IP to each client hosts. All gatays
and AP are under WDS hybrid mode.
To setup WDS hybrid mode, it need to
fill all configuration items similar to
that of ARrouter and WDS modes.

VAP (Virtual Access Point) is function
to partition wireless network into
multiple broadcast domains. It can
simulate multiple APs in one physical
AP. This wireless gateway supports
up to 2 VAPs. For each VAP, you need
to setup SSID, authentication and
encryption to control WA client
access.

Besides, there is a VAP isolation
option to manage the access among
VAPs. You can allow or blocks
communication for the wireless
clients connected to different VAPs.
As shown in the diagram, the clients
in VARL and VAR2 can communicate
to each other when VAP Isolation is
disabled.
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Wi-FiSecurity¢ Authentication & Encryption

Wi-Fi security provides complete
authentication  and  encryption
mechanisms to enhance the data

Auto
1. None, WEP encryption

a 2. HEX /ASCIl Key _ ) '
WiLEi Gat security while your data is transferred
I-F1 Gateway . . .
@ AP Router Mode L wepencryotion wirelessly over the air. The wireless
D e @ 12 Hex/asCikey I gateway supports Shared, WHRSK /

WPA2PSK and WPA |/ WPA2
authentication. You can select one
authentication scheme to validate the
wireless clients while they are
connecting to the AP. As to the data
encryption, therouter supports WEP,
RADIUS @ |1 Miedweapersona | TKIP and AES. The selected encryption
Server L Lz DS Iy algorithm will be applid to the data

WPA-PSK and WPA2-PSK
ﬂ 1. WPA Personal
2. TKIP, AES, TKIP [/ AES encryption
! WPA and WPA2
1 1. WPA Enterprise
: 2. TKIP, AES, TKIP / AES encryption

WPA-PSK / WPA2-PSK

= | Lt I while the wireless connection is
I'1. Mixed WPA Enterprise 1 .
| 2. TKIP, AES, TKIP / AES encryption | established.

WiFi Configuration Setting

The WiFi configuration allows user to configure 24®/iFi setting.

Go toBasic Network WiFi>W.iFi Module OneTah

If the gateway is equipped with two WiFi modules, there will be ano¥éfi Module Two You can
do the similar configurations on both WiFi modules.

Basic Configuration

Basic Configuration [Help ]
ltem Setting

» Operation Band 2.4G Single Band -

Basic Configuration
Value setting

Specify the intended operation band for the WiFi module.

Basically, this setting is fixed and cannot be changed once the module is
Operation Band A Must filledsetting  integrated into the product. However, there is some module with selectable

band for user to choose according to histwork environment. Under such

situation, you can specify which operation band is suitable for the applicati
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Configure WiFi Setting

2.4G WiFi Configuration

Item

WiFi Module
Channel
WiFi System

WiFi Operation Mode

Setting

v| Enable
12 -
802.11b/g/n Mixed ~
AP Router Mode ~

Configuring WAFi Settings

WiFi Module

Channel

WiFiSystem

WiFi Operation
Mode

The box is checked by Check theEnablebox to activate Wi function.
default
Select a radio channel for the VAP. Each channel is corresponding to
different radio band. The permissible channels depend orRbgulatory
Domain
There are two available options whéwto is selected:
By AP Numbers
The channel will be selected according to AP humbers (The less, th
better).
By Less Interference
The channel will be selected according to interference. (The lower, t
better).
Specify the preferred WiFi System. The dropdown lisWdfi systemis
A Must filled setting based onEEE 802.14tandard.
2.4G WiFtan select b, g and n only or mixed with each other.
Specify theNiFi Operation Modeaccordirg to your application.
Go to the following table foAP Router ModeWDS Only ModeandWDS
Hybrid Modesettings.

1. A Must filled setting.
2. Auto is selected be
default.

Note: The available operation modes depend on the product specificatis

In the following the specific configuration description feachWiFi operation mode is given.

AP Router Mode & VAPs Configuration

For the AP Router modehe device not only supportstations connectionbut also therouter
function. TheWANport and theNATfunction areenabled

WiFi Operation Mode
Green AP
VAP Isolation

Time Schedule

AP Router Mode ~
Enable

7| Enable

(0) Always ~
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AP Router Mode
Value setting

The box is unchecked Check theEnablebox to activateGreen AHunction.
Green AP
by default.

ICR1601

Check theEnablebox to activate this function.

By default, the box is checked; it means that statiaméch associated to
different VAPs cannot communicate with each other.

Apply a specifi#ime Schedulgo this rule; otherwise leave it §9) Always

If the dropdown list is empty ensuifEme Schedulés preconfigured. Refer to
Object Definition> Scheduling > Configuratiotab.

The box is checked by

VAP Isolation default.

Time Schedule A Must filled setting

2.4G VAP List | Add Delete
ID| VAP SsID Authentication Encryption STA Isolation B";“S?Bm Enable Actions
1 | VAP 1 Staff 2 4G Open None Edit Select

By default, VAP 1 is enabled and security key is required to connect to the gateway wirelessly t
enhance the security level and prevent unexpected access-alithorized devices.

The defaultWiHR key is printed on both the device label and the Security Card. It is created randomly
and differs from devices. So, you can connected to the VAP1 (SSID: Staff_2.4G) with the provided key.

However, it is strongly recomm@nded thatyou have to change the security key to eakyremember
one by clicking the Edit button

ClickAdd / Edit button in the VAP List screen to create or edit the settings for a VAP. A VAP

Configuration screen will appear.

For VAP 1:
VAP Configuration

ltem Setting
» VAP VAP1 -
» SSID Staff_2.4G
F Max. STA Enable
» Authentication Open w» 802.1x || Enable
» Encryption None -
» STA Isolation
» Broadcast SSID v
» Enable v

64



ADVNTECH

For others:

VAP Configuration

Item

VAP

SsiD

Max. STA
Authentication
Encryption

STA Isolation
Broadcast SSID
Enable

VAP2 ~

default
Enable

Open

None -

ICR1601

Setting

-~ 8021x Enable

VAPConfiguration

SSID

Max. STA

Authentication

1. String format Any
text

The box is unchecked
by default.

1. A Must filled setting
2. VAP1:WPA2PSKis
selected be defaujt
Others:Openis
selected be default

Enter the SSID for the VAP, and decide whether to broadcast the SSID ¢
TheSSIDs used for identifying from another AP, and client stations will
associate with AP according to SSID.

Check this box and enter a limitation to limit the maximum number of clie
station.

The box is unchecked loiefault. It means no special limitation on the
number of connected STAs.

For security, there are several authentication methadpported. Client
stations should provide the key when associate with this device.
WhenOpenis selected

The check box name&D2.1xshows up next to the dropdown list.
802.1x(The box is unchecked by default)

When802.1xis enabled, it means the client stations will be
authenticated by RADIUS server.

RADIUS Server IPThe default IP is 0.0.0.0)

RADIUS Server Po(fThe default value is 1812)

RADIUS Shared Key

WhenSharedis selected

The preshared WEP key should bet for authenticating.

WhenAuto is selected

The device will sele@penor Sharedby requesting of client automatically.
The check box name&D2.1xshows up next to the dropdown list.
802.1x(The box is unchecked by default)

When802.1xis enabled, it means the client stations will be
authenticated by RADIUS server.

RADIUS Server IPThe default IP is 0.0.0.0)

RADIUS Server Po(fThe default value is 1812)

RADIUS Shared Key

5

5
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Encryption

STA Isolation

Broadcast SSID

Enable

1. A Must filled setting.
2. VAP1AESs
selected be default;
Others:Noneis
selected be default.

VAPL1: The box is
checked by default;
Others: unchecked by
default.

VAPL1: The box is
checked by default;
Others: unchecked by
default.

VAP1: The box is
checked by default;
Others: unchecked by
default.

ICR1601

WhenWPAor WPA2is selected
They are implementation dEEE 802.11WWPAonly had implemented part of
IEEE 802.11i, but owns the bettympatibility.
WPAZ2had fully implemented 802.11i standard, and owns the highest
security.

RADIUS Server

The client stations will be authenticated by RADIUS server.

RADIUS Server IPThe default IP is 0.0.0.0)

RADIUS Server Po(The default value is 1812)

RADIUS Shared Key
WhenWPA/ WPA2is selected
It owns the same setting &/PAor WPA2 The client stations can associate
with this device viAVPAor WPA2
WhenWPAPSKor WPA2PSKs selected
It owns the same encryption system as WPA or WPA2. The authenticatic
uses preshared key instead of RADIUS server.
WhenWPAPSK WPA2PSKs selected
It owns the same setting &PAPSKor WPA2PSK The client stations can
associate with this device IlPAPSkor WPA2PSK
Select a suitable encryption method and enter the required key(s).
The available method in the dropdown list depends on the Authenticatior
you selected.
None
It means that the device is open system without encrypting.
WEP
Up to 4 WEP keys can be set, and you have to select one as current key
key type can set tbiIEXor ASCII
If HEXis selected, the key should consist of (0 to 9) and (A to F).
If ASClIs selected, the key should consist of ASCII table.
TKIP
TKIP was proposed instead of WEP without upgrading hardware. Enter ¢
shared Key for it. The length of kisyfrom 8 to 63 characters.
AES
The newest encryption system in WiFi, it also designed for the fast 802.1
high bitrates schemes. Enter a Paieared Key for it. The length of key is fro
8 to 63 characters.
You are recommended to ugeESencryption instead of any others for
security.
TKIP / AES
TKIP / AE®&ixed mode. It means that the client stations can associate wit
this device via'KIPor AES Enter a Preshared Key for it. The length of key i
from 8 to 63 characters.
Check theenablebox to activate this function.
By default, the box is checked; it means that stations which associated tc
same VAP cannot communicate with each other.

Check theEnablebox to activate this function.

If the broadcast SSID option is enabled, it means the SSID will be
broadcasted, and the stations can associate with this device by scanning
S$D.

Check theEnablebox to activate this VAP.
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Save N/A Click theSavebutton to save the current configuration.

Undo N/A C|IC'k theUndo button to restore configuration to previous setting before
saving.

Apply N/A Click theApply button to apply the saved configuration.

WDS Only Mode

For the WDS Only moddhe device only bridgethie connected wireatlientsto another WD&nabled
WiFidevice which the device associdt&ith. That is,tialso means th@o wirelesslients stat canconnect
to this device while WDS Only Mode is selected.

» WiFi Operation Mode WDS Only Mode -
» Green AP Enable
+ Time Schedule (0) Always ~

L;ﬂScan Remote AP's MAC E—
Remaote AP MAC 1
Remote AP MAC 2
Remate AP MAC 3

Remote AP MAC 4

WDS Only Mode

The box is Check theeEnablebox to activateGreen ARunction.
Green AP unchecked by
default.

A Must filled Apply a specifidime Scheduléo this rule; otherwise leave it §8) Always
Time Schedule If the dropdown list is empty ensuiEime Schedulés preconfigured. Refer

setting to Object Definition>Scheduling > Configuratiotab.
{OFy wsy2( Press theScanbutton to scan the spatial AP information, and then select ¢
MAC List N/A from the AP list, the MAC of selected AP will be auto filled in the followin
Remote AP MAC table.

_, A Must filled 9YGSNI 6KS NBY20GS !t Qcamdpproadh] THeddkvice

Remote AP MAG~4 setting will bridge the traffic to the remote AP when associated successfully.
2.4G VAP List | Add | [ Delete |

ID VAP ssID Authentication Encryption STA Isolation E"g’s“l'g"““ Enable Actions
1 | VAP 1 Staff_2.4G WPA2-PSK AES \@ Select

By default, VAP 1 is enabled and security key is required to connect tgategvay wirelessly to
enhance the security level and prevent unexpected access-atithorized devices.
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The defaultWiFR key is printed on both the device label and the Security Card. It is created randomly
and differs from devices. So, you can connectedhe VAP1 (SSID: Staff_2.4G) with the provided key.

However, it is strongly recomended that you have to change the security key ta &asyto-
remember one by clicking the Edit button

UnderWDS Onlymode, only VAP1 is available for further specifying tiaquired authentication and
Encryption settings. Cligditbutton in the VAP List screen and a VAP Configuration screen will appear for

you to configure the required settings

. VAP Configuration

Item Setting
¥ VAP VAP1 -
» SSID Staff_2.4G
» Max. STA [] Enable
» Authentication WPA2-PSK -
¥ Encryption AES -
¥ Preshared Key 1234567890
» STA Isolation
» Broadcast SSID
» Enable

For the detail description about VAP configuration, please refer to ésemjption stated in AlRouter
section.
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WDS Hybrid Mode

For the WDS Hybrid modéhe device bridges all theired LANand WLANCclientsto another WDS or
WDS hybrid enableWiFi devices which the device associkéth.

» WiFi Operation Mode WDS Hybrid Mode ~
» Lazy Mode Enable

» Green AP Enable

» VAP Isclation 7| Enable

» Time Schedule (0) Always ~
LiStScan Remote AP's MAC P—

Remote AP MAC 1
Remote AP MAC 2
Remote AP MAC 3
Remote AP MAC 4

WDS Hybrid Mode

Check theEnablebox to activate this function.
The box is checked by With the function been enabled, the device can aigarn WDS peers

Leryhilee default. GAGKZ2dzi Yl ydltte SyaSNAy3 26KSNI
APshas to fill remote AP MAC addresses.
The box is unchecked Check theEnablebox to activateGreen AHunction.
Green AP
by default.
The box is checked b Check theEnablebox to activate this function.
VAP Isolation y By default, the box ishecked; it means that stations which associated to

dlsiElic different VAPs cannot communicate with each other.

Apply a specifidime Scheduléo this rule; otherwise leave it §8) Always
Time Schedule A Must filled setting If the dropdown list is empty ensuiEime Schedulés preconfigured. Refer
to Object Definition>Scheduling > Configuratiotab.
Press theScanbutton to scan the spatial AP information, and then select ¢
from the AP list, the MAC of selected AP will be auto filled in the followin
Remote AP MAC table.
Remote AP MAC Available whenlLazy 9y i SNJ 6 KS NBY2 (S \ViataQascaadpproadh) Tiedakvice

Scan Remote Available when Lazy
't Qa a! / Mode disabled.

1~4 Mode disabled. will bridge the traffic to the remote AP when associated successfully.
2.4G VAP List | Add | | Delete

ID | VAP ssID Authentication Encryption STA Isolation E""s"“sf:g“s‘ Enable Actions

1 | VAP 1 Staff_2 4G WPA2-PSK AES Edit Select

By default, VAP 1 is enabled and security key is required to connect to the gateway wirelessly t
enhance the security level and prevent unexigecaccess of wauthorized devices.
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The defaultWiFR key is printed on both the device label and the Security Card. It is created randomly
and differs from devices. So, you can connected to the VAP1 (SSID: Staff 2.4G) with the provided key.
However, it isstrongly recommaded that you have to change the security key tam &asyto-

remember one by clicking the Edit button

UnderWDS Hybridnode, the VAP function is available and you can further specifying the required
VAP settings for connecting with wirgkeclient devices.

Click Add / Edit button in the VAP List screen to create or edit the settings for a VAP. A VAP
Configuration screen will appear.

For VAP 1:
2 VAP Configuration
ltem Setting
» VAP VAP1 ~
» SSID Staff_2.4G
¥ Max. STA [] Enable
¥ Authentication WPA2-PSK ~
» Encryption AES ~
¥ Preshared Key 1234567890
» STAlsolation
» Broadcast S5ID
» Enable
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For others:
VAP Configuration

Item Setting
r VAP VAP2 -
» SSID default
» Max. STA Enable
» Authentication Open v
¥ Encryption None -

F 5TA Isolation
» Broadcast S5ID

+ Enable

For the detail description about VAP configuration, please refer tal#@seription stated in AlRouter
section.

2.3.2 Wireless Client List

TheWireless Client Lisbageshows the information ofwirelessclients which are associd with
this device.

Go toBasic Network XViFi>Wireless Client Listah

Select Target WiFi
Target WiFi [Help ]
ltem Setting
» Operation Band 24G -
¥ Multiple AP Names All -

¢ NBSGO /2y TFTAIdNF GA2Y

Value setting

Specify the intended operation band for the WiFi module.

Basically, this setting is fixed and cannot be changed once the module is
integrated into the productHowever, there is some module with selectable
band for user to choose according to his network environment.

Under such situation, you can specify which operation band is suitable fc
the application.

Operation Band A Must filled setting.
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1. A Must filled Specify the VAP to show the associated clients information in the following Client
Multiple AP setting. By default, All VAP is selected.
Names 2. Allis selected by

default.

Show Client List

The following Client List shows the information for wireless clients that is associdtethe/selected
VAP(S).

Client List

IP Address
Configuration & Host Name MAC Address Mode Rate |RSSI0 RSSH | Signal | Interface
Address

Target Configuration Item | Value setting
LG akKz2ga GKS /tASydGdQa Lt F
Dynamicmeans the IP address is derived from a DHCP seryv

IP Address Configuration & Address N/A Staticmeans the IP address is a fixed one that isfdkdfl by

client.
Host Name N/A It shows the host name of client.
MAC Address N/A It shows the MAC address of client.

It shows what kind ofVi-Fi systenthe client used to associate

Mode N/A with this device.

Rate N/A It shows thedata rate between client and this device.

RSSIO, RSSI1 N/A It shows the RX sensitivity (RSSI) value for each radio path.
Signal N/A Thesignal strengthbetween client and this device.

Interface N/A It shows the VAP ID that the client associated with.

Refresh N/A Click theRefreshbutton to update the Client List immediately.

2.3.3 Advanced Configuration

This device provides advanced wirelessfigurationfor professional user to optimize the wireless
performance under the specific installation environmegplkease note that if you are not familiar with the
WiFi technology, just leave the advanced configuration with its default values, or the conneatidity a
performance may get worse with improper settings.

Go toBasic Network 3ViFi>Advanced ConfiguratioTah
Select Target WiFi
Target WiFi [Help]
Item Setting

» Operation Band 2.4G -
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¢ NBSG /2yFAIdzNI GA2Y

ltem Value setting Description

Select the WiFi module to chetiie information of connected clients.

For those single WiFi module products, this option is hidden.

Specify the intended operation band for the WiFi module.

Basically, this setting is fixed and cannot be changed tirecenodule is
integrated into the product. However, there is some module with selectab
band for user to choose according to his network environment.

Module Select A Must filled setting.

Operation Band A Must filled setting.

Setup Advanced Configuration

Advanced Configuration

Item Setting
Regulatory Domain (1-13)
Beacon Interval 100 Range: (1~1000 msec)
DTIM Interval 3 Range: (1~255)
RTS Threshold 2347 Range: (1~2347)
Fragmentation 2346 Range: (256~23486)
WM /| Enable
Short Gl 400ns -
TX Rate Best -
RF Bandwidth HT20 ~
Transmit Power 100% ~
WIDS Enable

| RO YyOSR /2y FTAAdzNI GA2Y

Value setting Description

The default setting is
RegulatoryDomain  according to where
the product sale to

It limits the available radio channel of this device.
The permissible channels depend on fRegulatory Domain

It shows the time interval between each beacon padketadcasted.

The beacon packet contaiigSIDChannel IDand Security setting

ADTIM (Delivery Traffic Indication Message)a countdown informing
clients of the next window for listening to broadcast message. When the
device has buffexd broadcast message for associated client, it sends thi
next DTIM with a DTIM value.

RTS (Request to send) Threshabgans when the packet size is over the
setting value, then activRTSechnique.

RTS/CTS iscallision avoidanceechnigue.

It means RTBeveractivated when the threshold is set 8347.

Wireless frames can be divided into smaller units (fragmentshpyove
performancein the presence of RF interference at the limits of RF cover
The box ichecked ~ WMM (Wi-Fi Multimedia)can help controlatencyandjitter when

by default transmittingmultimedia contentover a wireless connection.

Beacon Interval 100

DTIM Interval 3

RTS Threshold 2347

Fragmentation 2346

WMM

73



ADVNTECH

Short Gl

TX Rate

RF Bandwidth

Transmit Power

WIDS

Save

Undo

By default400nsis
selected

By defaultBestis
selected
By defaultAuto is
selected
By defaultl00%is
selected
The box is
unchecked by
default

N/A

N/A

2.3.4 Uplink Profile

This device provided/iFi Uplink function for connecting to a wireless access point just like connected
to a wired WAN or cellular WAN connection. It can operate as a NAT gateway and link the devices wireles
to the uplink network or hosts.

To connect to the wireless accgssint, user has to enable the wireless Uplink function for a certain
WiFi Module (refer tdasic Network > WAN & Uplink > Physical Interfacgernet Setuptabs) first, and
then configure the Uplink profile(s) for the access point to be connected toeitVplink Profilepage

ICR1601

Short Gl (Guard Interval} defined to set the sending interval between
each packet. Note that loweshort Glcouldincreasenot only thetransition
rate but alsoerror rate.

It means thedata transition rate WhenBestis selected, the device will
choose a propedata rate according tassignal strength

The setting of RF bandwidth limits the maximum data rate.

Normally the wireless transmitter operates at 100% power. By setting tt
transmit powerto control the WiFicoverage

The WIDS (Wireless Intrusion Detection System) will analyze all packet
make a statistic table in WiFi status.

Go toStatus>Basic Network>WiFitab for detailed WIDS status.

Click theSavebutton to save the current configuration.

Click theUndo button to restore configuration to previous setting before
saving.

Go toBasic Network 3ViFi> Uplink Profiletabfor configuring the Uplink Profile page.

Uplink Profile Setting

Setting
ltem

Profile

Operation Band

Priority

Current Profile

Enable

24G ~

@ By Signal Strength

Setting

By User-defined

{SUiAY 3
Value setting

Profile

Module Select

1. A Must filled
setting.

2. Uncheckedby
default.

A Must filled setting.

Check theenablebox to activate the profile function.
It is available only when the selected WiFi module is configured at WiFi L
mode.

Select the WiFi module to check or configure the expected uplink profile(:
For those singl&ViFi module products, this option is hidden.

74



ADMNTECH ICR1601

Specify the intended operation band for the WiFi module.

Basically, this setting is fixed and cannot be changed once the module is
integrated into therouter product. However, there are some module with
selectable band for user to choose according to his network environment
Under such situation, you can specify which operation band is suitable fo
application.

Specify the network selection methodology for connextto an available
wireless uplink network. It can &y Signal Strengtbr By Userdefined

Operation Band A Must filled setting.

1. A Must filled e
setting priority.
_— ; WhenBy Signal Strengtfs selected, theouter will try to connect to the
Priority 2.BySignal Strength . . ! : .
is selected b available uplink network whose wireless signal strength is the strongest.
default y WhenBy Userdefinedis selected, theouter will try to connect to the

available uplink network whose priority is the highest (1 is the highest
priority, and 16 is the lowest priority).

Note: to apply the defined Uplink profile(s) for theuter to find a best fit profile for connecting to a certain

uplink network, user has t&nablethe Profile auteconnect function (Refer t@asic Network > WiFi >
(Module 1/ Module 2) WiFi Configuratiobab.

Create/Edit Uplink Profile

Profile List | Add || Delete | | Get Signal Strength

Profile MAC Signal
ID SSID Channel  Authentication Encryption Priority Enable Actions
Name Address | Strength

The Profile List shows the settings for the created uplink profiles. The information includes Profile
Name, SSID, Channel, Authentication, Encryption, MAC Address,S8igngth, Priority, and Enable.

WhenAdd button is appliedProfile Configuratiorscreen will appear.
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Profile Configuration

Item

¥ Profile Mame

» Network ID (SSID)

¥ Channel

¥ Authentication
¥ Encryption

* MAC Address
¥ Priority

+ Enable

Auto «
Open

MNone -

ICR1601

Setting

|Scan|

t NPFAES /2y FAIdzNI GA2Y

Profile Name

Network ID (SSID)

Channel

Authentication

1. String format can
be any text

2. A Must filled
setting

1. String format Any
text

2. The box is checke
by default.

1. A Must filled
setting.

2.Autois selected by
default.

1. A Must filled
setting

2.0penis selected
default

Enter aprofile namefor the uplink network specified belawt is aname that

is easy for you to understand.
Value Rangel ~ 64 characters.

Enter the SSID for the VAP, and decide whethéréadcast the SSID or not
TheSSIDs used for identifying from another AP, and client stations will
associate with AP according to SSID. If the broadcast SSID option is ena
means the SSID will be broadcasted, and the stations can associatéiwith
device by scanning SSID.

Select a radio channel for the VAP. Each channel is corresponding to diff
radio band. The permissible channels depend onRegulatory Domain
There are two available options whé&uto is selected:

By AP Numbers

The channel will be selected according to AP numbers (The less, th
better).

By Less Interference

The channel will be selected according to interference. (The lower, 1
better).

Specify the authentication method for connecting with the uplink network.
can beOpen Shared WPASPK or WPA2PSK

WhenOpenis selected, the prshared WEP key could be set for
authentication;

WhenSharedis selected, the preahared WEP key should be set for
authentication;

WhenWPAPSKor WPA2PSKs selected, The TKIP or AES-girared key
should be set for authentication;

5
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Encryption

MAC Address

Priority

Enable
Save

Undo

Back

1. A Must filled
setting.

2.Noneis selected
by default.

1. MAC Address
string Format

2. A Must fill setting
1. An Optional filled
setting.

2.16is set by
default.

The box is checked
by default.

N/A

N/A

N/A

ICR1601

Select a suitable encryption method and enter the required key(s).

The available method in the dropdown list depends on the Authentication
you selected.

None

It means that the device is open system without encrypting.

WEP

Up to 4 WEP keys can be set, and you have to select one as current key.
key type can set t6éiIEXor ASCII

If HEXis selected, the key should consist of (0 to 9) and (A to F).

If ASClIs selected, the key should consist of ASCII table.

TKIP

TKIP was mposed instead of WEP without upgrading hardware. Enter a F
shared Key for it. The length of key is from 8 to 63 characters.

AES

The newest encryption system in WiFi, it also designed for the fast 802.1
high bitrates schemes. Enter a Paieared Key foit. The length of key is from
8 to 63 characters.

You are recommended to ugeESencryption instead of any others for
security.

Specify theMAC Addres®f the access point (with the Network 1f2)be
connected to

Specify a priority setting for the uplink profile when tBg Userdefined
methodology is selected. The priority value can be 1 4 16the highest
priority, and 16 is the lowest priority).

Clickthe Enablebox to activate thiprofile.

Click theSavebutton to save the configuratian

Click theUndo button to restore what you just configured back to the
previous setting.

When theBackbutton is clickedthe screen will return to thérofile List
page.

Instead of manually enter the information for the uplink network, you can also clicEtaabutton
to get the available wireless networks around the device, and select one as the uplink network.

When theScanbutton is appliedWireless AP Liswill appear after few seconds.
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2 Wireless AP List

SSID Channel Quality Authentication Encryption MAC Address Select
PDE 1 65% WPAZ-PSK AES 00:22:88:02:6b:e4 @
skynet 1 0% WPAZ-PSK AES ec:24:b8:4b:dc:ab ©
workbench 1 29% WPA2-FSK AES 00:22:86:02:0d:c0
Ranc_FreeWiFi 1 0% WPAZ-PSK AES b0:48:7a:ca:ba:d0 ©
Ubytovna & 2 0% WPAZ2-PSK AES ed:beedbd:06:67
WLAN11_2G 2 0% WPAZ2-PSK AES 1c:49:7h:c6:48:98 ©
KALIBR 2 0% WPA2-PSK AES cc:b2:55:94:5ach
TP_LINK 8 0% WPA2-PSK AES 18:a6:f7-7Ta:f8fc ©
Internet_AA 12 0% WPAZ2-PSK AES f8:8e:85:72:d0:ab
advantech 13 5% WPA2-PSK AES 00:3a:98:22:8d:00 ©

Once you selected an AP from the AP list, the channel, SSID, Authentication, Encryption, and M
address will be automatically filled into the profile, you just have to enter a key for the uplink connection,
if required.
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2.4 IPv6

ICR1601

The growth of the Internet has created a need for more addresses than are possible withPN&/4.
(Internet Protocol version)as a version of the Internet Protocol (IP) intended to succeed IPv4, which is the
protocol currently used to direct almost afiternet traffic. IPv6 also implements additional features not
present in IPv4. It simplifies aspects of address assignment (stateless addressraigaration), network
renumbering and router announcements when changing Internet connectivity providers.

2.4.1 IPv6 Configuration

IPvE

Configuration

WAN
Connection Type

:' “StaficTPve 1
-DHCPvE |
| “PPPOEV6
| *6tod 1

L4 Setup

xxx WAN Type
Configuration

It =
Static IPv6
DHCPvE
WAN Connection
Option

L4 Setup
LAN
Configuration

Address Auto-
Configuration

2 IPv6 Configuration
Item

v IPVE [] Enable

» WAN Connection Type IPv6 ~

. DHCPv6 WAN Type Configuration

[Help ]

Setting

» DNS (@) From Server () Specific DNS
» Primary DNS

» Secondary DNS

» MLD Snooping Enable

2 LAN Configuration

» Global Address

» Link-local Address fe80::2d0:c Off-fefd:53f3
o Address Auto-configuration

» Auto-configuration Enable

» Auto-configuration Type | | Stateless ~

, Router Advertisement 200 (seconds)

Lifetime

ThelPv6 Configuratiorsetting allows user to set the IPv6 connection type to access the IPv6 network.
Thisrouter supports various types of IPv6 connection, includstatic IPv6 DHCPv6andPPPoOEV6

Note: For the products just having 3G/4G WAN interface, tPlis supported. Please contact your ISP
for the IPv6 supports before you proceed with IPv6 setup.
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IPv6 WAN Connection Type

Static IPv6

Static IPv6 does the same function as static IPv4. Thie B2&6 provides manual setting of IPv6 address,
IPv6 defaulrouter address, and IPv6 DNS.

ISP IP:2001:470:871¢::100 /64
DNS 1: 2001:470:20::2 Gateway

@ Cﬁ —~ 2< % >4860:486 r‘
-
2001:470:871c:5 \'\

xDSL Modem
Primary DD 10.0.75.2f8
Server m— 2001:470§871:50ff::75:2 /64
2001:470:207%
Secondary @ ,
Server Q
2001:470:20::6 N

ST Intranet

Above diagram depicts the IPv6 IP addressing, type in the information provided by your ISP to setup tt
IPv6 network.

DHCPvV6

DHCP in IPv6 does the safoaction as DHCP in IPv4. The DHCP server sends IP address, DNS ser
addresses and other possible data to the DHCP client to configure autathatThe server also sends
alease time of the address and time to-centact the server for IPv6 address esval. The client has then

to resend a request to renew the IPv6 address.

DNS 1:2001:470:20::2

ISP DNS 2:2001:4860:4860::8888
2001:479:871c::5 xDSL Modem

Prima D 10.0.75.2/8
Serve i ' 2001:470:871c:500d:250:18ff:fe21:deea/6

Seconda 5 !
Server [ Q
2001:470:20::6 % % % NN
pC1 Intranet
PPPoEv

102@3S RAFAINIY RSLAOGEKSI 51 /1 @@Gc alSNIDISRIPHGRddEI6)S 3 ¥
IPv6 defaulrouter address, and IPv6 DNSGd A Sy autoka&tidally Q a
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PPPOEV6
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ttt2RWceclLt c R2Sa (KEtRPYEt PuampPa&E8yASEHIISNI LINR O
LI N} YSGSNB o6FaSR 2y ttt 29 @S NISNGY (Of MBSl dzS ANBd d2SK
I dzi KSy d A OF G S&SWRI& LItk 8I{ RFENSREEESINI | RRNBaasSa FyR 2
FdzG2YFGAOIfte O2yFTAIdzNBE (GKS Ot ASyido

© DNs1:2001:470:20:2
ISP DNS 2:2001:4860:4860::8888
ateway

2

2001:47,

Prima _
Se - .

Seconda S |
Server [}

2001:470:20::6

PPPoEv

¢KS RAFINIY 020@S
LINE A RS & Lt @dzlLl202 yNEB
NBIljdzSad FyR éd()()ééé
NBEIlj dzA NER LJ NI YS{GSNER

b

D:873¢C=5

xDSL Modem
10.0.75.2 /8

Intranet

A oAz oA 7
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Lt Oc /2y FSABANYAARZY

Go toBasic Network > IPv6 €onfigurationTab.

ThelPv6 Configuratiorsetting allows user to set the IPv6 connection type to access the IPv6 network.
IPv6 Configuration [Help ]
Item Setting
IPv6 | Enable

VAN Connection Type IPv6 ~

Lt @c [/ 2y FAIdZNI GA2Y

The box is

IPv6 unchecked by Check theEnablebox to activate the IPv6 function.
default,
1. Only can be

WAN Connection selected when [Pv6 Define the selected IPv6 WAN Connection Type to establish the IPv6

Enable o : .
Type 5 A Must filled connectivity.For this product onlylPv6is supported.

setting

DHCPVBVAN Type Configuration

DHCPv6 WAN Type Configuration

DNS @ From Server Specific DNS
Primary DNS

Secondary DNS

MLD Snooping Enable

51 /t@c 2!b ¢8I /2yFAIdzNI GA2Y
Value setting
LS CIID el Select the [Specific DNS] option to active Primary DNS and Secondary D
Then fill the DNS information.

DNS Server] is selected b

default

Cannot modified by

default

Cannot modified by

default

The box is

MLD unchecked by Enable/Disable the MLD Snooping function
default

Primary DNS Enter the WANrimary DNS Server

Secondary DNS Enter the WANsecondary DNS Server
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LAN Configuration

LAN Configuration

Global Address

Linkocal Address feB0--2d0-cOff-fefd-H3f3

[ ' b2y FATdzNI GAZ2Y

Global Address Value autecreated Enter the LANPv6 Addressor the router.
Linklocal Address Value autecreated Show the linkocal address for LAN interface of router.

Then go toAddressAuto-configuration (summaryY¥or setting LAN environment.

If above setting is configured, click tBavebutton to save the configuration, and cliBlebootbutton
to reboot the router.

Address Auteconfiguration

Address Auto-configuration

Auto-configuration v| Enable

Auto-configuration Type | Stateless ~

Router Advertisement 200

o (seconds)
Lifetime

| RRNB ar@2 y @8R 3dzN> G A2y

Value setting

The box is
Auto-configuration unchecked by Check to enable the Auto configuration feature.
default
1. Only can be Define theselected IPv6 WAN Connection Type to establish the IPv6
selected wherAuto-  connectivity.
Auto-configuration  configuration SelectStatelesso manage the Local Area Network to be SLAAC + RDNS!
Type enabled Router Advertisement Lifetimé€A Must filled setting): Enter the Router
2. Stateless is Advertisement Lifetime (in seconds). 20@&t by default.

selected by default Value Ranged ~ 65535.
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2.5 Port Forwarding

Network address translation (NAT) is a methodology of remapping one IP address space into anoth
by modifying network address information in Internet Protocol (IP) datagram packet headerstheyile
are in transit across a traffic routing device. The technique was originally used for ease of rerouting traffi
in IP networks without renumbering every host. It has become a popular and essential tool in conservin
global address space allocationsface of IPv4 address exhaustiarhe product you purchased embeds
and activates the NAT function. You also can disable the NAT funcfi®esic Network}]WAN & Uplink}
[Internet Setup}{WAN Type Configurationpage.

(oL UT I Virtual Server & Virtual Computer DMZ & Pass Through

] Status

= Basic Network 1 NAT Loopback [Help]

WAN & Uplink Item Setting
LAN & VLAN » NAT Loopback Enable

i save

IPv6

Port Forwarding

Routing
DNS & DDNS

Usually all local hosts or servers behind corporatgter are protected by NAT firewall. NAT firewall
will filter out unrecognized packets to protect your Intranet. So, all local hosts are invisible to the outside
world. Port forwarding or port mapping igunction that redirects a communication request from one
address and port number combination &ssigned oneThis technique is most commonly used to make
services on a host residing on a protected or masqueraded (internal) network available to hokts on t
opposite side of theouter (external network), by remapping the destination IP address and porther

There are several optional Port Forwarding related functions inrthiger. They are Virtual Server,
Virtual Computer, IP Translation, Special ARL&, DMZ and Pass Through, &toe available functions
might be different for the purchased model.
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2.5.1 Configuration
NAT Loopback

This feature allows you to access the WAN global IP address from your inside NAT local network. It
useful when you run a seer inside your network. For example, if you set a mail server at LAN side, your
local devices can access this mail server throwgherQa 3If 261 f Lt | RRNBaa of¢
feature. On either side are you in accessing the email server, atthe LAA RS 2NJ 4 (G KS 2
need to change the IP address of the mail server.

Configuration Setting
Go toBasic Network > Port Forwarding > Configuratita.

The NAT Loopback allows user to access the WAN IP address from inside ymat\hom.

Enable NAT Loopback

NAT Loopback [Help]

ltem Setting

» MAT Loopback v| Enable

| 2y FAIdAzNI GA2Y

The box is checked b
NAT Loopback X! y Check theEnablebox to activate this NAT function

default
Save N/A Click theSavebutton to save the settings.
Undo N/A Clickthe Undo button to cancel the settings

85



ADMNTECH ICR1601

2.5.2 Virtual Server & Virtual Computer

. Configuration

Item Setting
» Virtual Server Enable
» Virtual Computer Enable

_ Virtual Server List | Add | | Delete |

Public | Private Time
ID WAN Interface Server|P | Protocol Enable Actions
Port Port Schedule
1 All 10.0.75.101 TCP(6) & 25 25 (0) Always ]
UDP(17) Select
2 Al 10075101 | [CPOI& 4y, 110 | (0) Always m
UDP(17) Select
2 Virtual Computer List | Add | | Delete |
1D Global IP Local IP Enable Actions
1 118.18.81 44 10.0.75.102 tD
elec

There are some important Pot Forwarding functions implemented withimdiéer, including "Virtual

Server"”, "NAT loopback" and "Virtual Computer".

It is necessary for cooperate staffs who travel outside and want to access various servers behind offi
router. You can set up those servers by using "Virtual Server" feature. After trip, if want to access thos
servers from LAN side by global IP, witholidnge original setting, NAT Loopback can achieve it.

"Virtual computer” is a host behind NAduter whose IP address is a global one and is visible to the
outside world. Since it is behind NAT, it is protecteddayter firewall. To configure Virtual Computer, you
just have to map the local IP of the virtual computer to a global IP.
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Virtual Server & NAT Loopback

' Network-A ™ _

" Gateway \
/ Global IP:118.18.81.33
9 ocal IP:10.0.75.2
\,.0 - el
Remote User s
B N 3
1 o \
\ @
1.Configure E-mail Server (10.0.75.101) —_— — \
as a Virtual Server. ! \ %
2.Remote User access E-mail Server 1 3 XS Focal Deer
with Gateway Global IP (118.18.81.33). Soayecres’ | o 0000
SO

3.With NAT Loopback enabled, Local
User can access local E-mail Server
with Global IP (118.18.81.33) as well.

File Server
Global IP:118.18.81.44
Local IP:10.0.75.102

ICR1601

"Virtual Server" allows you to access servers
with the global IP address or FQDN of the
gateway as if theyare servers existed in the
Internet. But in fact, these servers are located in
the Intranet and are physically behind the
gateway. The gateway serves the service
requests by port forwarding the requests to the
LAN servers and transfers the replies fronNLA
servers to the requester on the WAN sidss
shown in example, af=mail virtual serveris
definedto be located at a server with IP address
10.0.75.101 in the Intranet of Network,
including SMTP service port 25 and POP3 service
port 110.So, the remo¢ user can access the E
Y At AaSNBSN) 6AGK GKS
118.18.81.33 from its WAN side. But the real E
mail server is located at LAN side and the
gateway is the port forwarder for-enail service.

NAT Loopback allows you to access the WAN glolaaldifess from your inside NAT local network. It
is useful when you run a server inside your network. For example, if you set a mail server at LAN side, yc

f20f RS@OAOSa Oly |
FSIFGdzZNBE® hy SAOGKSNI aARS
need to change the IP address of the mail server.

Virtual Computer

Network-A ™ .
Global IP: 118.18.81.33

aNégLégt%9“T£g§§MWM2

Remote User \

| _1"/ ;@b

~
E-mail Server e\\

10.0.75.101
N
\ s

File Server
Global IP:118.18.81.44
Local IP:10.0.75.102

1. Configure File Server as aVirtual
Computer by Global IP (118.18.81.44).

2. Remote User access File Server as by
global IP (118.18.81.44) directly

Local User

10.0.75.100
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"Virtual Computer" allows you to assign LAN
hosts to global IP addressas, that they can be
visible to outside world. While so, they are also
protected by the gateway firewall as being
client hosts in the Intranet. For example, if you
set a FTP file server at LAN side with local IP
address 10.0.75.102 and global IP address

' 11818.82.44, a remote user can access the file
- server while it is hidden behind the NAT

gateway. That is because the gateway takes
care of all accessing to the IP address
118.18.82.44, including to forward the access
requests to the file server and to senthet
replies from the server to outside world
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Virtual Server & Virtual Computer Setting

Go toBasic Network >Port Forwarding> Virtual Server & Virtual Computeab.

Enable Virtual Server and Virtual Computer

Configuration
Item Setting
¥ Virtual Server 7| Enable
» Virtual Computer v| Enable

| 2y FAIdAzNT GA2Y

Value setting Description
. The box is unchecked b : . . .
Virtual Server de faultx S ' Check theEnablebox to activate thiport forwardingfunction
. The box is checked b : . . .
Virtual Computer de faultx ! y Check theEnablebox to activate thiport forwardingfunction
Save N/A Click theSavebutton to save the settings.
Undo N/A Clickthe Undobutton to cancel the settings.

Create / Edit Virtual Server

Therouter allows you to custom your Virtual Server ruldssupports up to a maximum of 20 rule
based Virtual Server sets.

Virtual Server List | Add | | Delete |

Public | Private Time
ID WAN Interface Server IP Protocol Enable Actions
Port Port Schedule

WhenAdd button is appliedVirtual Server Rule Configuratioscreen will appear.
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Virtual Server Rule Configuration

Item

WAN Interface

Server [P

Protocol

Public Port

Private Port

Time Schedule

Rule

+ A NJi dzI €

7| All W

ICR1601

Setting

JAMN-1 VWAN-2

TCP(6) & UDP(17) ~

Single Port
Single Port
(0) Always

Enable

-

b4

-

{ SNIISNJ wdzf S / 2y FTAIdzZNI GA2Y

Value setting

WAN Interface

Server IP

Protocol
Public Port
Private Port

1. A Must filled setting
2. Default isALL

A Must filled setting

A Must filled setting

Define the selected interface to be the paclattering interface of the
router.

If the packets to be filtered are coming framAN-x then selectWAN-x for
this field.

SelectALLfor packets coming into theouter from any interface.

It can be selectelVAN-x box whenWAN-x enabled.

Note: The available check box@&/AN-1 ~WAN-4) depend on the number of
WAN interfaces for the product.

This field is to specify the IP address of the interface selected in the WAN
Interfacesetting above.

Whend L / a tis@eletted

Li YSlIya (KS 2LJiA2y Gt NRG202f¢ 2-
ApplyTime Scheduléo this rule, otherwise leave it aslways (refer to
Scheduling settinginder Object Definitior)

Then checlEnablebox to enable this rule.

Whend ¢ / i$ sklected

Li YSlIya (KS 2LJiA2y Gt NRG202f ¢ 2-
Public Portselected a predefined port frotwell-known Service andPrivate
Portis the same withiPublic Portnumber.

Public Portis selectedsingle Portand specify a port number, arférivate

Port can be set &ingle Pornumber.

Public Portis selectedPort Rangeand specify a port range, arrtivate Port
can be selecte&ingle Poror Port Range

Value Rangel ~ 65535 for Public Port, Private Port.
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Time Schedule

Rule

Save
Undo
Back

1. An optional filled
setting

2. (0)Alwaysls selected
by default.

1. An optional filled
setting

2.The box is unchecked
by default.

N/A

N/A

N/A

ICR1601

Whend | 5 is selected

Li YSlIya (KS 2LJiA2y Gt NRG202ft¢ 2-
Public Portselected a predefined port frotwell-known Service andPrivate
Portis the same withiPublic Portnumber.

Public Portis selectedsingle Portand specify a port number, arférivate
Portcan be set &ingle Pornumber.

Public Portis selectedPort Rangeand specify a port range, arrtivate Port
can be selecte&ingle Poror Port Range

Value Rangel ~ 65535 for Public Port, Private Port.

Whend ¢ / t  3is selécted

LG YSIya GKS 2LIWGA2Yy atNR(G202t¢ 2°
Public Portselected a predefined port frotwell-known Service andPrivate
Portis the same witiPublic Portnumber.

Public Portis selectedsingle Portand specify a port number, arférivate

Port can be set &ingle Pornumber.

Public Portis selectedPort Rangeand specify a port range, arRtivate Port
can be selecte®ingle Poror Port Range

Value Rangel ~ 65535 for Public Port, Private Port.

Whend D wi8 selected
Li YSlIya (GKS 2LJiA2y Gt NRG202ft¢ 2-

Whend 9 {is selected
Li YSlIya (GKS 2LXiA2y Gt NRG202ft ¢ 2-

Whena { / dstsedected
ltmeansi KS 2LJiA2Yy at N2G202ft¢ 27F LI O}

Whend | &FE3\T A i SRcted
Li YSIya (KS 2LJiA2y &t NPdefn€i2f ¢ 2-
ForProtocol Number enter a port number.

Apply Time Schedule to this rule; otherwise leave ifgalways. (refer to

Scheduling setting undédbject Definition

Check the Enable box tota@te the rule.

Click theSavebutton to save the settings.
Clickthe Undobutton to cancel the settings.
When theBackbutton is clicked the screen will return fireviouspage.
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Create / Edit Virtual Computer

Therouter allows you to custom your Virtual Computer rulgsupports up to a maximum of 2Qle-
based Virtual Computer sets.

Virtual Computer List | Add | | Delete |

1D Global IP Local IP Enable Actions

WhenAdd button is appliedyVirtual Computer Rule Configuratioscreen will @pear.

Virtual Computer Rule Configuration [ Help ]

Global IP Local IP Enable

Save

+ ANJdzl f / 2YLJz0SNJ wdzZE S / 2y FAIdzNI G A 2

Value setting

Global IP A Must filled setting This field is to specify the IP address of the WAN IP.
Local IP A Must filled setting This field is to specify the IP address of the LAN IP.
Enable N/A Then checkEnablebox to enable this rule.
Save N/A Click theSavebutton to save the settings.

2.5.3 Special AP & ALG

As a NAT gateway, it doesn't allow an active connection request from outside world. All this kind o
requests will be ignored by the NAT gateway. But at the client hosts innth@net, users may use
applications that need more service ports to be allowed for passing through the NAT gateway. The "Spec
AP (application)" feature in the gateway can solve this problem. That is, some applications require multipl
connections, likenternet games, Video conferencing, Internet telephony, etc. Because of the firewall
function, these applications cannot work with a pure NAT gateway. The Special AP feature allows some
these applications to work with this product.

Besides, applicatictevel gateway (ALG) allows customized NAT traversal filters to be plugged into the
gateway to support address and port translation for certain application layer "control/data" protocols such
as FTP, BitTorrent, SIP, RTSP, file transfer in IM applicagtons$n order for these protocols to work
through NAT or a firewall, either the application has to know about an address/port number combination
that allows incoming packets, or the NAT has to monitor the control traffic and open up port mappings
(firewal pinhole) dynamically as required. Legitimate application data can thus be passed through the
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security checks of the firewall or NAT that would have otherwise restricted the traffic for not meeting its
limited filter criteria.

Special AP

. Special AP List | Add | | Delete |

Time
ID WAN Interface Trigger Port Incoming Ports Enable Actions
Schedule
1 ALL 554 6970-6999 (0) Always [] Select
2 ALL 47624 2300-2400,28800-29000 (0) Always ] Select
______Gatewa The SpeciaAP feature allows you to
ﬂ';b:; ':1: ;s equestthe gateway open a prefined
----------- - -10.04. . i i
Incoming Ports: | Local IP: service ports for incoming packets to
! . .
Application Server 6970~6999 i 4 100752 pass through once the trigger port is
D1 \ HTrigger Port: aptlvated by IoF:aI hosts. As sjhown in the
Trigger Port: 554 \ | i554 diagram, special AP rule define p684
Incoming Ports: 697076999 . as trigger port and6970~6999 as
Time Schedule: (0) Always Local User incoming ports. With such setting, local
Rule: Enable 0.0.75.100 gp g,

% user at host 10.0.75.100 can enjoy the
music by using Quick Time application,

whose media server is located in the Internet. When you open application, it will activate Trigger Port an

then incoming data packet fro remote application server will pass through incoming port 6970~6999.

SIPALG

This gateway supports the SIP ALG feature to allow one SIP phone behind the NAT gateway can
another SIP phone in the Internet, even the gateway executes its NAT mecHaetisaen the Intranet
and the Internet. The NAT gateway monitors the control traffic and open up port mappings (firewall
pinhole) dynamically as required to know about an address/port number combination that allows incoming
packets, so it will support addse and port translation for SIP application layer "control/data” protocols as
shown in following diagram. The NAT Gateway enables the SIP ALG feature, so it will monitor the SIP Ph.
#1 actions, open up the required ports and make the address and ponslaton in a SIP voice
communication.
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As shown in the diagram, the calling
____________ Network-A starts from the SIP Phone #1 to the SIP
/"'® Talkto SIP#2~. | : server via the NAT gateway. Then the
SIP Phone #2 P 1}8‘18.8 22 ..
NAT Gateway SIP server invites the SIP Phone #2

A& : % ,
ﬁ @ T..T“abled and finally, the SIP Phone #1 talks to
i s s —_

the SIP Phone #2. But fohe NAT

o STBE | Call SIP #2'
@ Invite SIP~1\¢‘2 ‘/@ |2 gateway, SIP Phone #2 is an unknown
1
! host, so the active access from the
X\, SIP Phone #1 Phone #2 will be treated as
#/\Y 10.0.75.100 ) _
l unexpected traffic and will be blocked
i _ out. With the SIP ALG function

enabled, the NAT gateway will
monitor the control traffic for the SIP
calls, ad recognized the traffic from
SIP Phone #2 is part of the connection
sessions with SIP Phone #1.

Special AP & ALG Setting
Go toBasic Network > Port Forwarding > Special AP & G

The Special AP setting allows some applications require multipleectans. The ALG setting allows
user to Support some SIP ALG, like STUN.

Enable Special AP & ALG
Configuration
Item Setting

» Special AP /| Enable

¥ ALG Enable v| SIP ALG

[ 2YFAIdAzNI GA2Y

Value setting

Special AP The box is checked by ~ Check theEnablebox to activatethe Special ARinction.
default

ALGEnable The box is checked by  Check theEnablebox to activatethe SIP AL@nction.
default

Save N/A Click theSavebutton to save the settings.

Undo N/A Clickthe Undobutton to cancel the settings
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Create / Edit Special AP Rule

The gateway allowsgou to custom your Special AP rules. It supports up to a maximum of-Basésl
Special AP sets.

Special AP List | Add | | Delete |

Time
ID WAN Interface Trigger Port Incoming Ports Enable Actions
Schedule

WhenAdd button is applied Special AP Rule Configuratisereen will appear.

Special AP Rule Configuration [ Help ]
Item Setting
» WAN Interface V| ALL WWAN-1 VWAN-2
» Trigger Port Part Popular Applications - |ser-defined -

» Incoming Ports
» Time Schedule (0) Always ~

¥ Rule

Lt C¢NJINVAYVFAAGMN: GA2

Value setting

WANInterface 1. A Must filled setting  Check the interface box(es) to apply the Special AP rule.
2 Allis checked by By defaultAll is checked, and the Special AP rule will be applied to all
default WAN interfaces.

Trigger Port 1. A Must filled setting  Enter the expected trigger port (or port rangeli$erdefinedis selected
2.Userdefinedis in the dropdown list.
selected by default If you select other popular application from the dropdown list, the

corresponding trigger port(s) and incoming portdl we defined
automatically.
Value Rangel ~65535

Incoming Ports 1. A Must filled setting  Enter the expected Incoming portditerdefinedis selected in the
Trigger Port dropdown list.
If you select other popular application from the dropdown likg
corresponding incoming ports will be defined automatically.
Value Rangel ~65535; It can be a single porhultiple ports separated
by ¢, .or port range.

Time Schedule 1. A Must filledsetting  Apply Time Scheduleto this rule, otherwise leave it as Always.
2.(0) Alwaysis selected  If the dropdown list is empty ensufEime Schedulés preconfigured.
by default Refer toObject Definition> Scheduling €onfigurationtab.

Rule The boxs urchecked by Check theEnablebox toactivatethe special AP rule.
default

Save N/A Click theSavebutton to save the settings.

Undo N/A Clickthe Undobutton to cancel the settings
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2.5.4 DMZ & Pass Through

DMZ (De Militarized Zone) Host is a host that is exposed to the Internet cyberspace but still within th
protection of firewall byouter device. So, the function allows a computer to executes® communication
for Internet games, Video conferencing, Intet telephony and other special applications. In some cases
when a specific application is blocked by NAT mechanism, you can indicate that LAN computer as a D
host to solve this problem.

Configuration [ Help ]

ltem Setting

[¥] Enable [#] All [C] WAN-1 [ ] WAN-2
DMZ Host = 10.0.75.100

¥ Pass Through Enable IPSec PPTP L2TP

r DMZ

The DMZ function allows you to ask tloaiter pass through all normal packets to the DMZ host behind
the NATrouter only when these packets are not expected to receive by applications irotiter or by
other client hosts in the Intranet. Certainly, the DMZ host is also protected byotlier firewall. Activate
the feature and specify the DMZ host with a host in the Intranet when needed.

DMZ Scenario

When the network administrator wants to set

up some service daemons in a host behind NAT
Global IP:118.18.81.33

S gateway to allow remote users request for

& Gateway services fromserver actively, you just have to
configure this host as DMZ Host. As shown in

the diagram, there is an X server installed as
DMZ host, whose IP address is 10.0.75.100.
Then, remote user can request services from
Xserver just as it is provided by the gaiay
whose global IP address is 118.18.81.33. The
gateway will forward those packets, not
belonging to any configured virtual server or
applications, directly to the DMZ host.

—

S S E—

Remote User 2

1.5et X Server as DMZ Host

2.Request X server service by Gateway Global IP
3.Gateway redirect service requestto DMZ host:
10.0.75.100
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VPN Pass through Scenario

. Since VPN traffic is different from that of TCP
Cistewy wittjout or UDP connection, it will be blocked by NAT

Network-A @ HQ Data Center

k. A2 \

R

NS 4

N N ACS
;:F:/J & server
|

Application
Server

VPN Pass Through

gateway. To support the pass through function
for the VPN connections initiating from VPN
tzﬂoggvb;f ____________ clients behind NAT gateway, the gateway must

‘ @ ¢ \ implement some kind of VPN pass through
\ - \g function for such application. The gatay

‘_5 — ( VPN Tunnel support the pass through function for IPSec,
ecurityGatewayl fe= = = = = = = = = = = = = = = = = = = = 3 . .
itha Staticp” | Eobloh Vel Gateway with _VPNCllet PPTP, and L2TP connections, you just have to
successfully VPN Pass Through behind NAT Gateway X .
Global IP: 203.95.80.22 check the corresponding checkbox to activate

Local IP: 10.0.76.2 It

DMZ & Pass Through Setting
Go toBasic Network >Port Forwarding> DMZ& Pass Througkab.

The DMZ host is aolst that is exposed to the Internet cyberspace but still within the protection of
firewall byrouter device.

Enable DMZ and Pass Through
Configuration [Help]

Item Setting

Enable All WVAN-1 WVAN-2

> DMZ DMZ Host -

» Pass Through Enable 7| IPSec [#] PPTP [¥] L2TP

DMz 1. A Must filled setting ~ Check theéEnablebox to activate tie DMZfunction
2. Default iALL Define the selected interface to be the paclattering interface of the
router, and fill in thelP address of Host LANitFDMZ Hosffield.
If the packets to be filtered are coming fromAN-x then selectWAN-x
for this field.
SelectALLfor packets coming into the router from any interfaces.
It can be selectedlVAN-x box whenWAN-x enabled.

Note: The available check boxe&AN-1 ~WAN-4) depend on the
number of WAN interfaces for the product.
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Pass Through Theboxes are checked Check the box to enable the pass through function forlP®ecPPTR
Enable by default andL2TP
With the pass through function enabled, the VPN hosts behinddbieer
still can connect to remote VPN servers.
Save N/A Clickthe Savebutton to save the settings.
Undo N/A Clickthe Undobutton to cancel the settings

2.6 Routing

el L 'l Dynamic Routing Routing Information

] Status
= 2ElE e . Configuration [Help ]
WAN & Uplink Item Setting
LAN & VLAN » Static Routing [C] Enable
WiFi
IPVG . IPv4 Static Routing Rule List | Add Delete
. Destination
Port Forwarding ID P Subnet Mask | Gateway IP Interface Metric | Enable Actions
SRS SORIE

If you have more than one router and subnet, you will need to enable routing function to allow packets
to find proper routing path and allow different subnets tommunicate with each otheRouting is the
process of selecting best paths in a network. It is performed for many kinds of networks, like electroni
data networks (such as the Internet), by using packet switching technology. The routing process usual
directs forwarding on the basis of routing tables which maintain a record of the routes to various network
destinations. Thus, constructing routing tables, which are held in the router's memory, is very important
for efficient routing. Most routing algorithswuse only one network path at a time.

The routing tables record your piefined routing paths for some specific destination subnets. It is
static routing. However, if the contents of routing tables record the obtained routing paths from neighbor
routers by using some protocols, such as RIP, OSPF and BGi#nlansic routing These both routing
approaches will be illustrated one after one. In addition, tbeter also built in one advanced configurable
routing softwareQuagga for more complex routing dmations, you can configure it if required via Telnet
CLI.
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2.6.1 Static Routing

Static Routing 2 Configuration [Help]
Item Setting
" Static Routing S

¥ Enable . IPv4 Static Routing Rule List
: No
Static
Routing? — ID | Destination IP Subnet Mask Gateway IP Interface Metric | Enable Actions
Yes
Setup . |Pv4 Static Routing Rule Configuration
M"Y  Static Routing ltem Setting
Rule List
» Destination IP
¥ check » Subnet Mask 255.255.255.0 (J24)  ~
Finish?
» Gateway IP
¢ No
Static Routing ’ Interface Auto T
Rule Configuration » Metric
P — » Rule [C] Enable

"Static Routing” function lets you define the
routing paths for some dedicated hosts/servers or
subnets to store in the routing table of threuter.
The router routes incoming packets to different
@ $:I:’f:;’f£ig_‘%ﬁ%‘:;:'_Z"m'l‘:l'_lz peer gateways based on the routing table. You
1SP-DSLAM (@)Gateway Need to define the static routing information in
. gatewayrouting rule list
‘ @Boogle _ When the administrator of theyatewaywants to
192.168.121.253 \ specify what kinds of packets to be transferred via
which gateway interface and which peer gateway
to their destination. It can be carried out by the
"Static Routing" feature. Dedicated packet flows
from the Intranet will be routed to their destination
via the predefined peer gateway and

Cellular {((g}

A

| Static Routing: Enable |

[Static Routing]-[Static Routing Rule List]

1D1: ID2: . . .
Destination IP: 173.194.72.94 Destination IP: 188.125.73.108 Forrespondlng ga‘fewamterface that are deflned
Subnet Mask: 255.255.255.255 Subnet Mask: 255.255.255.255 in the system routing table by manual.

G :192.168.121.253 Gat :192.168.22.1 . . ) i )
ey Mietric. 955 As shown in the diagram, when the destination is
Rule: Enable Rule: Enable Google access, rule 1 set interface as ADSL, routing

gateway as HDSLAM gateway 192.168.121.253.
All the packets to Google will go throughAN-1.
And the same way applied to rule 2 of access
Yahoo. Rule 2 sets 3G/4G as interface.
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Static Routing Setting

Go toBasicNetwork > Routing> Static Routinglab.

There are three configuration windows for static routing feature, including "Configuration”, "Static
Routing Rule List" and "Static Routing Rule Configuration” windows. "Configuration" window lets yol
activate the global static routing feature. Even thare already routing rules, if you want to disable routing
temporarily, just uncheck the Enable box to disable it. "Static Routing Rule List" window lists all your define
static routing rule entries. Using "Add" or "Edit" button to add and create one matic souting rule or to
modify an existed one.

When "Add" or "Edit" button is applied, the "Static Routing Rule Configuration” window will appear
to let you define a static routing rule.

Enable Static Routing
Just check th&nablebox to activate thé'Static Routing" feature.
Configuration [Help ]
ltem Setting

» Static Routing v| Enable

{GFrGAO w2dziAy3

Value setting

The box is unchecked by
default

Static Routing Check theEnablebox to activate this function

Create / Edit Static Routing Rules

The Static Routing Rule List shows the setup parameters of all static routing rule érdramfigure
a static routing rule, you must specify related parameters including the destination IP address and subne
mask of dedicated host/server or subnet, theaddress of peer gateway, the metric and the rule activation.

IPv4 Static Routing Rule List | Add | | Delete |

ID | Destination IP Subnet Mask Gateway IP Interface Metric | Enable Actions

Therouter allows you to custom your static routing rules. It supports up to a maximum of 64 rule sets.
When Add button is applied Static Routing Rule Configuratioscreen will appear, file the Edit button
at the end of each static routing rule can let you modify the rule.
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IPv4 Static Routing Rule Configuration

Item Setting

¥ Destination IP

» Subnet Mask 255.255.255.0 (/24) ~
» Gateway IP

+ Interface Auto ~

¥ Metric

» Rule Enable

Lt @n {GFOGAO w2dziAy3

Value setting

Destination 1. IPv4 Format

Specify he Destination IP of this static routing rule.

IP 2. A Must filled setting

255.255.255.0 (/24) is set , . . .
Subnet Mask V24)1 Specify he Subnet Mask of this static routing rule.

by default

1. IPv4 Format . . . .
Gateway IP Specify he Gateway IP of this static routing rule.

2. A Must filled setting
Select he Interface of this static routing rulét can beAuto, or the available
WAN / LAN interfaces.

1. Numeric String Format The Metric of this static routing rule.

2. A Must filled setting Value Ranged ~ 255.

The box is unchecked by

Interface Auto is set by default
Metric

Rule ClickEnablebox to activate this rule.

default.
Save NA Click theSavebutton to save the configuration
Undo NA Click_ thdJndgbutton to restore what you just configured back to the
previous setting.
Back NA When theBackbutton is clicked the screen will return the Static Routing

Configuration page.
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2.6.2 Dynamic Routing

RIP
Configuration

No

OSPF Area List?

OFPF Area
Configuration

 RIP Configuration
Item

» RIP Enable Disable ~

- OSPF Configuration

Item
» OSPF Enable
» Router ID
» Authentication None -

» Backbone Subnet

. OSPF Area List

ID Area Subnet Area D

.. OSPF Area Configuration
Item
» Area Subnet

» Area D

» Area [] Enable

ICR1601

Setting

Setting

Enable

Setting

[Help]

Actions

Dynamic Routing, also called adaptive routing, describes the capability of a system, through whic
routes are characterized by their destination, to alter the path that the route takesugh the system in
response to a change in network conditions.

Thisrouter supports dynamic routing protocols, including RIPv1/RIPv2 (Routing Information Protocol).
and OSPF (Open Shortest Path First), for you to establish routing table automaticallieaiure of
dynamic routing will be very useful when there are lots of subnets in your network. Generally speaking, R
Is suitable for small network. OSPF is more suitable for medium network.
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The supported dynamic routing piecols are described aslfows:

RIP Scenario

1

©Routing Table#1 |
ISP-DSLAM
{
] /WAN-1: ADSL
\ » | 118.18.81.33
118.18.81.1
WAN-Z:?.G/
203.95.80.22

@ Basic Network-Routi
[DynamicRouting]-[RIP

onfiguration]

)

I;

ICR1601

) Network-A

@ @

RIP Enabled

Gateway

@Routing Table #1+#2

LAN

I TAN

203.95.80.1\ ~a % Q 9

Intranet /

Cellular Network

I

OSPF Scenario

Gateway Settings:

[Dynamic Routing|-{OSPF Configuratid

0SPF: Enable
Backbone Subnet: 192.168.0.0/16

[Dynamic Routing]-{ OSPF Area List]

D1:
Area Subnet: 192.168.101.0/24
Area ID: 192.168.101.254
Area: Enable

D2
Area Subnet: 192.168.102.0/24
Area ID: 192.168.102.254
Area: Enable

&

Area Subnet: 192,168.101.0/ 28
Area|D: 192.168.101.25¢ \

1\

©Routing Table#2
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The Routing Information Protocol (RIP) is one of
the oldest distancesector routing protocols,
which employs the hop count agauting metric.
RIP preventsrouting loops by implementing
alimit on the number of hops allowenh a path
from the source to aestination. The maximum
number of hops allowed for RIP is 15. This hop
limit, however, also limits the size of networks
that RIP can support. A hop count of 16 is
considered an infinite distance, in other words
the route is considered unreachable. RIP
implements the split horizon, route poisoning and
hold-down mechanisms to prevent incorrect
routing information from being propagated

Open Shortest Path First (OSPF) is a routing
protocol that uses link stateouting algorithm. It

is the most widely used interior gateway protocol
(IGP) in large enterprise networks. It gathers link
state information from available routers and
constructs a topology map of the networkhe
topology is presented as rauting table which
routes datagrams based solely on the destination
IP address.

Network administrator can deploy OSPF gateway
in large enterprise network to get its routing table
from the enterprise backbone, and forward
routing information to other routers, which are
no linked to the enterprise backbone. Usually, an
OSPF network is subdivided into routing areas to
simplify administration and optimize traffic and
resource utilization.

As shown in the diagram, OSPF gateway
gathers routing information from the backbone
gateways in area 0, and will forward its routing
information to the routers in area 1 and area
2 which are not in the backbone.
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Dynamic Routing Setting

Go toBasicNetwork > Routing> Dynamic Routingrab.

The dynamic routing setting allows user ¢astomize RIP, and OSPF protocols through the router
based on their office setting.

In the "Dynamic Routing" page, there are several configuration windows for dynamic routing feature.
They are the "RIP Configuration" window, "OSPF Configuration" wind@&®F@rea List", and "OSPF Area
Configuration" window. RIP, and OSPF protocols can be configured individually.

The "RIP Configuration” window lets you choose which version of RIP protocol to be activated c
disable it. The "OSPF Configuration" window caryde activate the OSPF dynamic routing protocol and
specify its backbone subnet. Moreover, the "OSPF Area List" window lists all defined areas in the OS
network.

RIP Configuration

The RIP configuration setting allows user to customize RIP protocoigihithe router based on their
office setting

RIP Configuration [Help ]
ltem Setting

» RIP Enable Disable -

RIP Configuration
Value setting

SelectDisablewill disable RIP protocol.
RIP Enable Disable is set by default SelectRIP viwill enable RIPv1 protocol.
SelectRIP vawill enable RIPv@rotocol.
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OSPF Configuration

The OSPF configuration setting allows user to customize OSPF protocol through the router based
their office setting

OSPF Configuration
Item Setting
» OSPF Enable
» Router ID
» Authentication None -

» Backbone Subnet

OSPF Configuration
Value setting

OSPF Disable is set by default ClickEnablebox to activate the OSPF protocol.
Router ID L. 1Pva For'mat . The Router ID of this router on OSPF protocol
2. A Must filled setting
The Authentication method of this router on OSPF protocol.
SelectNonewill disable Authentication on OSPF protocol.
SelectTextwill enable Text Authentication with entered the Key in this fiell
on OSPF protocol.
SelectMD5 will enable MD5 Authentication with entered the ID and Key in
these fields on OSPF protocol.
1. Classless Inter Doma
Routing (CIDR) Subnet
Mask Notation. (Ex: The Backbone Subnet of this router on OSPF protocol.
192.168.1.0/24)
2. A Must filled setting

Authentication  None is set by default

Backbone
Subnet
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Create / Edit OSPF Area Rules

Therouter allows you to custom your OSPF Area List rules. It supports up to a maximum of 32 rul
sets.

OSPF Area List | Add Delete

1D Area Subnet Area D Enable Actions

WhenAdd button is appliedOSPF Area Rule Configuratisareen will appear.

OSPF Area Configuration

Item Setting

» Area Subnet

¥ Area D

b Area Enable

Save

OSPF Area Configuration
Value setting

1. Classless Inter Domai
Routing (CIDR) Subnet
Area Subnet Mask Notation. (Ex: The Area Subnet of this router on OSPF Area List.
192.168.1.0/24)
2. A Must filled setting
Area ID 1. 1Pv4 For.mat . The Area ID of this router on OSPF Area List.
2. A Must filled setting
The box is unchecked b
default.

Save N/A Click theSavebutton to save the configuration

Area ClickEnablebox to activate this rule.
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2.6.3 Routing Information

The routing information allows user to view the routing table and policy routing information.

Goto Basic Network > Routing > Routing Informatidiah

Routing Table

Destination IP Subnet Mask Gateway IP Metric Interface
10.177.141.44 255255 255252 0.0.0.0 0 WVWAN-1
192.168.123.0 255255 2550 0.0.0.0 0 LAN
169.254.0.0 25525500 0.0.0.0 0 LAM
118.0.0.0 255.0.0.0 0.0.0.0 0 WVWAN-1
127.0.0.0 256000 0.000 0 lo

Routing Table
Value setting

Destination

= N/A Routing record of Destination IP. IPv4 Format.
Subnet .

Mask N/A Routing record of Subnet Mask. IPv4 Format.
Gateway IP  N/A Routingrecord of Gateway IP. IPv4 Format.
Metric N/A Routing record of Metric. Numeric String Format.
Interface N/A Routing record of Interface Type. String Format.
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2.7 DNS & DDNS

How does user access your server if your WAN IP address changes all th@nieneay is to register
a new domain name, and maintain your own DNS server. Another simpler way is to apply a domain nan
to a third-party DDNS service provider. The service can be free or charged. If you want to understand th
basic concepts of DNS andraynic DNS, you can refer to Wikipedia website

2.7.1 DNS & DDNS Configuration

Dynamic DNS

To host your server on a changing IP address,
you have to use dynamic domain name service
(DDNS). Therefore, anyone wishing to reach
your host only needs to know the domain
name. Dynamic DNS will map the name of your
g - Network-A - host to your current IP address, whichanges

ey Global IP: 118.18.81.33 > .44 (L WAN IP ; ;
Sz UM e SRS > each time you connect your Internet service

& “ ~ _FQDN: mygw.no-ip.org + Changed

Gateway provider.

__________ . Local IP: 10.0.75.2

___________

The Dynamic DNS service allows the gateway

to alias a public dynamic IP address to a static
—*— domain name, allowing the gateway to be
N more easily accessed from various locations on
Local 1P+ 10.0.75.201 | .‘ the Internet. As shown in the diagramyser
i R registeed a domain name toa third-party
(mygw.no-ip.org) fromInternee « _ ClobelIP111818.81.4% DDNS service providdNOIP)to use DDNS

e ad function. Once the IP address of designated
WAN interface has changed, the dynamic DNS
agent in the gateway will inform the DDNS
server withthe new IP address. The server
automatically remaps your domain name with
the changed IP address. So, other hosts or
remote users in the Internet world are able to
link to your gateway by using your domain
name regardless of the changing global IP
address

No-IP
DDNS Server

1 http://en.wikipedia.org/wiki/Domain_Name Systerhttp://en.wikipedia.org/wiki/Dynamic_DNS
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DNS & DDNS Setting
Go toBasicNetwork >DNS & DDNS ConfigurationTab.

The DNS & DDNS setting allows user to setup Dynamic DNS feature and DNS redirect rules.

Setup Dynamic DNS

Therouter allows you to custom your Dynamic DNS settings.

Dynamic DNS [Help ]
Item Setting
» DDNS Enable
¥ WAN Interface WAN-1 -
¥ Provider DynDNS.org(Dynamic) ~

» Host Mame
¥ User Name / E-Mail

» Password / Key

55b58ylYAO 5b{0 /2yFAIdNI GIA2Y

Value setting

The box is unchecked b
default

WAN Interface WAN 1 is set by default Select the WAN Interface IP Address of theter.

DynDNS.org (Dynamic) Select your DDNS provider of Dynamic DNS. It c&yhB®NS.org(Dynamic)

DDNS Check theEnablebox to activate this function

Provider

is set by default DynDNS.org(CustomNO-IP.com etc...
1. String format can be : .
g Your registered host name of DynariblS.
Host Name any text

. . Value Range0O ~ 63 characters.
2. A Must filled setting ~elue sang

1. String format can be

User Name / E . .
any text Enter your User name or-mail address of Dynamic DNS.

Mail
2. A Must filled setting
1. String format can be

Password / Key any text Enter your Password or Key of Dynamic DNS.
2. A Must filled setting

Save N/A ClickSaveto save the settings

Undo N/A ClickUndoto cancel the settings
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Setup DNS Redirect

DNS redirect is a special function to redirect certain traffics to a specified host. Adatmistan
manage thenternet / intranet traffics that are going to access some restricted DNS and force those traffics
to be redirected to a specified host.

DNS Redirect
Item Setting

» DMNS Redirect Enable

5b{ WSRANBOUG [/ 2yFAIdzNI GA2Y

Value setting

The box is unchecked b

DNS Redirect Check theEnablebox to activate this function

default
Save N/A ClickSaveto save the settings
Undo N/A ClickUndoto cancel the settings

If you enabled the DNS Redirect function, you have to further specify the redirect rules. According t
the rules, therouter can redirect the traffic that matched the DNS to correspondinggetned IP address.

Redirect Rule | Add Delete

ID Mapping Rule Condition Description Enable Action

WhenAdd button is appliedRedirect Rulescreen will appear.

Redirect Rule | Save || Back |

Item Setting
Domain Name IP
Mapping Rule
(* for Any)
Condition Always v
Description
Enable Enable
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WSRANBOI

ICR1601

wdzt S / 2YFAIANI GA2Y

Value setting

Domain Name

Condition

Description

Enable

Save
Undo

1. String formatan be
any text

2. A Must filled setting
1. IPv4 format

2. A Must filledsetting

1. A Must filled setting
2. Always is selected by
default.

1. String format can be
any text

2. A Must filled setting
The box is unchecked b
default

N/A

N/A

Enter a domain nam# be redirect The traffic to specified domain name wi
be redirect to the following IP address.
Value Rangeat least 1 characterisrequirdd Wr Q T2 NJ | ye o

Enter an IP Addresss the target for the DNS redirect.

Specify when the DNS redirect action can be applied.

It can beAlways or WAN Block

Always:The DNS redirect functioran be applied tahe matched DNS all the
time.

WAN BlockThe DNS redirect function can be appliedtte matched DNS
only when the WAN connection is discontest, or urreachable.

Enter a brief description for this rule
Value Range0 ~ 63 characters.

Click theEnablebutton to activate this rule.

ClickSaveto save the settings
ClickUndoto cancel the settings
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3. Object Definition
3.1 Scheduling

Scheduling provides ability of adding/deleting time schedule rules, which can be applied to othel
functionality.

3.1.1 Scheduling Configuration

Go toObject Definition > Scheduling > Configuratitab.

Time Schedule List | Add | | Delete |

ID Rule Name Actions

. dzi 02y RSAONALIIAZY

Value setting

Add N/A Click theAdd button to configure time schedule rule
Delete N/A Click theDelete button to delete selected rule(s)

When Add button is applied, Time Schedule Configuration and Time Period Definition screens wil
appear.

Time Schedule Configuration

Item Setting
* Rule Name
» Rule Policy Inactivate v the Selected Days and Hours Below.

/| 2y FAIdZNT GA2Y

(LGSY [+ fdzS {SA5SAONALIIAZY
wdz S bl Y{GNAY3IY Fyi{Sd NHzAZ S yIYS
wdzf S t 2t 58FldzA G LyILYylIOGADI GSkI OGADIGS GKS Fdzy OlAazy
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Time Period Definition

ID Week Day Start Time (hh:mm) End Time (hh:mm}
1 -- choose one —- ~
2 - choose one - ~
3 -- choose one —- ~
4 - choose one - ~
5 -- choose one —- ~
6 - choose one - ~
7 -- choose one —- ~
8 - choose one - ~

~ ~ ~ ~ vl

CAYS t SNAZR S5STAYAUAZY

2581 5F@&{StSOG TNRB Selecteveryday or one of weekday
{GFNI ¢A¢AYS F2N)I i Starttime in selected weekday
9YR ¢AYS¢AYS T2NX)I i Endtime in selected weekday

Save b k! Click Saveto save the settings
Undo b k! Click Undo to cancel the settings
WSFNBAK bk! Click the Refreshbutton to refresh theéme scheduldist.
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3.2 External Server

Go toObject Definition > External Server > External Seradr.

The External Server setting allows user to add external server.

. External Server List | Add | | Delete |

Server Server .
ID Server Name Server Type Server IP/IFQDN Port Enable Actions

WhenAdd button is applied External Server Configuratioscreen will appear.

. External Server Configuration

ltem Setting

¥ Server Name

Email Server ~

Password:

¥ Server IPIFQDMN
r Server Port 25
¥ Server Enable

[ Save ][ Undo ]
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9E G SNY I

Sever Name

Server Type

Server IP/[FQDN

Server Port

Account Port

Server

Save
Undo
Refresh

f

1. String format can be
any text
2. A Must filled setting

A Must filled setting

A Must filledsetting

A Must filled setting

1. A Must filled setting
2. 1813 is set by default

The box is checked by
default

N/A

N/A

N/A

{ SNIYWSNJ / 2y FAIdzNY GA2Y

Value setting

ICR1601

Enter a server name. Enter a nathat is easy for you to understand.

Specify the Server Type of the external server, and enter the required
settings for the accessing the server.

Email ServefA Must filled setting)

WhenEmail Servers selectedlUser Name andPasswordare also required.
User NamgString format: any text)

Password(String format: any text)

Syslog Server

RADIUS ServéA Must filled setting)

WhenRADIUS Serveas selected, the following settings are also required.
Primary:

Shared KeyString format: any text)

Authentication Protocol (By default CHAP is selected)

Session Timeout (By defadlk

The values must be between 1 and 60.

Idle Timeout: (By default 1)

The values must be between 1 ahfl

Secondary

Sharal Key(String format: any text)

Authentication Protocol (By default CHAP is selected)

Session Timeout (By defadlk

The values must be between 1 and 60.

Idle Timeout: (By default 1)

The values must be between 1 ahfl

Specify the IP address or FQDN used for the external server.
Specify the Port used for the external server. If you selected a certain s¢
type, the default server port number will be set.

ForEmail Servel5 will be set by default;

ForSyslog Servemport514 will be set by default;

ForRADIUS Serveport 1812 will be set by default;

Value Rangel ~ 65535.

Specify theaccountingport usedif you selectedexternalRADIUServer.
Value Rangel ~ 65535.

ClickEnable toactivatethis External Server.

ClickSaveto save the settings
ClickUndoto cancel the settings
Click theRefreshbutton to refresh the external server list.
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3.3 Certificate

In cryptography, a public key certificate (also known as a digital certificate or identity certificate) is ar

ICR1601

electronic document used to prove ownership of a public key. Thtficate includes information about

the key, information about its owner's identity, and the digital signature of an entity that has verified the
certificate's contents are genuine. If the signature is valid, and the person examining the certificase trust
the signer, then they know they can use that key to communicate with its cwner
In a typical publikey infrastructure (PKI) scheme, the signer is a certificate authority, (Gaally
acompany such as VeriSign which charges customers to cssticates for them. In a web of trust
scheme, the signer is either the key's owner (a-siglhed certificate) or other users ("endorsements”)
whom the person examining the certificate might know and trust. The device also plays as a CA role.

Certificates are an important component of Transport Layer Security (TLS, sometimes called by i

older name SSL), where they prevent an attacker from impersonating a secure website or other serve
They are also used in other important applications, saglemail encryption and code signing. Here, it can
be used in IPSec tunneling for user authentication.

3.3.1 My Certificate

My Certificate includes a Local Certificate List. Local Certificate List shows all generated certificates
the root CA for theouter. And it also stores the generated Certificate Signing Requests (CSR) which will b
signed by otheexternalCAs. The signed certificates can be imported as the local ones wfttes.

Seltsigned Certificate Usage Scenario

() Create
@ Creat

@ Impor

Network-A @ HQ Data Center

&
N ACs
RN ‘@ Server

Appllcatnon
Server

Database
Server

S

Secunty Gateway 1
with Root CA and Trusted
Client Certificates

Network-B @ Branch Office

.

(VPN Tunnel (IPSec IKE+X.509) 0

Global IP: 203.95.80.22
Local IP: 10.0.76.2

Scenario Application Timing
2 K5 y

)l

T

oS
/!
I

(KS I A BIumA

NIAFAOFGSa oé

Q¢ QX

(0}
2

AYLR2NIO GKS

® Create IPSec (IKE + X.509)
VPN Tunnel

1 http://en.wikipedia.org/wiki/Public_ke certificate
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Security Gateway 2
with Trusted CA &
Client Certificates

RootCA
CRT

Global IP: 118.18.81.33
Local IP: 10.0.75.2

'y
2

ZU)>

J

EYNI RRK

fAY:
AY
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Oby &A3y [/ SNIAFAOFGS {A3yAy3d wSldSada 6/ {wo 0
¢
|

Uy ¢

1 ¢KSa& OSNIAFTFAOIFIGSE Oly 0SS dzaASRARSGWH Xibe RENRY

+tb OddzyySt o

Scenario Description

f DFGSgle wm 3ISYSNriSa GKS Ne2G /! FTyR | 20! f
OSNIAFAOIF GcB O NNYPRK[{ we¢ OSNIATFTAOIGS 2F DFGSsol @

1 DFGSgl & ~w @Nmuwmu{wlu{wz fSG GKS Ne2G /1! 27

OSNIAFAOFGS® LYLERNI GKS OSNIAFAOFGS Ayil2z GKS
OSNIAFAONIGSE 2F GKS NB2G /! 2NHAKSRDBYSAEAKWE Omf
G2 F2ff 2 ad\SAONIWYRE & dzo

f 9adGlroftAakK Iy Lt{SO +tb UGdzyySt 6AGK LY9 FyR - @
Kzata Ay GKSasS 020K adzoySia OFy 0O02YYdzyAOFIdS &

Parameter Setup Examel

For NetworkA at HOQ

§ c2ftft2Ay3a GFofSa tAad GKS LI NFYSGSNI O2y FA IdzNI
Ay (GKS dzaSNJ FdziKSYyGdAOFrGAzy 2F Lt {SO +#tb Gdzyy S

T ¢KS O2yFAIdzNI (1A2y SEBEAYKE 6KEdAJSaSAP2YaA{/SRAY 3
gK2fS dzaSNJ A0Syl NA2®

f 'aS RSTFlLdzZA G OFtdzS F2N) G6K2aS LI NI YSGSNAR OGKIFG |

Configuration Path [My Certificate}[Root CA Certificate Configuration]

Name HQRoo0tCA
Key Key TypeRSA Key Lengthi024bits
Subject Name Country(C)TW State(ST)Taiwan Location(L)Tainan

Organization(O)AMITHQ Organization Unit(OURQRD
Common Name(CNHQRootCAEmail: hgrootca@amit.com.tw

Configuration Path [My Certificate}[Local Certificate Configuration]

Name HQCRTSelfsigned:y’
Key Key TypeRSA Key Lengthi024bits
Subject Name Country(C)TW State(ST)Taiwan Location(L)Tainan

Organization(O)AMITHQ Organization Unit(OUHQRD
Common Name(CNHQCRTEmail: hgcrt@amit.com.tw
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Configuration Path [IPSec]Configuration]

IPSec

ICR1601

y Enable

Configuration Path [IPSec]Tunnel Configuration]

Tunnel y Enable
Tunnel Name s2s101
Interface WAN 1
Tunnel Scenario Site to Site
Operation Mode Always on

Configuration Path [IPSec]Local & Remote Configuration]

Local Subnet 10.0.76.0
Local Netmask 255.255.255.0
Full Tunnel Disable
Remote Subnet 10.0.75.0
Remote Netmask 255.255.255.0
Remote Gateway 118.18.81.33

Configuration Path

Key Management

Local ID
Remote ID

IKE+X.509 0ocal CertificatedHQCRTRemote CertificateBranchCRT
User Name NetworA
User Name NetworB

Configuration Path

Negotiation Mode

X-Auth

Main Mode
None

For NetworkB at Branch Office

§ c2ft2Ay3a GlFlofSa tAad GKS LI NFYSGSNI O2y FA IdzNI
Ay (GKS dzaSNJ FdziKSYyidAOraGAazy 2F Lt {SO +#tb Gdzyy S

1 ¢KG2Yy FTAIAzNI GA2y SEFYLX S Ydzad 0SS O02YO6AYSR 6AGK
gK2tS dzaSNJ a0SyIl NA 2O

f 'aS RSTFlLdzZA G OFtdzS F2N) G6K2aS LI NI YSGSNAR OGKIFG |

Configuration Path [My Certificate}[Local Certificat€onfiguration]

Name BranchCRTSelfsigned:]
Key Key TypeRSA Key Length1024bits

Subject Name Country(C)TW State(ST)Taiwan Location(L)Tainan
Organization(O)AMITBranch Organization Unit(OUBranchRD
Common Name(CNBranchCRTEmail: branchcrt@amit.com.tw

Configuration Path

IPSec y Enable
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Configuration Path [IPSec]Tunnel Configuration]

Tunnel y Enable

Tunnel Name $25102

Interface WAN 1

Tunnel Scenario Site to Site

Operation Mode Alwayson

Local Subnet 10.0.75.0

Local Netmask 255.255.255.0

Full Tunnel Disable

Remote Subnet 10.0.76.0

Remote Netmask 255.255.255.0

Remote Gateway 203.95.80.22
[IPSec]Authentication]

Key Management IKE+X.509 ocal CertificateBranchCRTRemote CertificatetiQCRT

Local ID User Name NetworB

Remote ID User Name NetworA

Negotiation Mode Main Mode

X-Auth None

Scenario Operation Procedure

T LY Ft62@S RAIFIANIYI bDF{GSégme Awb KSI RijKE NAHISNGS I8
LYGNIyStG Aa mnondrcodnkund LI KFra GKS Lt | RIRNB
M AYUSNFIFIO3&a hWEKISIHIIFHNSESHBHBY2FNDFOBE2RFFAOS | YR
MAPndPTpdPnkHNd® LG KFIHa GKS Lt | RRNBaa 2 hydSsaF
¢tKSe 020K aSNBS a GKS b!¢ aSOdzZNAGe 3AFGSsl eaao

f DFiSgle m IASYENFUESEAYRKSE WOt OSNIAFAOFGS 61

OSNIAFTAOFI(GSa 2F GKS NB2G /! IYyR lv/we¢e Aydz2 GK
[ Adadb 2F DIFEGiSgle& HOD

f DFGSégle& wn 3ASYSNriSa | /mmmwmxwdu?ewmmmmy 2 S
6tfSrasS ASYSHMAAESRY S SwaﬁTaSi S Ay GUKS DIFGSgl @
/| {wd Wdzad R2gyf2FrRa AG0® ¢+1S GKS /{w (G2 oS a.
OSNIAFAOIGS o6é&2dz YySSR NByYLIl YS A60¢ LYLR2NI GKS
DIFGSgl M YR GKS b[20Fft /SNIAFAOIGS [Aadbh 27

1 DIFGSéle nw OFly SatlroftArakK Iy Lt{SO xtb WNHYySO2®
DFuSglée mod

f CAylLfttes GKS OftASyl Kz2ada Ay Gg2 adomySaia 27 |
2 0 KS NI
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My Certificate Setting
Go toObject Definition > Certificate > My Certificatab.

The My Certificate setting allows user create local certificates. In "My Certificate" page, there are
two configuration windows for the "My Certificate" function. The "Local Certificate List" window shows the
stored certificates or CSRs for representing the gateway. The "Local Certificdigu@tion” window can
let you fill required information necessary for corresponding certificate to be generated by itself, or
corresponding CSR to be signed by other CAs.

Create Local Certificate

_ Local Certificate List | Add | | Import | | Delete |

ID | MName Subject Issuer Vaild To Actions

When Add button is applied,Local CertificateConfiguration screen will appearThe required
information to be filled for the certificate or CSR includes the name, key and subject name. It is a certificat
if the "Selfsigned” box is checked; otherwise, it is a CSR.

J Local Certificate Configuration
Item Setting

» Name Self-signed :

Key Type: pRspA «  Keylength: 1024-bits » Digest Algorithm :

" Key SHA-1 ~
Country(C) - State(ST) - Location(L) :
» Subject Name Organization(O) : Organization Unit{OU} :
Common Mame(CHN) : Email :
Challenge Password: Unstructured Name:

» Extra Attributes
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Local CertificateConfiguration
Value setting

Name 1. String format can be Enter a certificate namdt will be a certificate file name
any text If Seltsignedis checked, it will be signed by root CASéifsignedis not
2. A Must filled setting  checked, it will generate a certificate signing request (CSR).

Key A Must filled setting This field is to specify the key attributes of certificate.

Key Typéo setpublickey cryptosystemsCurrently, only RSA is supported.
Key Lengtho set the length irbits of the keyused in a cryptographic
algorithm. It can be 512/768/1024/1536/2048.
Digest Algorithmto setidentifier in the signature algorithm identifier of
certificates.lt can be MD5/SHA.
Subject Name A Must filled setting This field is to specifne information of certificate.
Country(C)isthe two-letter ISO code for the country where your organizati
is located
State(ST)s the statewhere your organization is located
Location(L)s the locationrwhere your organization is located
Organizatior(O)is the name of youorganization
OrganizationUnit(OU)is the name of youorganizationunit.
Common Name(CN$ the name of youorganization
Emailis the email of youorganization It has to be email address setting on
Extra A Must filled setting This field is to specifhe extra information for generating a certificate.
Attributes Challenge Passwdrfor the passwordyou can use to request certificat
revocatia in the future.
Unstructured Namefor additional information

Save N/A Click theSavebutton to save the configuratian
Back N/A When theBackbutton is clickedthe screen will return tgreviouspage.

WhenImport button is applied, an Import screen will appear. You can import a certificate from an
existed certificate file, or directly paste a PEM encoded string as the certificate.
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Import

Choose File | No file chosen

_ Apply | cancel |

PEM Encoded

_ Apply | cancel |

Import A Must filled setting {StSO0G I OSNILIAFAOFGS TAft Applybhitrvto dz:
import the specified certificate file to theouter.
PEM Encoded 1. String format can be This is an alternative approach to import a certificate.

any text You can directly fill in (Copy and Paste) the PEM encoded certificate strir
2. A Must filled setting  and click theApply button to import the specified certificate to theouter.
Apply N/A Click theApply button to import the certificate.
Cancel N/A Click theCancebutton to discard the import operation and the screen will

return to the My Certificates page.

3.3.2 Trusted Certificate

Trusted Certificate includes Trusted CA Certificate List, Trusted Client Certifisatand Trusted
Client Key List. The Trusted CA Certificate List places the certificates of external trusted CAs. The Trus
Client Certificate List places the others' certificates what you trust. And the Trusted Client Key List plac
0KS 2 i Kéhatod trustéde a
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Seltsigned Certificate Usage Scenario

Network-A @ HQ Data Center Network-B @ Branch Office
<
FF% {r_ ACS
= &e
._:_: > ﬂ Server ]
Application [t I Database \
® C H‘;EEE' «;'D Server
reate oot A
® Create Localb (VPN Tunnel (IPSec IKE+X.509)O Root CA
@Impot Sranih (® Create IPSec (IKE + X.509) CRT
— VPN Tunnel .
Security Gateway 1 Security Gateway 2
with Root CA and Trusted with Trusted CA &
Client Certificates Client Certificates
Global IP: 203.95.80.22 Global IP: 118.18.81.33
Local IP: 10.0.76.2 Local IP:10.0.75.2

Scenario Application Timingsame as the one described in "My Certificate" section)

f 2KSy GKS NR/AEGSNEANAIKS NB2G /! YR ztb ddzyySft Ay:
OSNIAFTAOFI(GSEa o6& o0SAy3d aA3dySR o0& AdGaStTo ! faz

ﬂ¢KSaS OSNIAFAOFIGSE OlFlYy 0S dZASRAWENIGEoRAINBY A
l+t b Gdzyy St @

Scenario Descriptioisame as the one described in "My Certificate" section)

f DFGSgle m 3ISYSNIraGSa dGdKS Ne2d /! YR | t20Ift
OSNIATFTAOIGB ONNYyDNEGRFWOOE S 2F DIFGiSgre w aArAadySF

¢ DFrGdSgle uw ONBIFOSaAa + /[ {w (').NJ)/OK/{WU 02 féﬂ 0
OSNIAFTFAOFIGS® LYLRNI GKS OSNIATAOFGS AYyURI &@8KSEK
OSNIAFTFAOFI(GSa 2F GKS Ne2G /! 2F DIFOSglreé wm Ayi:
bae [/ SNIAFTAOFIGSH YR blLaadzS /SNbATAOIqu asoi

f 9ailofAaK Fy Lt{SO *tb GdzyyS GAOUK LYRIFGOYREE o
K2ada Ay (GKSasS 020K adzomySia O|y O2YYdzyAOI GS ¢

Parameter Setup Exampl@ame as the one described in "My Certificate" section)
For NetworkA at HQ

§ c2ff2Ay3a GloftSa fAa0G GKS LI NI YSRS NSO yAFMDdzNU
dzZa SR Ay (KS dzaSN) I dziKSyiAOFrGAzy 2F Lt {SO +*tb

f ¢KS O2yFA3IAdzNI GA2y SEF YLX S Ymaﬁ 0S O2YO0AYSR gA
aSOlAz2ya (2 O2YBIX B&E3t 6KBz22 581 &zOSY2 NR @ ©

Configuration Path [Trusted Certificate]Trusted Client Certificate List]

Command Button Import
Configuration Path [Trusted Certificate]Trusted Client Certificate Import from a File]
File BranchCRT.crt
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For NetworkB atBranch Office
§ c2tf2Ay3a GloftSa fAa0G GKS LI NYYSGSNI O2y T A 3dzNT

dzZa SR Ay GKS dzaSNJ [ dziKSYGAOFdGA2y 2F Lt{SO *tb
1 ¢KS 02 2y FA3dzNI GA2y SEkR LIS YHzaS A 078)/0[2&(&))\/3/55?132117;5?\
aSOtArzya G2 O2YLX SGS GKS aSiadzld F2NJ GKS gK2ft S

Configuration Path [Trusted Certificate] Trusted CA Certificate List]

Command Button Import

Configuration Path [TrustedCertificate}[Trusted CA Certificate Import from a File]
File HQROOtCA.crt

Configuration Path [Trusted Certificate]Trusted Client Certificate List]
Command Button Import

Configuration Path [Trusted Certificate] Trusted Client Certificate Impofitom a File]

File HQCRT.crt

Scenario Operation Procedur@ame as the one described in "My Certificate" section)

T LY Ft62@S RAIFIIANIYZI (GKS bDI @tSaAlye Kv Riljadzl GINKGSS Nl (S
LYGUNIYySG Ad MnoOohRRUPDABRHED MO OPKKWACOPKSTRNI [ !Imb A
M AYOGSNFI OS® ¢KS bDIF{GSarl Ay ho Nay GK S2 BFANIGH | RY R
Ad mMnondrTpdnkuHnd LG KIFa GKS Lt | RRNBAANIZEF! v
AYGSNFIFOSd ¢KSe 0620K aSNIBS a GKS b!¢ aSOdzNR

f LY DIFIGSgFre H AYLERNI GKS OSNIAFAOFLOSAE 2F GKS
DFGSgl e m Ayid2 GKS be¢NHzISR /! [/ SNIABMORI S & A

f LYLRNI GKS 200l )\ySR . N} yOK/ w¢ OSNIATFTAOFGS 00K
AAAYFGdzNBO AyiG2 GKS beNHzZGSR /tASYyd / SNIATFAOL
0KS DFEiSgl e wo a2N YN RSHENWG & Ty NERB QB RdzNBE A
2T GKA& YI ydz €

f DIGSégle& nw OFy SaitrotiriakK Iy Lt{SO xtb (dzyySt o
DFiSéle& mod

f CAyltfttezr GKS Ot ASyld K2aldrR wMyoaidsr2e dindeonynS GGl y2 FO 2
2 i KS N
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Trusted Certificate Setting
Go toObject Definition > Certificate > Trusted Certificatzb.

The Trusted Certificate setting allows user to import trusted certificates and keys.

Import Trusted CACertificate

Trusted CA Certificate List | Import | | Delete || Get cA

ID Name Subject Issuer Vaild Te Actions

WhenImport button is applied, &rusted CA imporscreen will appear. You can import a Trusted CA
certificate from an existed certificate file, or directly paste a PEM encoded string as the certificate.

Trusted CA Certificate Import from a File

| Choose File | No file chosen

_ Apply | Cancel |

Trusted CA Certificate Import from a PEM

_ Apply | Cancel |

Trusted CA Certificate List

Import froma A Must filled setting {StSOG I /! OSNIAFAOIGS T mppHbuFoNd®

File import the specified CA certificate file to tineuter.

Import froma 1. String format can be This is an alternative approach to import a CA certificate.

PEM anytext You can directly fill in (Copy and Paste) the PEM encoded CA certificate
2. A Must filled setting  and click theApply button to import the specified CA certificate to theuter.

Apply N/A Click theApply button to import the certificate.

Cancel N/A Click theCancebutton to discard the import operation and the screen will

return to the Trusted Certificates page.
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Import Trusted Client Certificate

Trusted Client Certificate List | Import | | Delete |

ID Name Subject Issuer Vaild To Actions

Whenlmport button is applied, &rusted Client Certificate Impoicreen will appear. You can import
a Trusted Client Certificate from an existed certificate file, or directly paste a PEM encoded string as tr
certificate.

Trusted Client Certificate Import from a File

Choose File | No file chosen

| Apply | Cancel |

Trusted Client Certificate Import from a PEM

| Apply | Cancel |

Trusted Client Certificate List

Import froma A Must filled setting {StSOG I OSNIAFAOFGS ¥Af Spplybhitrvto dz

File import the specified certificate file to theouter.

Import froma 1. String format can be This is an alternative approach to import a certificate.

PEM any text You can directly fill in (Copy and Paste) the PEM encoded certificate strir
2. AMust filled setting  and click theApply button to import the specified certificate to theouter.

Apply N/A Click theApply button to import certificate.

Cancel N/A Click theCancebutton to discard the import operation and the screen will

return to the Trusted Certificates page.
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Import Trusted Client Key

Trusted Client Key List | Import | | Delete |

ID MName Actions

When Import button is applied, alrusted Client Keymport screen will appear. You can import
aTrusted Client Key from an existed file, or directly paste a PEM encoded string as the key.

Trusted Client Key Import from a File

| Choose File | No file chosen

| Apply | Cancel |

Trusted Client Key Import from a PEM

_ Apply | Cancel |

Trusted Client Key List

Import froma A Must filled setting {StSOG I OSNIATAOFGS (| Se FaApdlySuttdhNI

File to import the specified key file to theouter.
Import froma 1. String format can be This is an alternative approach to import a certificate key.
PEM any text You can directly fill in (Copy and Paste) the PEM encoded certificate key
2. A Must filled setting  string,and click theApply button to import the specified certificate key to th
router.
Apply N/A Click theApply button to import the certificate key.
Cancel N/A Click theCancebutton to discard the import operation and the screen will

return to the Trusted Certificates page.
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4. Security
4.1 VPN

A virtual private network (VPN) extends a private network across a poetiwork, such as the
Internet. It enables a computer to send and receive data across shared or public networks as if it wer
directly connected to the private network, while benefitting from the functionality, security and
management policies of the pritanetwork. This is done by establishing a virtual pempoint connection
through the use of dedicated connections, encryption, or a combination of the two. The tunnel technology
supports data confidentiality, data origin authentication and data intggof network information by
utilizing encapsulation protocols, encryption algorithms, and hashing algorithms.

Q ’ VPN Concentrator M2M-loT :
& \ Gateway !

\
1

1

1

Serial Cable ! :

Host Computer @ RS232/485 | 1
1 1

- :

OpenVP . | |

1

(( . )) | A

Data over IP Packet

. viaVPN Tunnel 8

b -]
]
=
-
o
w
I
o
@
-,
-

1
VPN Servic : .
¥ Ry
1 1
N : . :
LS = VPN Servic | gi'g::;e |
% PPTP .. |1 A :
i Ethernet Cable ] 0 ;
ication

F'szrvers RJ-45 ; - :
NG e

Access & Control Ethernet-based devices

The product series supportifferent tunneling technologies to establish secure tunnels between
multiple sites for data transferringguchas IPSecOpenVPNL2TP (over IPSe®PTRand GREBesides,
some alvanced functionglike Full Tunnel, Tunnel Failover, NetBIOS over IPSec, NAT Travera&o
supported
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4.1.1 IPSec

2 Configuration [Help ]
Item Setting

r IPSec [] Enable
» NetBIOS over IPSec Enable
v MAT Traversal Enable

¥ Max. Concurrent IPSec 9
Tunnels

2 IPSec Tunnel List | Add Delete Refresh

Tunnel Tunnel
1D Interface Scenario

Name Remote Gateway = Remote Subnet Status Enable Actions

Internet Protocol Security (IPSec) is a protocol suitsdouring Internet Protocol (IP) communications
by authenticating and encrypting each IP packet of a communication session. IPSec includes protocols
establishing mutual authentication between agents at the beginning of the session and negotiation o
cryptographic keys to be used during the session.

An IPSec VPN tunnel is established between IPSec client and server. Sometimes, we call the IPSec
client as the initiator and the IPSec VPN server as the respohlisrouter can be configured as differen
roles and establish number of tunnels with various remote devi@sfore going to setup the VPN
connections, you may need to decide the scenario type for the tunneling.

IPSec Tunnel Scenarios

To build IPSec tunnel, you need to

tg @ NetworicB @ fill in remote gateway gbal IP, and
7 5| IPSecVPNTunnelScenario | femeisie optional subnet if the hosts behind
IPSec peer can access to remote

Network-A @
Control Center

Host-DC

Subnet: 192.168.1.x
Y

rbﬂe!: 10.0.76.x \-
\ Security .
%.. Server | AfNGateway i site or hosts. Under such
.................... 2. Site to Host ) . .
\ ; ._If "3 Hostto Site { \_ e _ configuration, there are four
= 2\ __ AHosttoHost | || v scenarios:
Global IP: 203.95.80.22 — Global IP:118.18.81.33 . .
Local IP:10.0.76.253 Responder Initiator Local IP: 192.168.1.253 Site to Site: You need to setup
(Server) (Client)

remote gateway IP and subnet of
both gateways. After the IPSec
tunnel estabished, hosts behind
both gateways can communication
each other through the tunnel.

€ m—— » Siteto Site: Tunnel between M2M gateway /w 192.168.1.x subnetand UTM /w 10.0.76.x subnet
Grroreanans > Site to Host: Tunnel between M2M gateway /w 192.168.1.x subnet and Host-DC under UTM
€~ - —> Hostto Site: Tunnel between Host-Re under M2Vl Gateway and UTM /w 10.0.76.x subnet

€= — ?» Hostto Host: Tunnel between Host-Re under M2M Gateway and Host-DC under UTM
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Site to Host:Site to Host is suitable for tunneling between clients in a subnet and an application servelr
(host). As in the diagram, the clients behind the M2M gateway can access to the hosDElbktcated in
the control center through Site to Host VPN tunnel.

Host to Site:On the contrast, for a single host (or mobile user to) to access the resources located in at

intranet, the Host to Site scenario can be applied.

Host to Host:Host to Host is a special configuration for building a VPN tunnel between twle biogfs.

Application
Server

‘:: ‘Database ’l L \'
] Server I )

2. Full Tunne) X 1. Access the Intprnet.

Access b _X ——
i H f
g .- — <y
UTM Gateway1'~ . _ _'Pfefs_'_t"_“ls'_“’_“‘_"'le' _ M2M Gateway?2

with “Static IP” with a “Static [P"

Intranet Access10.0.76.x

Global IP: 203.95.80.22
Local IP:10.0.76.253

Global IP:118.18.81.33

0. Full Tunnel Enable Local IP: 192.168.1.253

Site to Site with "Full Tunnel" enabled

In "Site to Site" scenario, client hosts remote
site can access the enterprise resources in the
Intranet of HQ gatewayia an establishedPSec
tunnel, as described abovédowever, hternet
acces®riginates fromremote site still go through

its regular WAN connection If you want all
packetsfrom remote site to be routedvia this
IPSectunnel, includingHQ serveraccess and
Internet access, you caBdza G Syl o6t S
Tunnel" setting As a result, eary time usessurfs
web or searching data on Internet, checking
personal emails, oHQ server accessll traffics
will go through thesecurelPSec tunnel and route
by the Security Gateway in control center.

Site to Site with "Hub and Spoke" mechanism
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For a control center to manage the secure
Intranet among all its remote sites, there is
asimple configuration, calledlub and Spokgfor

the whole VPN network. A Hub and Spoke VPN
Network is set up in organizations with centralized
control center over all its remote sites, like shops
or offices. The control center acts as the Hub role
and the remote shops or Offices act as Spokes. All
VPN tunnels fronaremote sites terminate at this
Hub, which acts as a concentrator. Sibesite
connections between spokes do not exist. Traffic
originating from one spoke and destined for
another spoke has to go via the Hub. Under such
configuration, 2 dz R2y Qi ySSR {2
tunnels between each two remote clients.




































































































































































































































































































































































































































